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STATEMENT OF INTEREST OF AMICUS CURIAE 
 

Amicus curiae are two of the original designers of the Internet protocols that 

govern how Internet traffic including email moves across the network, and are 

recognized experts in Internet architecture and communications technology. They 

are founding principals and currently serve as Directors of the MIT 

Communications Futures Program, a project studying the evolution of the 

technology, industry, and policy structures across the communications value chain. 

   David Clark is a Senior Research Scientist at the MIT Computer Science and 

Artificial Intelligence Laboratory, where he has worked since receiving his Ph.D. 

there in 1973.  Since the mid 1970s, Dr. Clark has been leading the development of 

the Internet; from 1981-1989 he acted as Chief Protocol Architect, and has chaired 

the Internet Activities Board.   Dr. Clark currently assists the U.S. National Science 

Foundation on its Future Internet Design program.  Dr. Clark is past chairman of 

the Computer Science and Telecommunications Board of the National Academies, 

and has contributed to a number of studies on the societal and policy impact of 

computer communications.   

David Reed is an adjunct professor at the MIT Media Laboratory.  Dr. 

Reed’s involvement with the Internet began in the mid-1970’s when he joined the 

team developing the Internet Protocol Architecture now known as TCP/IP.  After 

earning his Ph.D. at MIT in 1978, Dr. Reed was a professor in MIT's Department 
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of Electrical Engineering and Computer Science from 1978 to 1983 and led a 

research group in the MIT Laboratory for Computer Science.  Dr. Reed is perhaps 

best known in the Internet community for co-developing (with fellow amicus Dr. 

Clark and MIT Professor J.H. Saltzer) the Internet design axiom known as the 

“end-to-end principle” and, in the 1990’s, “Reed’s Law,” which describes the 

economics of group formation in applications built on top of the Internet.  Dr. Reed 

also served on the Federal Communications Commission’s Technological 

Advisory Council focusing particularly on networking and radio technology policy 

issues. 

Drs. Clark and Reed file this brief out of a professional, academic, and 

personal belief that a proper understanding of how email travels across the Internet 

is necessary to a correct outcome.   Further, they are concerned that the District 

Court’s ruling will have broad and unintended consequences for future applications 

of the Electronic Communications Privacy Act of 1986, as network providers use 

the Internet to transport other forms of communications including voice.  Amicus 

curiae participate in this brief in their individual capacity; their views do not 

necessarily reflect those of any organization. 
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SUMMARY OF ARGUMENT 

This Court should reverse the District Court’s holding that Robert Anderson 

did not “intercept” the emails he illicitly routed from Appellants’ email server to 

his private account, merely because Anderson can also be said to have “accessed” 

these emails while in transient storage.
1
   Given the design of the Internet and the 

manner in which email is transmitted, Anderson’s acquisition of Appellants’ 

incoming and outgoing email while the server was deciding where next to route it 

was “contemporaneous with [the email’s] transmission,” and hence an interception 

under Ninth Circuit precedent.  

 Internet traffic travels by Transmission Control Protocol (“TCP”), a process 

whereby information is divided up into individual “packets” of data and then 

routed along a network of computers by way of the most efficient path then 

available.  Email relies on a further protocol – known as Simple Mail Transfer 

Protocol (“SMTP”).  Rather than set up one single transfer from source to 

                                                 
1
 The District Court held in the alternative that Anderson did not “intercept” 

the e-mails at issue because he “did not stop or seize any of the messages that were 

forwarded to him” and his “actions did not halt the transmission of the messages to 

their intended recipients.”  The District Court’s view cannot be correct: it would 

mean, for instance, that a phone call may not be “intercepted” under the Wiretap 

Act if the caller’s voice reaches the listener.  See 18 U.S.C. § 2510(4) (defining 

“intercept” to mean “the aural or other acquisition of the contents of any wire, 

electronic, or oral communication through the use of any electronic, mechanical, or 

other device”). See also S. REP. NO. 99-541, at 2 (discussing the purpose of the 

Wiretap Act, i.e., to address the ease with which voice communications could be 

intercepted without the parties’ knowledge). 
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destination, SMTP makes use of TCP to move email in stages.  In accordance with 

this “store and forward” design, servers reassemble and temporarily store incoming 

and outgoing emails in order to route them on to the next leg of their journey.   

The illicit acquisition of email while it is in transient storage meets the 

elements of interception under the plain language of the Wiretap Act, 18 U.S.C. §§ 

2510-2522.  The Act prohibits the intentional interception of “any wire, oral, or 

electronic communication,” and defines “interception” broadly to encompass “the 

aural or other acquisition of the contents of any wire, electronic, or oral 

communication through the use of any electronic, mechanical, or other device.”  18 

U.S.C. § 2511, § 2410(4).  Anderson met these elements by designing an attack (i) 

to acquire (ii) the contents of Appellants’ emails (iii) through the use of an illicit 

software device.  See United States v. Councilman, 418 F.3d 67, 79 (1st Cir. 2007) 

(en banc) (holding that an email can be intercepted “during the momentary 

intervals, intrinsic to the communication process, at which the message resides in 

transient electronic storage”). 

The District Court read Konop v. Hawaiian Airlines, Inc., 302 F.3d 868 (9th 

Cir. 2002), to foreclose a holding that email can be intercepted while in transient 

storage.  Bunnell et al. v. Motion Picture Ass’n of America, slip op. at 6, 2:06-cv-

03206-FMC-JCx (C.D. Cal. Aug. 22, 2007).  Konop should not be read in this 

way.  In the context of a different technology – electronic bulletin boards – the 
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Konop Court held that the defendant’s access of posts already uploaded directly 

from the poster’s computer onto the bulletin board’s server had not been 

“contemporaneous with transmission.”  302 F.3d at 874-75, 877.    

Sending email is different than posting messages on a website bulletin 

board.  In a store and forward system like email, transitory storage is consistent 

with – and indeed necessary for – transmission.  Accordingly, Anderson’s act of 

redirecting an email during a pause intrinsic to its transmission, and as short as a 

fraction of a second, occurred contemporaneously with transmission, and therefore 

constituted an interception under Circuit precedent.    

Any other result would entirely remove from the protection of the Wiretap 

Act the preferred way for low-tech snoops to acquire the contents of email en route 

to recipients, and could implicate other modes of communication that make use of 

transient storage.  For these reasons, we respectfully urge this Court to reverse the 

District Court’s decision. 
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ARGUMENT 

 Email travels across the Internet by a particular method known as “store and 

forward” delivery.  During the time – generally seconds – when an email is being 

transmitted from sender to receiver, it enters multiple stages of transitory storage.  

Email does not cease to be “in transmission” during transitory storage; indeed, 

such storage is intrinsic to the process of transmission.  Where an email is acquired 

prior to being accessible to its intended recipient, therefore, such acquisition should 

be considered an interception contemporaneous with transmission.  Any other 

result ignores the realities of email transfer and threatens to remove email – and 

potentially other communication services – from the full protection of the Wiretap 

Act. 

I. THE DISTRICT COURT ERRED IN HOLDING THAT ANDERSON 

DID NOT INTERCEPT APPELLANTS’ EMAILS BECAUSE HIS 

ACTIONS ALSO FELL UNDER THE STORED 

COMMUNICATIONS ACT 

 

 A. Transmission Of Email Necessarily Involves Transient Storage 

 

Traffic on the Internet travels according to instructions or “protocols” that 

define how, where, and when electronic information gets routed.  Email makes use 

of two such protocols – Simple Mail Transfer Protocol (“SMTP”) and 

Transmission Control Protocol (“TCP”).  SMTP is specific to email, TCP (or 

“TCP/IP”) is used generally by many Internet services.  
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Based on these protocols, transmission of email involves the following 

necessary steps.  A user composes a message on a program called a mail user agent 

(“MUA”).  A second program called a mail transfer agent (“MTA”) stores the 

email for as little as a split second in order to format it as a distinct file.  A third 

program on the user’s server stops the email again and converts it into small 

“packets” of information.  These packets get forwarded individually across a series 

of networked computers in accordance with TCP.  While most times all packets 

from one email will follow the same route, the system was designed to permit them 

to travel via different paths and be reassembled at various points to determine the 

next destination until a final destination is reached. See Councilman, 418 F.3d at 

69-70, citing Orin Kerr, Internet Surveillance Law After the USA Patriot Act: The 

Big Brother That Isn’t, 97 Nw. U. Law. Rev. 607, 613-14 (2003).  

The system of “packetizing” data and sending it across multiple computers 

was designed by computer scientists funded by the Advanced Research Projects 

Agency (now the Defense Advanced Research Projects Agency or “DARPA”) to 

improve on the traditional, circuit-based transfer of information, which sends data 

all at once across a dedicated line.  See Barry M. Leiner et al, A Brief History of 

the Internet (Last Revised Dec. 10, 2003), The Internet Society, available online at 

http://www.isoc.org/internet/history/brief.shtml#darpa (last visited  July 22, 2008).  

The system proved more resilient than circuit-based switching – to the point that it 
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could withstand collapse of large portions of the underlying infrastructure – 

because it does not rely on any particular computer or connection to complete a 

transfer; data that fails by one route can be resent along another.  The system also 

proved more efficient – and, eventually, cost effective – because computers or 

“nodes” route information by the most efficient path available at the time of 

transfer, thereby maximizing the network’s overall transfer capacity. See A Brief 

History of the Internet. 

Having been packetized and sent out across the network, the disassembled 

email is relayed from computer to computer.  Each computer node along the 

packet’s path stores a packet it receives long enough to read its final destination 

and route it toward that destination by the most efficient means the computer 

identifies.   See Councilman, 418 F.3d at 69-70; J. Klensin, Internet Engineering 

Task Force, RFC 2821: Simple Mail Transfer Protocol (Apr. 2001); C. Patridge, 

Internet Engineering Task Force, RFC 974 – Mail Routing and the Domain System 

(Jan. 1986). 

When an email reaches the recipient’s mail server it is stopped, reassembled, 

and relayed either to yet another program, or directly to a mail delivery agent 

(“MDA”), depending on how the server is configured.  When the MDA receives 

the email, it pauses it again to read its header.  The MDA then delivers the email to 
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the appropriate inbox, where it can finally be accessed by the recipient through his 

desktop or web-based MUA.  

Often there is a point along an email’s journey when it cannot be routed 

immediately; in that case, the entire email remains stored until routing can be 

attempted again.  This method of “store and forward” transfer grows out of the 

efficiencies and redundancies in the relevant protocol.  See Councilman, 418 F.3d 

at 70; See Anthony Ralston et al. eds., ENCYLOPEDIA OF COMPUTER 

SCIENCE 639 (4th ed. 2000); Bryan Costales & Eric Allman, SENDMAIL 5 (2 

ed. 1997).  Generally speaking, however, the entire process of transmitting an 

email from sender to recipient takes but a few seconds. See, e.g., Councilman, 418 

F.3d at 70, citing W. Houser et al., RFC 1865: EDI Meets the Internet (Jan. 1996). 

 The end result is that email travels across and among servers in much the 

same way a frog travels across a road: in a series of hops.
2
  An outgoing email hops 

from the MUA to the MTA, and from the MTA to a program that packetizes it.   

The email is then sent out in individual packets, which hop from node to node 

along the most efficient route then available in accordance with TCP/IP.  When the 

                                                 
2
 Postal mail also travels by a series of ever-more-localized steps and might 

therefore be analogized to e-mail.   In fact, Congress afforded even greater 

protection for e-mail than postal mail and rejected calls from the Department of 

Justice to protect e-mail with a simple warrant requirement.  See Councilman, 418 

F.3d at 77, citing H.R. Rep. No. 99-647 (1986), at 22. 
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packets arrive at the recipient’s mail server, they are reassembled.  The entire email 

then takes several more hops from program to program until the MDA delivers the 

email to the appropriate inbox, where it can finally be accessed by the recipient.   

Email touches down in many places, only to take off again as soon as the 

path is clear.  The designers of email purposefully eschewed the traditional, circuit-

based model of information transfer in order to take advantage of the efficiencies 

and redundancies of TCP/IP and SMTP.  They built a system that, instead of flying 

like the crow, hops like a (very fast) frog.  Just as a frog must land in order to 

spring into the air again, so must an email stop in order to be routed further along 

its path. The resulting system relies on moments of transitory storage in order to 

transmit information cheaply, reliably, and quickly.  

B. Anderson Intercepted Appellant’s Email Messages under the Wiretap 

Act Because He Intentionally Acquired Them Illicitly While In 

Transient Storage 

 

Anderson’s conduct is covered by the plain language of the Wiretap Act.  In 

relevant part, the Wiretap Act prohibits the intentional interception of an 

“electronic communication” such as an email.  18 U.S.C. § 2511.  The Act defines 

“intercept” broadly to mean “the aural or other acquisition of the contents of any 

wire, electronic, or oral communication through the use of any electronic, 

mechanical, or other device.”  Id. § 2510(4).  Accordingly, the relevant elements of 
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a Wiretap Act violation are: (i) an intentional (ii) acquisition, (ii) of an electronic 

communication, (iii) by means of an electronic device.  Id. at §§ 2511, 2510(4).   

Anderson’s conduct clearly met these statutory elements.  As the District 

Court described it, “Anderson configured [Appellants’] server software so that 

every incoming and outgoing email message would also be copied and forwarded 

to his anonymous Google email account.”  Bunnell, slip op. at 3.  To restate in 

technical terms, Anderson reprogrammed Appellants’ server computer to change 

the protocol for routing both incoming and outgoing messages.  See, e.g., Red Hat 

Linux 7.2: The Official Red Hat Linux Reference Guide, Chapter 16: Email, 

available online at http://www.redhat.com/docs/manuals/linux/RHL-7.2-

Manual/ref-guide/s1-email-procmail.html (last visited July 15, 2008).  Thus 

Anderson (i) intentionally designed an attack (ii) to acquire (iii) the contents of 

Appellants’ incoming and outgoing emails (iv) through the use of illicit software 

device. 18 U.S.C. § 2511 (prohibiting the intentional interception of “any wire, 

oral, or electronic communication”); id. at § 2410(4) (defining interception). 

 Anderson’s attack necessarily assumed that, in accordance with SMTP, both 

incoming and outgoing email would appear in reassembled form long enough for a 

program to forward it.   Knowing that Appellant’s email, like a frog, must touch 

down in order to leap again, Anderson set a trap in the right place along the email’s 

path and thereby illicitly acquired its contents. 
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C. Konop v. Hawaiian Airlines, Inc. Does Not Foreclose A Finding That 

Anderson Intercepted Appellants’ Emails Because Posts To Internet 

Message Boards Are Technically Distinct From Email Transmissions 

 

The District Court read this Court’s decision in Konop v. Hawaiian Airlines, 

Inc. 302 F.3d 868 (9th Cir. 2002), to require the court to hold that Anderson could 

not have intercepted Appellants’ email, because Anderson accessed the emails 

while they were in electronic storage.  Bunnell, slip op. at 6.  Specifically, the 

District Court observed that any storage of an electronic communication, even if it 

is “transitory and lasts only a few seconds, is still considered ‘electronic storage.’”  

Id.  The District Court then held that stored communications can never fall within 

the ambit of the Wiretap Act even where, as here, such storage is intrinsic to 

transmission. See id. 

Konop does not compel this result.  As an initial matter, Konop involved an 

electronic bulletin board, which is a Web application for hosting discussions and 

other content.  Electronic posts are essentially files uploaded from a user’s 

computer to a host computer.  Like email, electronic posts are packetized for 

transmission per TCP.  Unlike email, however, electronic posts do not follow the 

store and forward model of SMTP.  

Amicus curiae technical experts respectfully disagree with the District 

Court’s finding that “[t]he only distinguishing characteristic between the facts of 

Konop and the instant case is the place where the messages are stored.” Bunnell, 
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slip op. at 8.  The Konop defendant did not intercept the electronic posts at issue as 

they were being uploaded to the host server; rather, he accessed the posts only after 

they were already available to the intended recipients.  Konop, 302 F.3d at 875 

(describing the facts of the case).  

Konop’s basic holding is that the Wiretap Act applies only to “acquisition 

contemporaneous with transmission.”  Konop, 302 F.3d at 878; Theofel v. Farey-

Jones, 359 F.3d 1066, 1077 (9th Cir. 2004) (“We recently held in Konop v. 

Hawaiin Airlines, Inc., that the [Wiretap] Act applies only to ‘acquisition 

contemporaneous with transmission.’”).  But see United States v. Smith, 155 F.3d 

1051, 1056-58 (9th Cir. 1998) (rejecting a requirement of contemporaneity in the 

context of wire communications).  This holding would not be upset by overruling 

the District Court here.  The electronic communications at issue in Konop were 

messages that had already been posted on an electronic bulletin board.  302 F.3d at 

874-75.   The posts had already been transmitted and were already accessible to 

their intended recipients – i.e., any authorized users.  Their access was not 

contemporaneous with transmission.  

Unlike message board postings, email continues to be “in transmission” 

during intrinsic, transitory storage.
3
   Thus a finding that emails can be acquired 

                                                 
3
 Amicus curiae technical experts acknowledge this Court’s subsequent 

decision in Theofel v. Farey-Jones, 359 F.3d 1066, 1077 (9th Cir. 2004), which 

held in part that e-mails stored with an Internet Service Provider (“ISP”) could not 
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contemporaneously with transmission, even while they sit in transient storage, 

comports with the technical realities of how this content travels from sender to 

recipient.  See also Councilman, 418 F.3d at 79 (“We conclude that the term 

‘electronic communication’ includes transient electronic storage that is intrinsic to 

the communication process for such communications.”).  

II. THE DISTRICT COURT’S HOLDING WOULD REMOVE MOST 

EMAIL INTERCEPTIONS ENTIRELY FROM THE PROTECTION 

OF THE WIRETAP ACT, AND COULD PROVIDE AN END RUN 

AROUND THE WIRETAP ACT FOR OTHER MODES OF 

COMMUNICATION 

 

Given the realities of email transmission, the District Court’s holding would 

remove from the protection of the Wiretap Act a preferred method of intercepting 

the immensely popular medium of email.  See Jarrod J. White, Email @ 

Work.com: Employer Monitoring of Employee Email, 48 Ala. L. Rev. 1079, 1083 

(1997); Lee Rainie, Pew Internet and American Life Project, Data Memo (Nov. 

2005) (reporting that a majority of American Internet users send and receive email 

on any given day).  

                                                                                                                                                             

be intercepted.  Theofel is distinguishable from this case in that Netgate – the ISP – 

had a special arrangement to hold e-mails already delivered to the “ica-ipg.com” 

domain.  Like the posts in Konop, the e-mails in Theofel were no longer “in 

transit” when they were acquired.  In any event, we urge this Court to reconsider 

its short, broadly-worded discussion of the Wiretap Act in Theofel because as 

described supra, e-mail is in fact transmitted through a process of transitory 

storage and forwarding.  Therefore, the acquisition of e-mail in transitory storage 

occurs “contemporaneous with transmission.”  Id. at 1077. 
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As explained above, email is divided into data packets, each of which is 

routed along the most efficient means identified by the network of computers 

through which it travels.  Unless the email is already stopped and reassembled, it 

amounts to nothing more than a collection of far-flung packets; the contents of a 

packetized email cannot be acquired or shared with third parties in this state.
4
   

There is a reason that email snoops like Anderson choose to intercept emails 

while they are in transient storage: the most obvious way to acquire email contents 

prior to delivery on a recipient’s computer is to intercept email during one of these 

pauses when it is fully assembled (i.e., before or after packetization) but before it is 

accessible to the recipient.  The District Court recognizes as much: “[i]f the emails 

had not been stored on the server, Anderson would not have acquired them.” 

Bunnell, slip op. at 8.  See also United States of America v. Steiger, 318 F.3d 1039, 

1050 (11th Cir. 2003) (“‘[U]nless some type of automatic routing software is used 

(for example, a duplicate of all of an employee’s messages are automatically sent 

to the employee’s boss), interception of Email within the prohibition of [the 

Wiretap Act] is virtually impossible.’”), quoting White, Email @ Work, at 1083. 

                                                 
4
 Technology exists to intercept all the packets moving across a particular 

wire and then reassemble those packets to access the contents of all traffic, 

including e-mail transmissions.  Very sophisticated parties with ready-made 

access, such as the government, tend to use such methods.  Run of the mill snoops, 

however, are far more likely to pick off e-mails one by one at a point of 

reassembly. 
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According to the District Court, however, an electronic communication 

ceases to be “in transit” whenever it is stopped in reassembled form, even if only 

for a “millisecond.”  By this logic, during the time – often a fraction of a second – 

when it is being re-routed, an email leaves the purview of the Wiretap Act by 

becoming stored, only to become “unstored” (and protected) again upon routing.  

Compare Councilman, 418 F.3d at 78 (doubting that Congress contemplated the 

“existential oddity” of electronic communications that flit in and out of storage).  

This was precisely the reasoning that the First Circuit sitting en banc rejected in 

United States v. Councilman.   Id.  (“[A]n email message does not cease to be an 

‘electronic communication’ [subject to interception] during the momentary 

intervals, intrinsic to the communication process, at which the message resides in 

transient electronic storage.”). 

A holding that any time a communication enters transient storage it falls out 

of the heightened protection of the Wiretap Act could also have repercussions for 

other communication technologies, including telephony.  Telephone companies 

employ a variety of transmission techniques that involve transient storage in order 

to maximize the capacity of their networks.
5
  For instance, AT&T and other 

companies have begun to convert regular telephone calls into electronic packets in 

                                                 
5
 For a discussion of these techniques, see Think Quest, Through the Wires: 

A Century of Telecommunications, available online at 

http://library.thinkquest.org/27887/gather/fundamentals/compression_and_multiple

xing2.shtml (last visited July 24, 2008).  
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order to haul them across the Internet, thereby leveraging its efficiencies.  This 

technique, called “IP in the middle,” involves converting ordinary telephone calls 

into digital files and routing them across the Internet, and then reconverting them 

to telephone signals at their destination.  See Petition for Declaratory Ruling that 

AT&T’s Phone-to-Phone IP Telephony Services are Exempt from Access Charges, 

Order, 19 FCC Rcd 7457, 7460 (2004).  A carrier using this technique to haul long 

distance calls must store the voice data long enough to convert it into IP.
6
   

Such IP-in-the-middle storage would appear to constitute temporary and 

intermediate storage of a wire communication incidental to its transmission.  Id. at 

§ 2510(17).  Under the District Court’s view, however, the fact that a 

communication enters electronic storage – even for milliseconds – means that it 

could not be “intercepted” at this stage of its transmission.  Bunnell, slip op. at 6 

(“Even if the storage phase is transitory and lasts only a few seconds, it is still 

considered ‘electronic storage’ under the ECPA.”).  This could theoretically 

provide the government with a roadmap around the heightened protections of the 

Wiretap Act: the government need only install an access device at the point of 

intermediate storage. 

                                                 
6
 This method is distinct from voice over Internet protocol (VoIP), wherein 

voice calls travel by TCP/IP from origin to delivery.   The District Court’s decision 

could clearly have repercussions for this mode of communication as well. 
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To avoid both removing email from the protection of the Wiretap Act and 

forestall these broader consequences, the First Circuit en banc held, simply, that 

where an electronic communication is stored momentarily incident to transfer, it 

can be “accessed” in violation of the Stored Communications Act, or it can be 

“intercepted” in violation of the Wiretap Act. Councilman, 418 F.3d at 79.  In so 

holding, the First Circuit followed the established principle that: “if two statutes 

cover the same conduct, the government may charge a violation of either,”  id., a 

principle clearly recognized in other contexts by this Court:  

We have encountered a number of situations where certain conduct is 

proscribed by more than one statute. The rule we apply is 

straightforward: ‘where an act violates more than one statute, the 

Government may elect to prosecute under either…’  Repeals by 

implication are not favored, and effect should be given to overlapping 

statutes where possible.   

 

U.S. v. Jones, 607 F.2d 269 (9th Cir. 1979) (internal citations omitted).  The same 

sensible result should obtain here. 

 

 

 

 

 

 

 








