UNITED STAT ES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

AMERICAN FEDERATION OF
GOVERNMENT EMP LOYEES, et al.,

Plaintiffs,

Civil Action 07-00855 (HHK)
V.

KIP HAWLEY, in his official capacity as
Administrator, etal.,

Defendants.

MEMORAN DUM OPINION

Plaintiffs, four transportation security officers employed by the Transportation Security
Administration (OrSAQ and the unions that represent them, bring this action against defendants
TSA, Kip Hawley in his capaity as Administrator of th&SA, the Depdament of Homelad
Security(ODHSO), ad Michaé¢ Chertoff in his cpacityas Seatay of the DH5. Phintiffs
allege that degndants violated thaviation and Trasportation Securitpct (ATSAO), 49
U.S.C. oo 44901 and 44935, and the Privacy Act, 5 U.S.C. a 5523, by failing to establish
appropiate saéguards to insure theecuity and conidentiality of pessonnel reords.

Before the coutis defendatsO motion to siniss #3]. Upon consideration of the
motion, defendatsO oppositiomérdo, and the reord ofthis case, theourt condudes that the

defendantsOmotion should be granted in part and denied in part.



|. BACKG ROUND

On May3, 2007, TSA discovedethat a hat drive wa Omissing éim a controlled eaat
the TSA Hedquartes Office of Human Capital. 0 Compl. !! 28D29. Tihard dive containe
personnkdata forapproximatelyl00,000 individuals empleg byTSA betwea Januay 2002
and Augist 2005, including maes, social segity numbers, birth dase payoll information,
finanaal allotments, and banlceount &ad routinginformation. Compl. |} 28, 29, 31. On
May 4, 2007, Administrator Kip Haley issued a braicast enail to all TSA emploges
providing notice of the incident and stating that TSA would provide employees with free credit
monitoring forone earfree of dharge. 1d.; Defs.OMot. Dismiss, Exh. 1 (Decl. of Holmes), Att.
1 at 1 (5/4/2007 TSA Badcat).

[1. ANALYSIS

On May8, 2007, four TSA sexity officers (@ndividual plaintiffsO) and tireunions
(Ounion plaintiffsdiled this class etion complaing allegng tha defendants violated ATSA and
the Privacy Act by failing to ensure the security of the missing hard drive. In their motion to
dismiss defendants arge (1)ATSA does not provide private rght of action; (2) theunion

plaintiffs lack standing to bring their Privacy Act claim under both the act and the requirements

' Although plaintiffsGcomplaint quotes only part of TSA® May 4, 2007, email to
employees, Compl. | 31, the court refers to the complete email, which defendants atached to
their motion. Mot. Dismiss, Exh. 1 (Decl. of Holmes). Because the complaint quotes the email
in part, the ourt mayconsider themailOs full textSee Bker v Hendeson, 150 F. Supp. 2d 13,
15 (D.D.C. 2001)®h detemining wheher acomplaint fails to state daim, the court may
consider &cts deged in the complaint, amyocuments eithattachd to or incorpaated in the
complaint and matterof which the ourt maytake judicial notice)).

2 Plaintiffs bring this atton on behalf of gurported tass of QAbpersons who haveeen
adveselyaffectal by DefendantsO PrieyaAct violations.O Compl. | 17.
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of asso@tional standing(3) the individual plaintiffs lac standingoecaise theydo not alleg a
cognizable injury (4) plaintiffsO Privay Act clam is unripe; and (5) plaintiffséllecations are
insufficient to state ®rivacyAct clam. To these guments the court now tos.

l. PlaintiffsOATSA Claim

In responsé¢o the events of Septer 11, 2001, Comgss eactal the Aviation and
Transpotation SecurityAct, Pub. L No. 107-71, 115 Stat. 597 (2001 )ieh ceatel TSA and a
fedeal workforce to scren passagers ad cago at commagial aiports. 49 U.S.C. & 114,
Amongother thing, ATSA require the Administrator to O@mtesecuity relaed regulations
and requirementsOand iversee the implementation, and ensure the adequacy, of security
measurs at airpats.O ©a 114(fF), (L1). Plaintiffs claim defndants violated BSA by
Ofé[ing] to maintain personhdata fom loss consistent witresuity-related rgulationsO and
by Ofdl[ ing] to ensurehe adquacyof searrity measurs at airpais resulting in the loss of
personnkdata.O Compl. !! 45D46.

Defendants move to dismiss plaintifisO ATSA claimuiag tha the statute does not
provide aprivate @ause ofaction, eitheexpress or implied. Plaifs admit that ATSA contains
no expressm@nt of aprivate @ause ofaction, but contend théhe court should find theca
contains an implied cese of ation becase it Owaenated speffically to create asecue
workforce of TSA screeners such as the PlaintiffsOand Qprotecting screenersOpersonnel data is
vital to the protection of aecue woikforce and seurity at the aiports.O PlIs.O OppOn tis.0e
Mot. Dismiss (OOpp®) 4. Plaintiffs further ague that O[t]here née no doubt that the

Plaintiffs . . . are \thin the Dne of inteests crated bythe ATSAO bmuseOthe main ppose of



the ATSA wa to crete this fedeal, searity screeningworkforce.Old. The court agrees with
defendants and finds that ATSA doeot provide plaintiffs with aazise ofaction.

O[Ptivate ights of &tion to enfore federd law must be crated byCongess.O
Alexander v. Sandoval, 532 U.S. 275, 286 (2001) (citing Touche Ross &o. v. Redingtgrd42
U.S. 560, 578 (1979)). Orhejudicia task is to interpret the statute Congress has passed to
determine whether it displays an intent to create not just a private right but aso a private
remaly.O Id. (citing Transamerica Mortgage Advisors, Inc. v. Lewis, 444 U.S. 11, 15 (1979)).
The ourtOs ahgsis Omust begwith the langage of thestatute itself.Ofouche Ross &o. v.
Redington442 U.S. at 568. Absent statutdepguage that expresslgrants a pwate right of
action, the ourt must determine wktger the statuteomtains an implied rigt of adion.
Anderson v. SAir, Inc, 818 F.2d 49, 54 (D.C. Cir. 1987). Four factors are relevant to
discerning congressional intent to provide a private remedy:

(1) [W]hetherthe plaintiff is one of thelass fowhose beefit the statute wsaenated;

(2) whether some indication exists of legislative intent, explicit or implicit, either to

create or to deny a private remedy; (3) whether implying a private right of action is

consistent with the underhyg puiposes of the gslative scheme;ral (4) whéher the
causeof adion is one traditionallyelegated to state &, such that it would be
inappropride for thecourt to infera caise of ation based solelgn fedeal law.
Tax Analysts v. IR214 F.3d 179, 185-186 (D.C. Cir. 2000) (citing Cort v. Ash, 422 U.S. 66, 78
(1975)) Of the bur factors, Othenost inportant considation is whether thiegslature

intended to aratea privae right of adion.O Dial-A-Car, Inc. v Transporation, Inc, 132 F.3d

743, 744 (D.C. Cir. 1998).



As to the first fator, the ourt finds that Congrss did not ena&TSA for the speial
benefit of TSA employees,? but rather for purposes of nationa security:

Recogizing that Othe tasrist hijackingand cashes opassener arcraft on September
11, 2001, which conveed avil aircraft into guidel bombs for strikes agnst the United
States, requicka fundanental chage in the wa [the governmet] appro@hes theask of
ensuringthe safey and seuwrity of the avil air transportation sstem,O Comgss eactel
[ATSA] to improve sectuty in the natiors transportation syem. H.R. Conf. Rep. No.
107-296, at 53 (200 L)eprinted in2001 U.S.C.C.A.N. 589, 590. In order to achieve this
goal, Congess ceded the Trasportation Securithdministration within he Dgartment
of Transportation and ciiged it with assuringsearity in all modes of transptation.O
49 U.S.C. & 114(d) (Suppdl 2003).

Coalition of Airline Pilots AssOn v. FAZY0 F.3d 1184, 1186 (D.D.C. 2004); see also
Springs v. Stone62 F. Supp. 2d 686, 694, 705 (E.x.\2005) QATSA is a laglative
initiative aimed a strergeningthe searity of this Natiors transportation infsiructureN the

civil air transpotation sywtem in particulaN and nothingelse. . . . ATSA wanot promulgged

® Indeed, plaintiffs do not contend that they are of the class for whose benefit the statute
was @acteal. Instead theyrgue that beause A'SA was eneted to ceatea seare workforce of
airport seurity screenes and proteiing the sceeners@ersonnkdata is vital to protectinthe
workforce and the airport, @mplying a private right of action to enforce a security regime is
consistent with the underhg puiposes of eactingthe ATSA, speifically, to secureghe
travding public bycreatinga federdized searity workforce.OOppOntat. The Supreme Court
has squaaly rejected this tpe of agument for implyng aprivate @use ofaction, holdinghat
without statutoryintent Oto cede not just a privatéght but a privateemedy. . . . a case of
action does not exist and courts may not create one, no matter how desirable that might be as a
policy matter, othow compatible with the statute.O Alexande, 532 U.S. a 286E87 (emphasis
added)

PlaintiffsO altertize argument that plaintiffs ar®within the zone of intests creted by
the ATSA,O PpOn at 4, is edlyaunavailing The Suprem€ourt has explained that the Ozone
of interestOtest is used principaly to determine standing to bring APA daims and is not a
universal test fostanding Clarke v. Se. Indus. AssO#479 U.S. 388, 401 n.16 (1987). As
demonstrated iort v. Ash, Othe Court vearequiringmore fom the would-be platiffs . . . than
a showing that their interests were arguably within the zone protected or regulated by [the statute
at issue].Qd. (citing Cort v. Ash, 422 U.S. at 81).



in order to potect the mployment interests offderl screnes, but instead to addig national
secuity and passeer sdety. . . . Securityvas Congesss paranount concar.O).

Turning to the second factor N whether some indication exists of legislative intent,
explicit or implicit, either to create or to deny a private remedy N the court finds none. The text
of @ 114 ceates the Trasportation Securibhdministration and outlines the responsibilities of
the Under Secretary of Transportation for Security. The specific sections plaintiffs dlege
defendants failed to implementesubpas of @ 114(ff which is titled O[alditional duties and
powesO and prides that Ofif addition to casing out the finctions specifié in subsections (d)
and (9, the Unde Secetay shall . . .O ptarm spedfic additional duties. 49 U.S.C. & 114(f).
The Suprem€ourt has held that statutes like this, whictufoon the persoregulated réher
than the individuals proteatecreate @o implication of an intent to confeights on a particula
class of pesons.@lexande, 532 U.S. at 288D809.

Additionally, @114 contains no ights-aeding langiage, @lexande, 532 U.S. at 288, or
anyother indicéion that anyindividual or anyentity mayfile a suit to enfaze its provisions.See
Anderson818 F.2d 854 (reognizing that Ophsing astatute in gnerl terms réher than

specifially identifying thebeneitted class indicateslack ofintent to crete a pivate right of

4 Presented ith this same qustion about a statute thagrgated the taxi indusg, the
D.C. Circuit found that the D.C. Council intended the regulation not only to foster a healthy taxi
industryand to justlycompensi taxi companies, but also to foster cotrijma and crete a
centalized sgtem of rgulation for the gneal publicOs befie Dial-A-Car, Inc.,132 F.3d &
745. h light of these Omixed mates,O th®.C. Circuit could not conclude ththe reglation
was @actel to benat the industrymembersatherthan the gneal public. Id.

> In their complaint, plaintiffs quotedm o 114(f{7) and o 11~4(f]{11), Compl. | 25,
while their opposition states that OPlaintiffslielmge the DéendantsO failuréo imple[nent
ATSA, 49 USC al114(f)(7and ©114(f(9). The discepang is irrelevant to the courtOsalysis.
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action.OJinternd quotation omited). Thecourt finds no engessional intent to allow
individuals to bring an action against the TSA for violating & 114 and concludes that no private
right of adion exsts to enforcATSA* Acoordindy, plaintiffsO ATSAlaim will be dismssed.
1. Privacy Act Claim

The Privag Act of 1974, 5 US.C. o 552a, redates the allection, maintenare; use, ad
dissemination of an individualOs per$amfarmation byfedeal governmet agencies. Sees
U.S.C. a 552a. Haintiffs claim that defendants violated & 552a(€)(10), which requires that

Each agency that maintains a system of records shall . . . establish gppropriate

administrative, techna, and phgical satguards to insure thgecuity and

confidentiality of records and to protect against any anticipated threats or hazards to their

security or integrity which could result in substantial harm, embarrassment,

inconveniene, or unéirness to anyndividual on whom information is maintained . . .
o 552a($10). SeeCompl. ! 48; Opp® at 17 (citing = 552a(€)(10)). Plaintiffs bring their claim
under 5 U.S.C. & 552a(g)(1)(D), which provides that whenever an agency Qails to comply with
anyother provision of this section, anyarule promulgted theeundeyin such a wpaas to have

an adverse effect on an individual . . . the individual may bring acivil action against the agency,

and the district cots of the United States shall hgueisdiction. . . .O @ 5523(d)(D).

® In the absece ofcongessional intent to providemivate emedyunder thedirst two
factors, analgis under the finawo fadors is unnecgsary Anderson818 F.2d 855 (citations
omitted).

" Other district ourts presated with the issue hawso detined to find an implied
private rght of action in ATSA. Ivyport Logistical Serv., Inc. v. Caribbean Airport Facilities,
Inc., 502 F. Supp. 2d 227, 230 (D.P.R. 200if)dihg no pivate caise of ation in ATSA that
could be used as abasis for the lawsuit); Nabozny v. NCS Pearson, In270 F. Supp. 2d 1201,
1205 (D. Ne. 2003) (holdinghat Oin as mucls ATSA does not afird Plaintiff individual
rights, P&intiff cannot state alaim for violation of the ATSA undeSection 1983 O3ee also
American FedOn of G&t Employs TSA Local 1 v. Hawle¥81 F. Supp. 2d 72, 93 n.10
(D.D.C. 2006) fioting that e prospetcthat Congrss intended to cege aprivate @use of
action fora violation of ATSA ©110(¢1) does not waant adiscussion.O).
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Defendants move to dismiss plaintiffsO claim onrségeounds. Fist, theyargie, the
union plaintiffs lack standintp bringa clam under the PrivacAct and do not meehe
requirements of associationa standing, while the individual plaintiffs lack standing because their
alegations of harm are speculative and dependent upon third partiesOcriminal actions. Mot.
Dismiss at 11D15. eSond, déendants argie the ourt should disnss plaintiffsO Privadyct
claim as unripeld. at 16©18. Third, defhdants antend plaintiffs havéailed to state alaim.
Id. at 18D24. To thesegaments the court now tos.

1. Standng

A. Union Plaintiffslack standing to bring a Privacy Act claim.
Plaintiffs do not dispute that only individuas have standing to bring Privacy Act daims.?®

OppOntdl3. hstead theyirge the ourt to find that the union plaintiffs haassociational

® Indeed, my attempts to ange othewise would fé, as the PrivacyactOs text permits no
other interpetation. The subséon entitled OCivil RemediesO provides @{aheneve any
agencyO violates thecain ways specifiel in @ 552a()(1)(A)PD), Ghe individualmay bring a
civil action aginst the agncy and the district cots of the United States shall hguesdiction
in the matters undehe provisions of this subsection.O o 5§%4) (emphais added). Thact
defines OindividualO aa Gitizen of the United States an alien lafully admitted for penaneat
residence.Or 552a(a)(2); see Committem Solidarty with the People of El Salvador v.sSens
738 F. Supp. 544, 547 (D.D. 1990)O[T]he PrivacyAct does not enfer standingupon
organizations on their own or purgimg to sue on bealf of thér members.Dsee also Dresser
Indus., Inc. v. United Sates, 596 F.2d 1231, 1237D3&kl{ Cir. 1979) (explaining that O[t]he
Senate Report indicates that Congress, by using this definition [of individual], intended to
distinguish Obetwa the ights whi aregiven to the citizen as an individual under thig Aod
the richts of proprietaships, businesses and gorations which i@ not intende to be covesd by
this Act. OQiting S. Rep. N0.1183, 93d Cong., 2d Sessréinted in1974 U.S.C.C.A.N
6916, 6993); Cell Assoc., Inc. v. Nat® Inst. of Health, 579 F.2d 1155, 115Bih Cir. 1978)
(remandingOwith diretions to dsmiss @Il Associates,ric., as glaintiff for lack of standing
under thePrivacyActO beauseQ[i} is clear thaCell Associates, aotpordion formed in 1974,
is not an Andividual Qwithin the meaning of the statuteQ); Socialist Vbrkers Party v Attorney
Gen. of the United State®42 F. Supp. 1357, 1431 (S.D.N.Y. 1986) (holding that political party
plaintiff lacked standing because Qo]nly an individual, not an organization, has standing to
obtain a renedyunder theAct.O)



standingto bringtheir PrivacyAct clam. Defendants arge that the union plaintiffs lado meet
the requirements of associational standing because the suit would require participation of its
individual members. Dehdants i @rrect.

To meet the requirements of associational standing, the union plaintiffs Gnust
demonstrate thiat least one nmeber would hae standingunder Aticle Il to sue in his or her
own right, that the interests it seeks to pro@egermane to its purposes, and thaither the
claim assded nor theelief requestd require that an individual member ppigipate in the
lawsuit.ONatural Res. Def. Council v. EPA89 F.3d 1364, 137(C. Cir. 2007) (citing
Hunt v. Wash. Sate Apple Adver. Comm'n, 432 U.S. 333, 342-43 (1977); Sierra Club v. EPA
292 F.3d 895, 89d).C. Cir. 2002)). Hee, beausethe sole rmedyfor plaintiffsCPrivacyAct
claim is actua damages,® the union plaintiffsindividual members would be required to
participate in the lawsuit to prove their individua damages.”® See Rrks v. RS 618 F.2d 677,
685 (10th Cir. 1980) (holdinthat union plaintiff lacke standingo maintain a Privacjct
action in arepresentative capacity for damages suffered by its individua members because
O[e]ach of the piatiffs would have to testifppecaise the etionable injuryand the daages ae
individual . . . not common to nor shared by dl of the Union members.Q (citing Warth v. Sdldin,
422 U.S. 490, 515D16 (1975))s such, the union plaintiffsifao meet one of theequired

elements of ssociational standin@nd their @im must be disnsised.

o As discussed in sBon 1.4, declaatoryand injunctive rigef are not avdable for
plaintiffsO PrivacAct clam.

0 pPlaintiffsO conde that Othenique fats of individual members mayave to be
considerd for aportion of the rkef requested, suchsdinancidloss . ...O OppOn at 15.
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B. Thelndividual Plaintiffs have standing to bring their Privacy Act claim.

Defendants mgue that the individual plaintiffs should be dismissed fok lafcstanding
for failing to demonstrate an injury-in-fact. Mot. Dismiss a 13.** According to defendants,
plaintiffs® corerns dout future hem arespeculéive and depedent upon the gninal actions of
third parties. Mot. Dismiss a 13BP15. The court disagrees.

Plaintiffs dlege that because TSA violated =@ 552a(€e)(10) by failing to establish
safeguards to sawre themissing had drive, theyhave suered an injuryin the form of
Gembarrassment, inconvenience, mental distress, concern for identity theft, concern for damage
to cralit report, conern for damge to financal suitability requirenents in emplayent, and
future substantiaiiancial ham, [and]mental distress due to the possibibfysearity breah at
airports.OCompl. ! 41D42. As such, plaintiffsleged injuryis not speculative nor gendent
on anyfuture e’ent, such s1a third payOs misuse of thetd® The ourt finds that plaintiffs

have stading to bing ther PrivacyAct clam.

1 OTo hee Atticle Ill standinga plaintiff must demonstrasn Gzual or immediat®
Oinjuryin-factO that is Ofg tracabld to the clianged condutand Olike® to be €iressed by
a favorabledecision.O®Mozzi v. U.S. Dep't of Health and Human Se@& F.3d 301, 307 (D.C.
Cir. 2002) (quoting Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-561 (1992)). Defendants
challeng onlyplaintiffsO abilityo meet the injunin-fact requirement, not assation or
redessibility. Mot. Dismis at 13D15.

2 Although déendants argie that plaintiffs Rave not beged anyinjuries as a@asult of
DefendantsQections that are real and immediate,Oin this circuit, @motional trauma aone is
sufficient to qualifyas an &ivese efeaO under Sten 552a(y(1)(D) of the [Rivacy] Act.O
Kreiger v. DOt of Justic&29 F. Supp. 2d 29, 53 (D.D.C. 2008) (quoting Albright v. United
States 732 F.2d 181, 18@C. Cir. 1984)).
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2. Haintif fsO Pivacy Act claim is ripe.

Defendants entend that plaintiffs®aim is not ripe for adjudi¢an becaus@either
plaintiffs nor deéndants an acount for thehard diveOs lod@n and therés no evidencef
unauthorized use of paiffsO information. OendantsO riperss argment suffes from the
same infirmity as its standing argument: future unauthorized use is not the basis of plaintiffsO
claim. Plaintiffs areaskingthe cout to determine whber déendants violated & 552aj€L0) by
failing to establish approptia safguards to insure thgecuity of the had drive, which,
plaintiffs allege, resulted in the hard dreOs loss and plaintiffsO injury

OTo deermine whéher acontrovesyis ripe, we must considéeoth the Ofitness of the
issues for judicial dgsion and the hrdship to the parties afithholding cout considertion.O0
Ex»on Mobil Corp. v. Federal Emgy Regulatory Comm{501 F.3d 204, 208X.C. Cir. 2007)
(quoting Abbott Labs. v. GardneB87 U.S. 136, 149 (1967)). Plaintiffs@ is fit for judicial
decision at thistime. It does not, as defendants contend, @est[] upon contingent future events
that maynot occuras anticipted, or inded maynot occurat all. OWorth v. Ja&son,451 F.3d
854, 861 (D.C. Cir. 2006) (quoting Texas v. Wited States523 U.S. 296, 300 (1998)). sAor the
hardship prongthe D.C. Circuit has ruled thavhereOthes ae no institutbnal intersts favoring
postponement of weew, [plaintiff] need not satisfyhe hadship prong AT&T Corp. v. FCC
349 F.3d 692, 70((.C. Cir. 2003). Acordingy, the cour finds plaintiffsO claim riper

adjudication.
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3. Haintif fs have staed a Rivacy Act claim.

Defendants igue plaintiffs hae faled to state alaim byfailing to alleg fects from
which this court could infe(a) defendants eted intentionallyor willfully ; (b) plaintiffs wee
adveselyaffected; and (¢ plaintiffs sustained@dual damges. Id. at 18D24. Theoart consides
ead of these kkeged deiciencies.

A. Intentional and Willful

OAn gencyacts in an intentional oriliul manner Gther bycommitting the aowithout
grounds for bleving it to be laviul, or by flagrantly disre@rdingothersrights under the AcQO
Deters v United States Parole Comm@&aF.3d 655, 660 (D.C. Cir. 1996) (quoting Albright v.
United States732 F.2d 181, 18D(C. Cir.1984)). To rise to this levelDfthe violation must be
so patently egregious and unlawful that anyone undertaking the conduct should have known it
unlawful.OAd. (quoting Laningham v. United States Nadg3 F.2d 1236, 1242 (D.C.
Cir.1987)).

Defendants contend that the factual dlegations in plaintiffsQcomplaint provide no basis
for an inference of intentional or willful conduct. PaintiffsOcomplaint acknowledges that TSA
notified employees of the incident ut of an abundance of caution,Oapologized that employeesO
information maybe subjetto unauthorized aess, and statiethat theyOdegly regetCthe
incident. Theséads, defendats argie, provideno basis of an intentional orilliul viol ation.
Plaintiffs further #ege that O[d]efendés have ben repeatelly informed ofreaurring, systemic,
and fundamental deficiencies in its information security,Ociting an Office of Inspector General,
Depatment of Homelad Securityrepot titled Ohproved Searity Required ér Transportation

SecurityAdministration Networks.O Compl ! 35. f@adants claim this alleg@on is not

12



credible because the report notes that while TSA could further improve its network security, it
had aleadystrenghened the smurity of its serves and workstigons, and OB had déscted
significantly fewer seurity vulnerailities. Id. at 20D21. Finly, plaintiffs alleg that
Qd]efendants demonstrated reckless disregard for privacy rights when it failed to effectively
secue the aternd hard drivethat maintained the pmonal informéon of its personnel
workforce.QCompl. | 36.

To survive amotion to dismiss, the complaint@ Qf]actua alegations must be enough to
raise aright to relief above the speculative level . . . on the assumption that dl the dlegations in
the complaint a true(even if doubtful in fat).O Bell Atlantic Corp. v. Twombly, 550 U.S.
127 S. Ct1955, 1965 (2007kitations omited). PlaintiffsOllagations, if proven, wuld support
a findingthat defadants wes waned ofthe deiciencies in their information serity but failed
to establish proper fsguards. See h re DOt of Veterans Affairs Data Theftd., Misc.

No. 06-5606, Dkt. # 30 a 11 (D.D.C. Nov. 11, 2007) (Robertson, J.) (holding that plaintiffsO
allecations weresufficient becase, if prove, theywould support a findinghat VAOsanduct
was @itentional and willful®). At this point, the Court mayt conclude thaplaintiff cannot
establish Giny set of facts consistent with the alegations in the complaintOregarding this
statutoryviolation. Bell Atlantic Corp, 127 S. Ctat 1969 (itations omited). hdeed, e issue
presated bya motion to disnss is notwhethera plaintiff will ultimatelypreval but whether the
claimant is entitled to offeevidence to support thdaims.ORochon vGonzales438 F.3d 1211,
1216 (D.C. Cir. 2006) (citation omitted). The court finds that the plaintiffs have adequately

alleged that defndantsGpaduct was iBtentional and willful.O
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B. Adverse Efect

Defendants laim plaintiffs fail to alle@ suficient fects to allow the codito infer
plaintiffs havesuffaed an advese afect. Plaintifs dlege they Oexperierstl advese dfects due
to DefendantsO ilare to safguard thePersonnel Da and/or disclosuréncluding but not
limited to, embaassment, inconveence mental distress, coam for identitytheft, conern for
damage to credit report, concern for damage to financial suitabilityrequirements in employment,
and futuresubstantial financldnarm.O Compl. | 41.nladdition, plaintiffs Owhae menbers of
the travéing public experienced averseeffects dugo DefendantsO disclosuiacluding but not
limited to, mental distress due to the possibiitgearity breah at @ports.O Compl. ! 42. As
a result, plaintffs daim theyOmust takeffrmative steps to remver peceof mind, emotional
stability, and pesonal secuty, including but not limited to, frequély obtaining ad revieving
credit reports, bank stateents, and other similar infmiation.O Compl. | 43.

Defendants falt plaintiffs for not Odserib[ing] a sinée oc@sion on which thewere
embarasse and inconveiencal or identified the rtare and occaion of anyaffirmative step
taken to reoverpeae of mind,Orguing tha plaintiffs cannot ry on such @mclusory
assetionsO or OsepingavementsO unsupported tagtual allegitions. Mot. Disngs at 21D22.
The ourt disagees with defendats. OAt the pleing stae, Ognearl factual allegtions of injury
resultingfrom the déendant's ®nduct maysufficeO and theourt Osum[esthat geneal
allecations embrae the speific facts that B neessay to support the claim.&@rra Cluh 292
F.3d & 898-99 (quotind-ujan v. Defenders of Wildlife, 504 U.S. 555, 561 (1992)). Plaintiffs

have @equatly plead @dvese efect.O
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C. Actual Damages

Finally, defendants assethat plaintiffs havediled to state alaim beause thg have not
sufficiently plead atual damges. h Doe v Chaq 540 U.S. 614 (2004), the Supre Court
held that a plaintiff must provactua damags to reover unde 552a))(4) of the Privag Act.
540 U.S. at 624D25 (explaining thah@ndividual subjected tmaadvese efed has injury
enoudn to open the cotliouse door, but without more has rause ofaction fordamags under
the PrivacyActO) The Court, howeer, ldt open the qustion of what constitutes (Gaal
damags,O notinthat the cous of appels Oarelivided as to whethedual damags ae limited
to pecuniay loss or can bawaded br emotional danges without anyut-of-podet loss.Qd.
at 627 n.12. The dieition of Oatual damagsO is also urselved in this @cuit. See Abright,
732 F.2d 8186 (detining to consideOwhther non-eonomic injuries or daages other tha
out-of-poket expenses could qualifis Gaual damgesO und&ection 552ay)(4)).

Defendants mgue that the @urt should interpretaotua damagsO maowly, as is require
in construinga waver of soveeign immunity, to mean onlyut of pockéexpenses, not
emotional damags. Plaintiffs claim is therefe insuffcient, deéndants entend, as [€]ven the
most favorale readingof PlaintiffsO Complaint makes plain that thesnot seekingemvery
for any alleged out-ofpocket &penses.ot. Dismis 23D24. rideed, platiffs concele that
they Ohavenot pled curent, atual, finandal loss.O0 OppOni2. Nevetheless, the cotifinds
that plaintiffs haveadequtely alleged atual damags at this stagy SeeMontemayr v. Fedeal
Bureau of Prisons 2005 WL3274508, at *5 (D.OC. Aug 25, 2005) (ting ceses) (ejeding
argument to narroly interpre Oatual damagsO to meeonly pecuniay losses and following

instead Otheant trend athe District Court level. . . to allow Privaéct suits seekingenesl
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compenstory dama@s, such &pain and suéfringand non-peuniay losses, to proce® past the
motion to dsmiss stge.).

4. Injunctive and Declaratory Relief are not Remedies for PlaintiffsOclaim.

In addition to actua damages, plaintiffsOprayer for relief seeks ten other remedies,
including six tyes of injunctiveelief (Compl. Demand }; 5D9, 12}hreetypes of delaratory
judgment (Compl. Demand !! 2D4)and a dmand forin camera review of defendantsOsecurity
procalures Compl. Demand | 1}* Defendants arrectly asserthat these ddaraory and
injunctive remelies arenot available to plaintiffs.

The Privag ActOsigil remedies provision authorizes two sjfecforms of injunctive
relief: (1) for @ 552a(g)(1)(A) daims, @he court may order the agency to amend the individual's
record in accordance with his request or in such other way as the court may direct;O
a 552a(Q(2)(A), and (2) br & 552ag)(1)(B) clams, Othe court magnjoin the agncyfrom

withholding the ecods and ordethe prodution to the complainant of arggencyremrds

3 Although plantiffs acknowedge that Giotua damagsO must be provin order or a
court to avard mongary relief, O OppQat 12, PlaintiffsO opposition apgearindicate that they
seek only equitable and declaratory relief, and it is unclear to the court whether they intend to
prove thé claim for actuadamags. Sedd. at 1D2 (The malf@sane lies in the reaseof the
information itself and not on what financial damage is wrought by the release.Q; id. a 12 (Qvhile
the Plaintiffs have not pleduorent, actual inancial loss, this does not fotese standin@s
equitable relief remains available.Q; id. (OThePlaintiffs seek equitableslief as meaingful
redress from the injurgause them.O)d. at 16 ((DefendantsOerr in their failure to recognize
that the DefendantsOearlier failure to secure the hard-drive so that such aloss of personnel data
could ocar is the han and injuryalreadysustained. Plaintiffs amot waiting br additional
harm and injuryalbeit cogiizant that future, additional hmrmayoccurfrom the loss of
personne data.Q; id. at 17 (Delaying litigation on this isse, theefore, will impede the
declarative, equitable, and injunctive remedies sought by the Plaintiffs.Q; id. at 19 (Qvhile
Qctua damagesOmust be proven in order for a court to award monetary relief, the Supreme
Court left open the qution of whetheequitable elief is avdable without a showingf adual
monetarydamag@s.Q)
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improperlywithheld from him,O & 5528(3)(A). Plaintiffs do not bringheir clam under either
of these sections, but rather under @ 552a(g)(1)(D).%* Asthe D.C. Circuit has held Qnly
monetarydamag@s, not delaraory or injunctive réef, are avalable to @ 552a(f1)(D)
plaintiffs.O Sussman v. U.S.dvkhals Sery. 494 F.3d 1106, 1122 (D.C. Cir. 2007) (citing Doe
v. Stephes, 851 F.2d 1457, 1463 (D.C. Cir. 1988)).** The court therefore dismisses PlaintiffsO

demands fomjunctive and ddaraory relief.'®

14 Section 552a(g)(4) governs relief for claims under (g)(1)(D):

In any suit brought under the provisions of subsection (g)(1)(C) or (D) of this section in
which the ourt detemines that the amncyactel in a mannewhich was intentional or
willful, the United States shall be liable to the individual in an amount ¢gjtiae sum
of--
(A) actual damges sustained e individual as a sailt of the refisal or faure,
but in no case sha person atitled to recovey receive less than theum of
$1,000; and

(B) the osts of the aon togethe with reassonable #iorneyfees as detenined by
the court.

5 U.S.C. o 552a)¢4).

5 See e v. Chap540 U.S. at 635 (Ginsburg, dissentingOt beas emphasis that the
PrivacyAct does not athorize injunctive relief Wwen suit is maintained under = 5§9é1)(C) or
(D). Injunctive rdief, and @atendant counsdees and costs, aravalable underthe Act in two
categories of @ses: suits to amendecod, & 552a(y(2), and suits for aress to agcod,

o 552a(g(3). But forcass like DoeOs, bucht under & 552g)(1)(C) or D), . . . onlymonetary
relief is available 0

16 plaintiffs contend that iBoe v Chaq the Supreme Courtedt open thejuestion of
whetherequitable elief is avéableO bystating thaO[the Privag Act say nothing out
standards of proof governing equitable relief that may be open to victims of adverse
determinations or effects . . . .OOpp® a 12, 19 (quoting Doe v Chaq 540 U.S. at 619, n.1).
Plaintiffs fail to note, however, that the Court went on to explain that Gt may be that this
inattention is eglained bythe gneal provisions for quitable réef within the Administrative
Procedue Ad . ..O 540 U.S. at 619, n.1. As thartalredystated, plaintiffs havaot brougt
any claims under the Administrative Procedure Act.
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[11. CONCLUSION
For the foregoing reasons, defendantsOmotion to dismissis granted in part and denied in
part. An @propriateorderac@mpanies this memorandum opinion.

Heny H. Kenngly, J.
United States District Judge

Dated: Mach 31, 2008
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