Stanford Law School
John M. Olin Program in Law and Economics

Working Paper No. 207

School of Law, Boalt Hall
U.C. Berkeley Law and Economics

Research Paper No. 2000-19

The End of End-to-End: Preserving the Architecture
of the Internet in the Broadband Era

Mark A. Lemley
Lawrence Lessig

This paper can be downloaded from
The Social Science Research Network Electronic Paper Collection:
http://papers.ssrn.com/paper.taf?abstract_id=247737


http://papers.ssrn.com/paper.taf?abstract_id=247737

The End of End-to-End:

Preserving the Architecture of the Internet in the Broadband Erasx

Mark A. Lemley & Lawrence Lessig'

Broadband Internet access is the holy grail of media companies. In the early 1990s,
before the established entertainment industry took the Internet seriously, it proposed to deliver
high-bandwidth content (movies, music, and other forms of video and audio) to the public over
an “information superhighway” attached to television sets. While many companies held trials
and rollouts of video-on-demand products, the idea of interactive video over television never
really caught on. By the mid-1990s, the attention of most content providers had switched to the
Internet. While the Internet revolutionized communications, bandwidth constraints have until

quite recently prevented its widespread use for streaming audio and video content.

Two principal new technologies promise to offer consumers broadband access to the
Internet, enabling the fast and easy use of computer networks for audio and video content
delivery. Those two technologies come from the two data pipes currently connected to most
homes: the phone line and the cable television line. Digital subscriber lines, or DSL, use existing
copper telephone connections to send a high-bandwidth digital signal to and from households

within the covered service area. Unfortunately, the scope of DSL is currently limited both by the
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number of telephone switches that have been updated to accommodate the technology and by the
requirement that customers live within approximately 3 1/2 miles of an updated telephone
switching station. The second technology, cable modems, does not suffer from a similar
geographic restriction, but it does require certain updates to the existing cable television network.
Further, access to a cable modem requires that a cable television line be connected to a

consumer’s house. At the present time, 82% of U.S. households have access to a cable system.?

How these technologies are developed, and the speed with which they are deployed, are
critical to the future design of the Internet. Curiously, the law has so far treated DSL and cable
modems very differently on the important question of whether the owner of the data pipe is
entitled to exercise control over the way in which its customers access the Internet. Telephone
companies have been required to open access to competing DSL providers on an open and
nondiscriminatory basis. This prevents telephone companies from bundling broadband access
with other services they would also like to sell to consumers. By contrast, cable companies have
so far been permitted to impose whatever conditions they desire on their customers. The two
largest cable companies, AT&T and Time Warner, have exercised that power (or threatened to
do so) by bundling cable modem service with Internet service provider (ISP) service. If you want

Internet cable access from AT&T, you must agree to use their captive, in-house ISPs, @Home or

! Compare Mitchell Kapor, Where is the Digital Highway Really Heading, 1.03 Wired (1993). For later criticism of
this approach, see, e.g., Evan I. Schwartz, People Are Supposed to Pay for This Stuff?, 3.07 Wired 148 (1995).

2 See Comments of SBC Communication, In re Applications of America Online, Inc and Time Warner Inc. for
Transfers of Control, Docket Number 00-30, before the FCC.

There are other possible sources of broadband communications competition. Both wireless and satellite
communications can conceivably be used for broadband Internet access. To date, however, there has been
exceedingly little deployment of these technologies that is both two-way and offers significant bandwidth.
Nonetheless, these wireless technologies certainly bear watching as potential forms of competition.
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Roadrunner. While Time Warner has yet not imposed a similar rule, there are indications that it

intends to do so once its merger with America Online is complete.®

We believe that there is no justification in law or policy for giving cable companies
special treatment. The current regime is simply an historical accident resulting from the different
regulatory schemes traditionally imposed on telephone and cable television companies.* In this
article, we argue that the government should resist efforts by cable companies to leverage their
control over cable lines into control over adjacent markets, such as the market for ISPs. If cable
companies are allowed to dictate a consumer’s choice of ISP, and therefore eliminate
competition among ISPs in the broadband market, prices will increase and innovation will be
harmed. Further, and more fundamentally, allowing such bundling will compromise an important
architectural principle that has governed the Internet since its inception: the principle of “end-to-
end” design (“e2e”).> Nothing less than the structure of the Internet itself is at stake in this

debate.

The FCC’s analysis to date does not consider these principles of the Internet’s design. It
therefore does not adequately evaluate the potential threat that this merger presents. Neither does

the FCC’s approach properly account for its role in creating the conditions that made the Internet

® Time Warner has announced its intention to merge with AOL, the world’s largest ISP. AOL, which formerly
opposed such bundling by cable companies, withdrew its opposition after the merger was announced, leading to
speculation that the merged entity would also require bundling. See, e.g., Peter S. Goodman & Craig Timberg, AOL
Ends Lobbying for Open Access, Wash. Post, Feb. 12, 2000, at A1. When pressured by Congress in hearings on the
merger, the companies said there would be no “fixed limit” on the number of ISPs who could connect, but refused to
make a binding commitment. See AOL, Time Warner Vow on ISP Access to Broadband Cable Seen as Positive
Step, 5 Elec. Comm. & L. Rep. 239 (March 8, 2000). More recently, after further regulatory pressure, AOL said it
would be willing to open part of its bandwidth to some (but not all) competing ISPs.

* Francois Bar & Christian Sandvig, Rules from Truth: Post-Convergence Policy for Access (working paper 2000)
(noting the accidental nature of different regulatory schemes in an era of convergent technologies).

° David P. Reed, Jerome H. Saltzer, and David D. Clark, Comment on Active Networking and End-to-End
Arguments, IEEE Network 12, 3 (May/June 1998) pages 69-71.
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possible. Under the banner of “no regulation,” the FCC threatens to permit this network to
calcify as earlier telecommunications networks did. Further, and ironically, the FCC’s supposed

“hands off” approach will ultimately lead to more rather than less regulation.

We do not yet know enough about the relationship between these architectural principles
and the innovation of the Internet. But we should know enough to be skeptical of changes in its
design. The strong presumption should be in favor of preserving the architectural features that
have produced this extraordinary innovation. We should be skeptical of allowing a single
company with bottleneck control over broadband pipes to undo these design principles, without a

clear showing that the threat would not undermine the Internet’s innovation.

In December 1999, the authors filed a declaration with the Federal Communications
Commission that articulated some of these arguments.® We filed this declaration in connection
with the proposed merger of AT&T and Media One; in it, we suggested that the FCC condition
approval of the merger on a commitment by AT&T to reverse its policy of linking cable modem
service to the use of its in-house Internet service provider, @home. The declaration has received
a great deal of attention in the scholarly community from both proponents and opponents of open
access.’ In this article, we articulate the argument for open access in a formal way for the first

time. We also respond to a variety of objections to open access.

® Written Ex Parte of Professor Mark A. Lemley and Professor Lawrence Lessig, CS Docket No. 99- 251, 38-39
Application for Consent to the Transfer of Control of Licenses MediaOne Group, Inc. to AT&T, available at <http://
cyber.law.harvard.edu/works/lessig/MB.htmI>, reprinted as Open Access to Cable Modems, __ Whittier L. Rev. __
(2000).

’ See, e.g., Mark Cooper, Open Access to the Broadband Internet: Technical and Economic Discrimination in
Closed, Proprietary Networks, 71 U. Colo. L. Rev. 1011 (2000); James B. Speta, The Vertical Dimension of Cable
Open Access, 71 U. Colo. L. Rev. 975 (2000); Phil Weiser, Competing Paradigms in Telecommunications
Regulation, 71 U. Colo. L. Rev. 819 (2000); Written Ex Parte of Professor James B. Speta, CS Docket No. 99- 251,
Application for Consent to the Transfer of Control of Licenses MediaOne Group, Inc. to AT&T. For an analysis
very similar to our own, see Francois Bar et al., Defending the Internet Revolution in the Broadband Era: When
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In Part I, we describe the design principles of the Internet, and how they differ from the
principles animating traditional telephone networks. We also explain the nature of the problem
presented by cable company policies. In Part 11, we explain why permitting cable companies to
bundle ISP service with network access threatens the structure of the Internet. Finally, in Part 111
we respond to arguments that have been made suggesting that requiring cable companies to
permit ISP competition is either a bad idea, or alternatively that it is a good idea but that

government shouldn’t adopt it.

l. Why the ISP Market Should Remain Competitive

A. The Architecture of the Internet: End-To-End Network Design

The Internet is the fastest growing network in history. In the 30 years of its life, its
population has grown a million times over. It is currently the single largest contributor to the
growth of the United States economy, and has become the single most important influence

linking individuals, and commerce, internationally.

The Internet is not, however, the first communications network. There have been other
networks before the Internet that did not experience the same extraordinary growth. These
networks followed different design principles, including different principles governing how
protocols would evolve and become adopted. It is our view that these differences in growth can

be traced, at least in part, to these differences in design.

It is the view of many in the Internet community, and ours as well, that the extraordinary

growth of the Internet rests fundamentally upon its design principles. Some of these principles

Doing Nothing is Doing Harm, http://brie.berkeley.edu/~briewww/pubs/wp/wp137.html (working paper August
1999).



relate to the openness of the Internet’s standards and the openness of the software that
implemented these standards. Some are engineering principles, designed to make the net function
more flexibly and efficiently. But from the very beginning, these principles have been
understood to have a social as well as technological significance. They have, that is, been meant
to implement values as well as enable communication. In our view, one aspect of this social
significance is the competition in innovation the Internet enables. The tremendous innovation

that has occurred on the Internet, in other words, depends crucially on its open nature.

Among the Internet’s design principles is one that is particularly relevant to the bundling
of broadband cable services. This is the “End-to-End” design principle has been latent in system
design for many years, but was first articulated explicitly as principle in 1981 by Professors
Jerome Saltzer, David Reed, and David Clark.® The “e2e” argument organizes the placement of
functions within a network. It counsels that that “intelligence” in a network be located at the top
of a layered system — at its “ends,” where users put information and applications onto the
network — and that the communications protocols themselves (the “pipes” through which

information flows) be as simple and general as possible.

One consequence of this design is a principle of non-discrimination among applications.
Lower-level network layers should provide a broad range of resources that are not particular to
or optimized for any single application — even if a more efficient design for at least some
applications is thereby sacrificed. As described in a subsequent paper by Reed, Saltzer, and

Clark,

® See End to End Arguments in System Design, http://web.mit.edu/Saltzer/www/publications/.
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End to end arguments have ... two complimentary goals: (1)
Higher-level layers, more specific to an application, are free to
(and thus expected to) organize lower level network resources to
achieve application-specific design goals efficiently (application
autonomy); (2) lower-level layers, which support many
independent applications, should provide only resources of broad
utility across applications, while providing to applications useable
means for effective sharing of resources and resolution of resource

conflicts (network transparency).’

While the e2e design principle was first adopted for technical reasons, it has important
social and competitive features as well. e2e expands the competitive horizon, by enabling a
wider variety of applications to connect and use the network. It maximizes the number of entities
that can compete for the use and applications of the network. As there is no single strategic actor
who can tilt the competitive environment (the network) in favor of itself, or no hierarchical entity
that can favor some applications over others, an e2e network creates a maximally competitive
environment for innovation, which by design assures competitors that they will not confront

strategic network behavior.

The e2e design of the Internet has facilitated innovation. As Reed, Saltzer and Clark
argue, for example: “had the original Internet design been optimized for telephony-style virtual
circuits (as were its contemporaries SNA and TYMNET), it would not have enabled the

experimentation that led to protocols that could support the World-Wide Web, or the flexible

° See David P. Reed, Jerome H. Saltzer, and David D. Clark, Comment on Active Networking and End-to-End
Arguments, IEEE Network 12, 3 (May/June 1998) pages 69-71.
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interconnect that has led to the flowering of a million independent Internet Service providers.
Preserving low-cost options to innovate outside the network, while keeping the core network

services and functions simple and cheap, has been shown to have very substantial value.”*

B. The Consequences of these Architectural Principles

The effect of these Internet design principles — including, but not exclusively, e2e — has
been profound. By its design, the Internet has enabled an extraordinary creativity precisely
because it has pushed creativity to the ends of the network. Rather than relying upon the
creativity of a small group of innovators who work for the companies that control the network,
the e2e design enables anyone with an Internet connection to design and implement a better way
to use the Internet. By designing the network to be neutral among uses, the Internet has created a
competitive environment where innovators know that their inventions will be used if useful. By
keeping the cost of innovation low, it has encouraged an extraordinary amount of innovation in
many different contexts. By keeping the network simple, and its interaction general, the Internet
has facilitated the design of applications that could not have originally been envisioned. To take
just a few examples, Internet telephony, digital music transfer, and electronic commerce are all
applications far outside the range of expectations of those who designed the Internet (or even
those who, much later, created the World Wide Web). Indeed, email itself, the first true “killer
app” of the Internet, was an unintended by-product hacked by early users of the network, not the

point of the network itself. By keeping the cost of innovation low in the future — especially in

1% 1d. at 70 (emphasis added). Note the initial ARPANET did not implement End-to-End perfectly into its design. It
was because of changes in the 1970s suggested by Vince Cerf and David P. Reed that the network we now recognize
as the Internet conformed to End-to-End.



the context of broadband media — the design of the Internet should continue to facilitate

innovation not dreamed of by those who built it.

e2e design does not only promote innovation by creating the opportunity for innovators
to offer services to the network. In our view, the effect comes as well from the expectation that
innovation will not be countered by strategic actors who might control the flow of commerce.
The expectation that an actor in the distributional network will act strategically is an expected
cost to innovation. Thus to the extent an actor is structurally capable of acting strategically, the
rational innovator will reckon that capacity as a cost of innovation. And where that strategic
actor owns the transmission lines themselves, giving them the power to decide what can and
can’t be done on the Internet effectively centralizes innovation within that company and its
licensees. While there is a debate in the economic literature about the wisdom of centralizing
control over improvements to any given innovation,™* we think the history of the Internet to date
compellingly demonstrates the wisdom of letting a myriad of possible improvers work free of the
constraints of a central authority, public or private. Compromising e2e will tend to undermine

innovation by putting one or a few companies “in charge” of controlling it.

C. Comparing the Architectural Principles of the Old Telephone Network

The Internet’s design principles are different from the design principles that governed the
telephone network prior to the series of actions by the FCC and antitrust division of the Justice
Department that resulted in the break-up of AT&T.? Prior to that break-up, the telephone

network was not governed by the Internet’s principle of e2e. It was instead governed by a

1 See infranotes - and accompanying text.

12 See United States v. American Tel. & Tel. Co., 552 F. Supp. 131 (D.D.C. 1982), aff’d, 460 U.S. 1001 (1983).
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different “end to end” philosophy — that the telephone network controlled the network from end
to end. This meant that the telephone network would not be neutral about the uses to which the
telephone system could be placed. For much of the history of the telephone network, it was a
crime to use the network in ways not specified by AT&T. It was a crime, for example, to attach
devices that performed services not offered by AT&T, or to provide services that competed with

the services provided by AT&T.™ In the 1940s, even the telephone book was owned by AT&T.

Innovation under the old design was thus controlled by AT&T. If a person with a
competing conception of how a communications network should be designed wanted to
implement that competing conception, he or she would have to either work for AT&T, or
convince AT&T of the merits of this alternative design. AT&T was, therefore, a bottleneck on
creativity in network architecture. While no doubt AT&T did much to advance
telecommunications, through Bell Labs and other research, it also decided which innovations
would be deployed. No doubt its decision turned in part upon the expected effect a new

technology would have on AT&T’s own business model.

The early history of the Internet itself was affected by AT&Ts control over
telecommunications innovation. An early design idea for the Internet was proposed to AT&T by
RAND researcher Paul Baran in the early 1960s. Resistance to his design was strongest from
AT&T." As Naughton reports, Baran recalls one particularly telling instance of AT&T’s

opposition:

13 See Use of the Carterfone Device in Message Toll Telephone Service, 13 F. C. C. 2d 420 (1968). See also Hush-
A-Phone Corp v. United States, 238 F.2d 266 (D.C. Cir 1956).

4 John Naughton, A Brief History of the Future (1999).
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[AT&T’s] views were once memorably summarised in an
exasperated outburst from AT&T’s Jack Osterman after a long
discussion with Baran. ‘First,” he said, ‘it can’t possibly work, and
if it did, damned if we are going to allow the creation of a

competitor to ourselves.”™

This resistance is perfectly understandable. From AT&T’s perspective, maximizing its
control over its network was no doubt profit maximizing. We should expect corporate entities to
behave in a profit-maximizing manner. But this resistance surely didn’t maximize social welfare.
It was profit-maximizing for AT&T only because AT&T was in control of the network uses. Or
in other words, AT&T’s strategy made economic sense only because the network was not “End-
to-End.” Had the network been e2e, AT&T would have had no incentive to disable one use of

the network it controlled in favor for another.

The same point about the relationship between innovation and the concentration of
control can be made more obviously about the Internet in foreign countries even today. It is no
accident that the Internet first reached prominence in the United States, since in practically every
other nation, the telephone architecture was controlled by state-sponsored monopolies. These
monopolies, no less than AT&T, had no interest in facilitating the design of a network that would
free individuals from that control. For many years it was a crime in parts of Europe to connect a
modem to a telephone line. Even today, the franchise in Germany for public phones permits the

provider to control how access to the Internet occurs.

15 John Naughton, A Brief History of the Future 107 (1999). Authors Katie Hafner and Matthew Lyon recount a
similar resistance in Where Wizards Stay Up Late 52-66 (1996).



D. The Government’s Role in Creating the Competitive Environment for the

Internet

It is fashionable today to argue that innovation is assured if government simply stays out
of the way. The FCC’s hands-off policy to date appears largely to be motivated by this prevailing
ideological vogue. The view is that the best way for the government to guarantee growth in

Internet broadband is to let the owners of networks structure broadband as they see fit.

We believe this view is misguided. It ignores the history that gave the Internet its birth,
and threatens to reproduce the calcified network design that characterized our
telecommunications network prior to the Internet. The restrictions on innovation that marked the
AT&T telephone monopoly were not removed by the government doing nothing. They were
removed by active intervention designed to assure the possibility for innovation. It was the FCC
and Department of Justice that cut the knot that tied innovation on the telecommunications
network to the innovation favored by AT&T. It was their action that eventually freed the network
from the control of a single strategic actor, and opened it up for the innovation of many.'
Beginning with the Carterfone decision in 1968,*" the FCC increasingly pursued a policy that
forced AT&T to open its network to competing uses and providers. In a series of decisions, the

FCC required that AT&T permit alternative uses of its network. In 1984, actions by the Antitrust

18 For discussions of the history of telecommunications deregulation, and its lessons for the modern day, see, e.g.,
Bar et al., supra note __, at [draft at 5-7]; Tom W. Bell, Law and Disorder in Cyberspace: Abolish the FCC and Let
Common Law Rule the Telecosm, 97 Mich. L. Rev. 1746 (1999); Jim Chen, The Magnificent Seven: American
Telephony’s Deregulatory Shootout, 50 Hastings L.J. 1503 (1999); Jim Chen, Titanic Telecommunications, 25 Sw.
U. L. Rev. 535 (1996); Steve Bickerstaff, Shackles on the Giant: How the Federal Government Created Microsoft,
Personal Computers, and the Internet, 78 Tex. L. Rev. 1 (1999);

Y In the Matter of Use Of The Carterfone Device In Message Toll Telephone Service; Docket No. 16942; 13

F.C.C.2d 420; June 26, 1968. Compare Hush-A-Phone Corp. v. United States, 238 F.2d 266 (D.C. Cir. 1956)
(reversing an FCC order that had prevented the use of a product that would compete with Bell system equipment).



Division forced AT&T to unbundle its long-distance service from its local telephone service.'®
This unbundling was effected through a decree that lead to the breakup of the largest monopoly

in American history.*®

These actions together transformed the telephone network from a network whose use was
controlled by one company — AT&T — into a general purpose network, whose ultimate use was
determined by end users. In effect, they imposed a principle analogous to e2e design on the
telephone network. Indeed, though it masquerades under a different name (“open access”), this
design principle is part and parcel of recent efforts by Congress and the FCC to deregulate
telephony. The fundamental economic goal of the FCC in deregulating telephony is to isolate the
natural monopoly component of a network — the actual wires — from other components in
which competition can occur. By requiring the natural monopoly component at the basic network
level to be open to competitors at higher levels, intelligent regulation can minimize the economic
disruption caused by that natural monopoly, and permit as much competition as industry

structure will allow.

But for these changes brought about by the government, the Internet as we know it would
not have been possible. Without these changes, the trend in telecommunications was towards
more centralized control over the communication network. In 1972, for example, network
theorist Robert Fano of MIT wrote that unless there was a change in the trend in the computer-

communications network, existing institutions would further isolate computer and

'8 See AT&T, 552 F. Supp. at 131.
9 Government eliminated price regulation and opened markets to competition subject to open access requirements

in other industries as well, notably energy. See, e.g., Joseph Kearney & Thomas W. Merrill, The Great
Transformation of Regulated Industries Law, 98 Colum. L. Rev. 1323 (1998). While the history of energy
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communications technologies from broad-based control.?’ But by seeding the development of a
network within a different communication paradigm, and then opening the existing
communication network so that it might deploy this different communication paradigm, the

government created the conditions for the innovation that the Internet has realized.

This is not to say that the government created the innovation that the Internet has
enjoyed. Nor is it to endorse government, rather than private, development of Internet-related
technologies. Obviously, the extraordinary innovation of the Internet arises from the creativity of
private actors from around the world. Some of these actors work within corporations. Many have
been associated with the Free Software, and Open Source Software Movements. And some have
been entrepreneurs operating outside of any specific structure. But the creativity that these
innovators have produced would not have enabled but for the opening of the communications

network. Our only point is that the government had a significant role in that opening.

We do not claim that no communication network would have been possible without the
government’s intervention. Obviously, we have had telecommunication networks for over a
hundred years; and as computers matured, we no doubt would have had more sophisticated
communication-computer networks. But the design of those networks would not have been the
design of Internet. The design would have been more like the French “equivalent” to the Internet
— miniTel. But miniTel is not the Internet. miniTel is a centralized, controlled version of the

Internet. And it is notably less successful.

deregulation is well beyond the scope of this paper, it is worth noting that open access in telecommunications is
hardly sui generis.

%0 See, Robert M. Fano, On The Social Role of Computer Communications, 60 Proceedings of the IEEE,
September 1249 (1972).
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E. The Relevance of Legacy Monopolies

As we have said, no one fully understands the dynamics that have made the innovation of
the Internet possible. But we do have some clues. One important element of that innovation is a
structure that disables the power of legacy monopolies to influence the future of a network

design. This was the essence of the architecture upon which the Internet was originally built.

By freeing the telecommunications network from the control of one single actor, the
government enabled innovation free from the influences of what one might call “legacy”
business models. Companies develop core competencies, and most of them tend to stick to what
they know how to do. Companies faced with a potential for radical change in the nature of their
market may recoil, either because they don’t know how to change to face changing conditions, or
because they fear that they will lose the dominance they had in the old market as it becomes a
new playing field. Their business planning is, in short, governed by the legacy of their past
success. These legacy business plans often affect a company’s plans about how to respond to
innovation. In a competitive environment, they will often disadvantage a company that fails to

respond rapidly enough to changed circumstances.

In some markets, companies have no choice but to respond to changed circumstances.
They either change or die. It is a mark of Microsoft’s success, for example, that its chairman, Bill
Gates, succeeded in radically altering the course of the company’s development towards the
Internet in the face of changed competitive circumstances, despite the fact that such changes
resulted in the termination of projects at other times deemed central to Microsoft’s future. By

contrast, commentators attribute Apple’s failure during the early 1990s to its refusal to give up
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old models of business success.?* Legacy models hindered Apple’s development; the refusal to

be captured by legacy models was a key to Microsoft’s success.

In an environment where a company has power over the competitive environment itself,
however, the rational incentives of a business may be different. If the business has control over
the architecture of that competitive environment, then it will often have an incentive to design
that architecture to better enable its legacy business models. As Charles R. Morris and Charles H.

Ferguson describe it,

Companies that control proprietary architectural standards have an
advantage over other vendors. Since they control the architecture,
they are usually better positioned to develop products that
maximize its capabilities; by modifying the architecture, they can
discipline competing product vendors. In an open-systems era, the
most consistently successful information technology companies
will be the ones who manage to establish a proprietary
architectural standard over a substantial competitive space and
defend it against the assaults of both clones and rival architectural

sponsors.?

A company in this position can and will resist change, in order to keep doing what it

knows best.

2! See generally James Daly, 101 Ways to Save Apple, 5.06 Wired 114 (1997) (referring to the well-worn criticism
of Apple for failing to open its OS).

22 Charles R. Morris and Charles H. Ferguson, How Architecture Wins Technology Wars, Harvard Business
Review 86, 88 (March April 1993) (emphasis added).



This was the problem with the telephone company prior to its break up by the
government. The telephone monopoly enjoyed substantial returns from its existing network
architecture. The fear of regulators was that these returns would make it unwilling to experiment
with other architectures that might better serve communication needs. As we have said, there is
at least some evidence that AT&T in fact resisted the emergence of the Internet because it feared
its effect on AT&T’s own business model. Certainly it resisted the development and
interconnection of other technologies to its telephone network. The regulators who pushed to free
the telecommunication network believed that the market would choose differently from how

AT&T, as controller of the network, would choose.

Time has proven these regulators correct. Once freed from the strategic control of an
entity that had a particular business plan to protect, the communications network has evolved
dramatically. The competitive process was enabled by making the network neutral about its uses,
and by giving competitors access to the network so that they could compete in an effort to put the
resources of the network to their best use. The same wires that AT&T used to send analog voice
only are now being used to deliver stock quotes, music, fantasy games, reference information —
in short, the whole content of the Internet. Left alone, AT&T might have made some content
available over the telephone network, but it probably wouldn’t have shifted to packet-switched
data, and it certainly wouldn’t have developed or licensed all of the content that can now be

found on the Internet.

The lesson from this explosion of innovation is critically important. An architecture that
maximizes the opportunity for innovation maximizes innovation. An architecture that creates
powerful strategic actors with control over the network and what can connect to it threatens

innovation. No doubt these strategic actors might choose to behave in a pro-competitive manner.
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There is no guarantee that they will interfere to stifle innovation. But without competition or
regulation to restrict them, we should not assume that they will somehow decide to act in the

public interest.

F. The Technological Future of End-to-End

More recently, technological developments have led some to question whether the
Internet’s end-to-end architecture is sustainable. While the e2e architecture of the Internet is
fundamentally in place, users and network administrators are introducing intelligence into the
network for a variety of reasons. Firewalls, proxy servers, Network Address Translators
(NATSs), and other systems are designed to determine the content and origin of packets and
discriminate between packets. These changes, which may be inevitable given security concerns
and the growth of ecommerce, make the network less transparent than the e2e model envisions.?*
While many of these developments really exist at the software applications layer (that is, they are
imposed at one end of the network or another), there have also been moves to build content-
distinguishing intelligence into the network hardware layer itself.?* Clark and others are
concerned about the effect of these trends on future innovation in the network. But as a practical
matter, building security features and other content-distinguishing elements may be inevitable, at

least at the applications level.

One of the fundamental consequences of the switch from analog to digital networks is

that the use of the network becomes a question of software implementation separable in

* For a detailed discussion of these changes, see, e.g., David D. Clark & Marjory S. Blumenthal, Rethinking the

Design of the Internet: The End to End Arguments vs. the Brave New World (working paper 2000); Hans Kruse et
al., The InterNAT: Policy Implications of the Internet Architecture Debate (working paper 2000).

% Clark & Blumenthal, supra note __, at [draft at 11-12].
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fundamental ways from the ownership or even the nature of the network itself. Bar and Sandvig

explain:

In past networks, the communication platform and its configuration were “hard-
wired” in the specific arrangement of electro-mechanical devices that formed a particular
communication network — the logical architecture of the network precisely reflected its
physical architecture. One had to own the network to change the arrangement. By
contrast, platform configuration in digital networks depends on ability to program the
network’s control software. Control over network configuration thus becomes separable
from network ownership.  Multiple network platforms, supporting a variety of
communication patterns, can simultaneously co-exist on a single physical
infrastructure.®

This raises the intriguing possibility that the decision to build intelligence into the network need
not be an all-or-nothing proposition. Rather, we can preserve the possibility of e2e systems by
keeping intelligence out of the hardware design, but building it into some software layers on an

as-needed basis.

Kevin Werbach has modeled this “layered” approach to Internet architecture.?® He
argues that the outmoded “horizontal” regulatory framework, in which cable, wireline, wireless,
and satellite are all different forms of media with different regulatory structures, must give way
to a vertical model of regulation. This vertical model would distinguish between four different
layers that comprise communications media: physical, logical, applications or services, and
content.?” Werbach argues that the goal of regulatory policy should be to prevent any one party
from controlling the interface between different vertical layers.2® This approach would permit

competition at the higher-level layers (especially applications and content, but also potentially

> Bar & Sandvig, supra note __, at [draft at 22].

% Kevin Werbach, A Layered Model for Internet Policy (working paper 2000).
2T Id. at [draft at 20].

%8 1d. at [draft at 25-26].
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between different logical dataflow structures), notwithstanding the existence of a technical

bottleneck at the physical layer.

It should be evident that this layered model will work only if control of the layers is not
vertically integrated. Thus, as Bar and Sandvig explain, “[t]his newfound separability between a
network’s logical architecture and its physical layout . . . calls for a new policy bargain between
control and access, that allows non-discriminatory ability to design the architecture of a
communication platform, not only for those who own and control network infrastructures, but
also for end-users or third parties.”® It is precisely the maintenance of this ability to design at

the software layer that is the central issue in the debate over “open access” to cable networks.

1. Implications for Broadband Cable
A. The Threat Posed by Allowing Cable Companies to Bundle ISP Service

Some cable companies deploying broadband technology currently prevent users from
selecting an Internet Service Provider (“ISP”) of their choice, and more are likely to do so in the
future.®® Instead, for customers of these cable companiesinternet access is technologically
bundled with ISP service. The broadband cable network being developed thus discriminates in
the choice of services that it allows. This kind of discrimination may have profound

consequences for the competitive future of the net.

To see the potential problem with this architecture, we must first understand the

importance of an ISP. ISPs serve a number of functions in the existing narrowband residential

2 Bar & Sandvig, supra note __, at [draft at 22]; Werbach, supra note __, at [draft at 26].

%0 Specifically, this is the policy of one of the two largest cable companies in the U.S. today, AT&T, and seems
likely to be the policy of Time Warner after its merger with AOL. See supra note __.
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market. Some ISPs focus primarily on access to the Internet. Customers, through their local
telephone exchange, connect to the ISP; the ISP serves Internet access at speeds limited only by
the local telephone exchange. Some ISPs supplement this access with promises of user support
— both the support to assure the Internet connection is maintained, and in some cases, support
with the use of certain Internet applications. Some ISPs further supplement this access with
server capabilities — giving users the ability to build web pages on the ISP’s servers, or support
more expansive Internet activities. And finally some ISPs provide, or bundle, content with
access. The most famous of these is America Online, but other ISP/content providers have

included the Microsoft Network, CompuServe and Prodigy.

This existing narrowband residential market is competitive. Customers have a wide range
of needs in this market; the market responds to this range of needs with different packages of
services. Nationwide there are some 6,000 ISPs. In any particular geographic region, there can be

hundreds that compete to provide service.

The functions performed by ISPs, however, are not fixed. They have no inherent
“nature.” Hence as bandwidth changes from narrow to broadband, we should expect the range of
services offered by ISPs to change. As throughput becomes more critical in video services, for
example, we could imagine ISPs competing based on the caching services they would offer. Or
as the character of the content available increased, we might imagine some ISPs catering to

certain content (video content) while others specialized elsewhere (new users).

The functions of ISPs, then, must not be conceived of too narrowly. Their importance, for
example, does not have to do only with hosting “home pages” on the world wide web, or the
portal sites they might now provide. Their importance is also in the range of services they might

bundle and offer competitively — from content (including video and audio services) to help



functions to reference functions to special caching needs. In short, ISPs are engines for

innovation in markets we do not yet imagine.

These ISPs thus could be important middle level competitors in the Internet economy.
They could provide an ongoing competitive threat to actors at their borders. In the terms defined
by Timothy Bresnahan, ISPs could become “vertical competitors” in an industry marked by
highly concentrated markets at each horizontal level.** Thus AOL, a traditional online content
and ISP, is now a potential threat to Microsoft in the operating system platform market. This
threat could not have been predicted three years ago. But by maintaining the fluidity