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ABSTRACT

Over the past ten years, the debate over "network neutrality" has remained one of the central
debates in Internet policy. Governments all over the world, including the United States, the
European Union, the United Kingdom, France and Germany, have been investigating whether
legislative or regulatory action is needed to limit the ability of providers of Internet access
services to interfere with the applications, content and services on their networks.

Beyond rules that forbid network providers from blocking applications, content and
services, non-discrimination rules are a key component of any network neutrality regime. Non-
discrimination rules apply to any form of differential treatment that falls short of blocking. Policy
makers who consider adopting network neutrality rules need to decide which, if any, forms of
differential treatment should be banned. Network neutrality proponents generally agree that
network neutrality rules should preserve the Internet’s ability to serve as an open, general-
purpose infrastructure that provides value to society over time in various economic and non-
economic ways. There is, however, a lot of uncertainty on how to get from a high-level
commitment to network neutrality to a specific set of rules.

The decision for a non-discrimination rule has important implications: Non-discrimination
rules affect how the core of the network can evolve, how network providers can manage their
networks, and whether they can offer Quality of Service." Often, it is not immediately apparent
how a specific non-discrimination rule affects network providers’ ability to offer Quality of
Service. At the same time, it is unclear which forms of Quality of Service, if any, a network
neutrality regime should allow.

This paper proposes a framework that policy makers and others can use to choose
among different options for network neutrality rules and uses this framework to evaluate existing
proposals for non-discrimination rules and the non-discrimination rule adopted by the FCC in its
Open Internet Order. In the process, it explains how the different non-discrimination rules affect
network providers’ ability to offer Quality of Service and which forms of Quality of Service, if any,
a non-discrimination rule should allow.

' While the original Internet provides a single best-effort service for all packets (i.e., the network does its best to
deliver data packets, but does not provide any guarantees with respect to delay, bandwidth or losses), a network that
provides Quality of Service offers different types of service to different data packets.
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EXECUTIVE SUMMARY

Over the past ten years, the debate over "network neutrality" has remained one of the central
debates in Internet policy. Governments all over the world, including the United States, the
European Union, the United Kingdom, France and Germany, have been investigating whether
legislative or regulatory action is needed to limit the ability of providers of Internet access
services' to interfere with the applications, content and services on their networks.

But network neutrality proposals are not identical, and cover a range of potential rules.
Policy makers considering whether to enact network neutrality rules need to answer a series of
questions in order to decide which, if any, network neutrality rules they should adopt. The first
question is: “Do we need a rule against blocking, i.e. a rule that forbids network providers from
blocking applications, content and services on their networks?” A rule against blocking is part of
all network neutrality proposals; it is the one rule on which all network neutrality proponents
agree. This paper assumes that the case for a rule against blocking has been made.

This paper focuses on the second question: “Should the rules also ban discrimination
(i.e., differential treatment that falls short of blocking), and, if yes, which forms of differential
treatment should be banned?” For example, if a network provider slows down Internet video
applications like Hulu or YouTube that compete with the network provider’s own Internet video
application, or provides quality of service only to its own Internet video application, should these
practices be prohibited, too?

The answer depends in part on what the goals of network neutrality regulation should be.
According to most network neutrality proponents, network neutrality rules are intended to
preserve the Internet’s ability to serve as an open, general-purpose infrastructure that provides
value to society over time in various economic and non-economic ways. In particular, network
neutrality rules aim to foster innovation in applications, protect users’ ability to choose how they
want to use the network, without interference from network providers, and preserve the
Internet’s ability to improve democratic discourse, facilitate political organization and action and
to provide a decentralized environment for social, cultural and political interaction in which
anyone can participate. Thus, network neutrality proponents base their calls for regulation on a
theoretical framework that considers a broad range of economic and non-economic harms. The
Federal Communications Commission’s Open Internet rules are based on this broader
framework as well. By contrast, some participants in the debate view the network neutrality
debate through an antitrust lens and evaluate and address concerns about blocking,
discrimination or other practices based on an antitrust framework. Among network neutrality
proponents, this is a minority position. | address the debate over the right framework
elsewhere.? This paper assumes that the case for the broader theoretical framework has been
made.

! Throughout this paper, | use the terms “providers of Internet access service”, “Internet service providers”, or
“network providers” interchangeably.
2 van Schewick (2012).
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The decision for a non-discrimination rule has important implications: Non-discrimination
rules affect how the core of the network can evolve, how network providers can manage their
networks, and whether they can offer Quality of Service (QoS). While the original Internet
provides a single best-effort service for all packets (i.e., the network does its best to deliver data
packets, but does not provide any guarantees with respect to delay, bandwidth or losses), a
network that provides Quality of Service offers different types of service to different data
packets. For example, a particular service may guarantee a minimum bandwidth or maximum
delay, or it may give some data packets priority over others without giving absolute guarantees.
Different applications have different requirements with respect to reliability, bandwidth or delay.
While many applications function well with best-effort service, some applications may benefit
from types of service that are more closely tailored to their needs. Thus, whether network
providers are able to offer Quality of Service may have implications for the types of applications
that the Internet can support.

Answering these questions is the goal of this paper. It sets out a framework for
evaluating network neutrality rules and uses this framework to evaluate existing proposals for a
non-discrimination rule and the non-discrimination rule adopted by the Federal Communications
Commission in its Open Internet Order. In the process, it explains how the different non-
discrimination rules affect network providers’ ability to offer Quality of Service and which, if any,
forms of Quality of Service a non-discrimination rule should allow.

A Framework for Evaluating Network Neutrality Rules

Network neutrality proponents generally agree that network neutrality rules should preserve the
Internet’s ability to serve as an open, general-purpose infrastructure that provides value to
society over time in various economic and non-economic ways. There is, however, a lot of
uncertainty on how to get from a high-level commitment to network neutrality to a specific set of
rules. The paper proposes a framework that policy makers and others can use to choose among
different options for network neutrality rules. As the paper shows, this framework can also be
used to interpret existing network neutrality rules in light of the goals of network neutrality
regulation or to decide whether specific discriminatory conduct should or should not be allowed
under a network neutrality regime.

Most generally, any network neutrality rule should realize the goals of network neutrality
regulation, while minimizing the social costs. Thus, policy makers should look for a rule that
fosters application innovation, protects user choice and preserves the Internet’s social, cultural
and political potential while avoiding unnecessary social costs. These general requirements can
be translated into the following framework:
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Box 1
A Framework for Evaluating Network Neutrality Rules

* A network neutrality rule should meet the following criteria:

e It should preserve the factors that have allowed the Internet to serve as a platform for
application innovation, free speech and decentralized economic, social, cultural and political
interaction in the past:

User choice: Users independently choose which applications they want to use, without

interference from network providers.

- Innovation without permission: Innovators independently choose which applications
they want to pursue; they do not need support or “permission” from network providers
in order to realize their ideas for an application.

- Application-blindness: The network is application-blind. An application-blind network is
unable to distinguish among the applications on the network, and, as a result, is
unable to make distinctions among data packets based on this information.

- Low costs of application innovation: The costs of application innovation are low.

e It should not constrain the evolution of the network more than is necessary to reach the goals
of network neutrality regulation.

* It should make it easy to determine which behavior is and is not allowed to provide much-
needed certainty for industry participants.

* It should keep the costs of regulation low.

In its Open Internet order, the FCC adopted a similar framework. Preserving user choice
and innovation without permission is an explicit purpose of the rules. Thus, these factors can be
used to guide the interpretation of individual provisions of the Open Internet rules. Moreover, the
text of the order explicitly specifies that the FCC will interpret key provisions of its rules — the
non-discrimination rule for fixed broadband Internet access and the reasonable-network-
management exception — based on how well they preserve three of the factors used to evaluate
alternative options for non-discrimination rules and specific discriminatory conduct throughout
this paper: user choice, application-blindness and innovation without permission.® Thus, the
results of this paper indicate how the non-discrimination rule and reasonable-network-
management exception could apply to specific discriminatory conduct, which, in turn, may help
adjudicators apply these rules in specific cases or help market participants understand the
implications of these rules in more detail.

® Since preserving innovation without permission is an explicit purpose of the Open Internet rules, this factor can be
used to interpret any provision of the Open Internet rule, including the non-discrimination rule.

vi
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Evaluating Proposals for Non-Discrimination Rules
Scope of Non-Discrimination Rules

Non-discrimination rules apply to any form of differential treatment that falls short of blocking.
The most obvious examples involve differential handling of data packets associated with
different applications or uses. For example, non-discrimination rules decide whether a network
provider is allowed to provide a low-delay service only to its own streaming video application,
but not to competing streaming video applications.

The scope of non-discrimination rules is, however, not restricted to differential handling
of packets in the network. Network neutrality rules aim at preventing network providers from
distorting the playing field among applications4 or classes of applications and from interfering
with users’ choices regarding the use of the network. In line with this goal, non-discrimination
rules apply to any form of differential treatment that may make some applications or classes of
applications or uses relatively more attractive to users than others. Thus, they cover, for
example, network provider practices that count only some applications, but not others towards a
user’s monthly bandwidth cap, or pricing plans that impose different bandwidth-adjusted Internet
access charges on different applications.

All-or-Nothing Approaches
A first set of proposals takes an all-or-nothing approach to discrimination.

The first approach would allow all forms of discrimination, which is equivalent to not
adopting a non-discrimination rule. This rule would not impose any constraints on Quality of
Service. Proponents of this approach focus on the social benefits of allowing Quality of Service
and other forms of differential treatment.

The second approach would ban all forms of discrimination. This approach would require
network providers to treat each packet the same, which, by definition, would make it impossible
to offer Quality of Service. Proponents of this approach emphasize the potential social costs of
allowing Quality of Service and other forms of differential treatment. In particular, they are
concerned that network providers may use Quality of Service as a tool to distort competition
among competing applications by offering Quality of Service selectively to one of several
competing applications. In addition, they fear that allowing network providers to offer Quality of
Service and charge for it may reduce the quality of the baseline service and reduce network
providers’ incentives to increase the capacity of their networks.

As the paper shows, both approaches are flawed. Banning all discrimination is over-
inclusive and restricts the evolution of the network more than necessary to protect the values
that network neutrality rules are designed to protect. Allowing all discrimination is under-
inclusive and effectively makes the rule against blocking meaningless.

4 Throughout this paper, | use “applications” as shorthand for “applications, content, services and uses.”

Vii
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Case-by-Case Approaches

A second set of proposals recognizes that some forms of differential treatment will be socially
harmful, while others will be socially beneficial, but assumes that it is impossible to distinguish
among them in advance. Therefore, these proposals suggest adopting standards that specify
criteria that will be used to judge discrimination in the future. Whether certain discriminatory
conduct meets these criteria would be determined by the regulatory agency in future case-by-
case adjudications.

The paper discusses three approaches in this category:

e A rule that bans discrimination that would be considered harmful under an antitrust
standard.

* Arrule that bans discrimination that is anticompetitive or harms users.

e A rule that bans discrimination that is unreasonable.

Whether and under which conditions these rules would allow some and, if yes, which
forms of Quality of Service would have to be decided in future case-by-case adjudications.

These approaches raise two sets of concerns: First, the first and second approach fail to
capture many instances of discrimination that network neutrality proponents are concerned
about. Network neutrality proponents often think of discriminatory conduct that favors an
application over others as a distortion of competition and, therefore, as “anticompetitive,” and
assume such behavior would be captured by an antitrust framework. This assumption is not
correct. As the paper shows, the term “anticompetitive” has a much narrower scope in antitrust
law than an intuitive interpretation of the term would suggest. More generally, while an antitrust
framework focuses on a narrow set of economic harms, the theoretical framework underlying
calls for network neutrality regulation addresses a broader range of economic and non-
economic harms. As a result, rules that ban behavior that is anticompetitive or violates an
antitrust framework would often classify differential treatment as socially beneficial that network
neutrality proponents would consider socially harmful, making it impossible to successfully
challenge behavior that network neutrality are concerned about.

Second, these proposals leave all decisions over the legality of specific discriminatory
conduct to future adjudications. This creates considerable social costs. Case-by-case
approaches fail to provide much-needed certainty to industry participants. Network providers still
will not know which forms of network management are acceptable, which constrains the
evolution of the network more than necessary. Application developers will not know in advance
against which discriminatory conduct they are protected. This decision will only be made after
they have been discriminated against and gone through a long and expensive process. The
resulting uncertainty reduces their incentives to innovate and their ability to get funding.
Moreover, case-by-case approaches create high costs of regulation and tilt the playing field
against those —end users, low-cost application developers and start-ups — who do not have the
resources to engage in extended fights over the legality of specific discriminations in the future.
Finally, as the paper shows, deciding the legality of specific discriminatory conduct in individual

viii
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adjudications is unlikely to lead to decisions that adequately protect the values network
neutrality rules are intended to protect.

In spite of the considerable social costs, the strategic incentives of regulators or
legislators and of the big stakeholders on both sides of the network neutrality debate are aligned
in favor of such a scheme. Thus, it is not surprising that many proposals in this category
emerged from negotiations at the FCC or in Congress, or from direct negotiations between two
big stakeholders (Verizon and Google) on opposite sides of the debate.

More Nuanced Rules

A final group of proposals would adopt more nuanced rules that specify in advance which
differential treatment is and is not allowed. Like the standards-based approaches discussed
above, these proposals recognize that some forms of discrimination are socially beneficial, while
others are socially harmful. Contrary to those approaches, however, they define in advance
what constitutes acceptable and unacceptable discrimination to avoid the social costs
associated with leaving the decision about specific discriminatory conduct to future case-by-
case adjudications.

Formal Approaches

The first approach in this group bans discrimination that is not disclosed, distinguishing
between socially beneficial and socially harmful practices using a formal criterion. This rule
would allow all forms of Quality of Service as long as they are disclosed. This approach is based
on the idea that if a network provider discriminates against an application that users would like
to use, users can switch to another network provider who does not discriminate against the
affected application. The threat of switching, proponents of this approach assume, will discipline
providers.

Participants in the network neutrality debate often assume that the viability of disclosure
rules as a substitute for substantive regulation solely depends on the amount of competition in
the market for Internet access services. After all, if there is no competition, there will be no other
providers that consumers can switch to in response to discriminatory conduct, making it
impossible for them to discipline providers. Based on this reasoning, participants in the debate
often assume that mandatory disclosure alone will be sufficient to discipline wireline providers in
Europe or in countries like Canada, where the market for wireline Internet access is generally
more competitive than in the US. Similar arguments are made for mobile Internet access, where
users often have a choice between three or more competitors.

These arguments fail to recognize that the market for Internet services is characterized
by a number of factors — incomplete customer information, product differentiation in the market
for Internet access and for wireline and wireless bundles, and switching costs — that limit the
effectiveness of competition and reduce consumers’ willingness to switch. Rules that require
network providers to disclose whether and how they interfere with applications and content on
their networks reduce the problem of incomplete customer information, though only to some
extent. They do not remove any of the other problems. As a result, they still leave network
providers with a substantial degree of market power over their customers that enables them to

ix
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restrict some applications and content on their network without losing too many Internet service
customers. Disclosure rules also do not affect the cognitive biases, cognitive limitations and
externality problems that lead users to underestimate the benefits of switching providers
compared to what would be in the public interest. Thus, even if there is competition in the
market for Internet access services, disclosure cannot replace substantive regulation as a tool to
discipline providers.

Substantive Approaches

The second set of approaches in this group relies on substantive criteria to specify in advance
which forms of differential treatment are allowed.

The first approach — which is the approach favored by this paper — bans application-
specific discrimination, but allows application-agnostic discrimination. (Again, this paper uses
“applications as shorthand for “applications, content, services, and uses.”) Differential treatment
is application-specific if it is based on application or class of application, or, put differently, if it is
based on criteria that depend on an application’s characteristics.” The rule would be coupled
with an exception for reasonable network management, which would allow narrowly tailored
deviations from the non-discrimination rule if a network management problem cannot be
addressed in application-agnostic ways.

Under this rule, a network provider would not be allowed to treat Vonage differently from
Skype, YouTube differently from Hulu, or the website of the New York Times differently from the
website of the Wall Street Journal or Free Press. That would be discrimination based on
application. Nor would it be allowed to treat online video differently from e-mail, treat
applications that use the BitTorrent protocol differently from applications that do not use this
protocol, or treat latency-sensitive applications differently from latency-insensitive applications.
That would be discrimination based on class of application. But it would be allowed to treat data
packets differently based on criteria that have nothing to do with the application or class of
application. For example, it could give one person a larger share of the available bandwidth if
that person has paid for a higher tier of Internet service (e.g., if that person has paid for the “Up
to 6 Mbps” Internet service packet instead of the “Up to 3 Mbps” Internet service packet).

This approach strikes the best balance between social benefits and social costs: As the
paper shows, any measure that singles out an application or class of applications for differential
treatment tilts the playing field against some applications or classes of applications and
interferes with users’ decisions about how to use the network, creating significant social costs.
At the same time, network providers can usually realize their legitimate goals using application-
agnostic means that are not similarly harmful to application innovation, user choice, or the

® Relevant characteristics of an application include what this paper calls “application” (i.e. the specific instance of an
application a user is using, e.g., Vonage vs. Skype), application type (e.g. e-mail vs. Internet telephony), the
application-layer protocol or transport-layer protocol the application is using (e.g. SIP vs. Skype’s proprietary protocol,
or TCP vs. UDP), or the application’s technical requirements (e.g., latency-sensitive vs. non-latency-sensitive
applications). Since the term “applications” stands for applications, content, services or uses, the ban on application-
specific discrimination applies equally to discrimination based on criteria that depend on characteristics of content or
characteristics of a service or use. Thus, discrimination against certain content based on, e.g., publisher, author,
content type, subject matter, or viewpoint would all be prohibited by the rule.

X
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Internet’s ability to reach its social, cultural or political potential. Based on these insights, the
rule takes away all the tools that would allow network providers to deliberately or inadvertently
interfere with competition and user choice — those involving application-specific discrimination —,
while leaving the tools that cannot distort competition or violate user choice — those involving
application-agnostic discrimination.

By legitimizing a broad range of discriminatory conduct (that is, all conduct that is
application-agnostic), the rule gives network providers great flexibility to realize legitimate goals
such as congestion management, price discrimination or product differentiation, albeit through
means that do not interfere with the values that network neutrality rules are designed to protect.
For example, during times of congestion, a network provider could give one person a larger
share of the available bandwidth than another, for example because this person pays more for
Internet access or has used the Internet less over a certain period of time.® But it could not
throttle the bandwidth available to a specific online video application (e.g., BitTorrent or
YouTube) or to online video in general.’

Application-agnostic network management coupled with user-controlled prioritization8
gives network providers the tools they need to maintain the quality of the Internet experience for
all users, even during times of congestion, while preserving the application-blindness of the
network and the principle of user choice to the extent possible. Network providers would be able
to prevent aggressive users from overwhelming the network and enforce fairness among users
by allocating bandwidth among users in application-agnostic ways. But how users use the
bandwidth available to them, and whether they would like to give some of their applications
priority over others, would be choices left to the users. At the same time, the reasonable-
network-management exception provides a safety valve that allows network providers to react in
more application-specific ways if a problem cannot be solved through application-agnostic
means.

The proposed rule allows network providers to offer certain (though not all) forms of
Quality of Service. In particular, it allows network providers to offer different classes of service, if
(1) the different classes of service are offered equally to all applications and classes of
applications; (2) the user is able to choose whether and when to use which class of service; and
(3) the network provider is allowed to charge only its own Internet service customers for the use
of the different classes of service. %'

® That would be application-agnostic discrimination.

” That would be discrimination based on application or class of application.

® To the extent that applications benefit from relative prioritization at times of congestion, network providers could
allow users to choose which applications to prioritize within the user’s bandwidth envelope during times of congestion.
As long as the ability to prioritize is offered equally to all applications or classes of applications (i.e. not tied or
restricted to specific applications or classes of applications) and the choice of which applications to prioritize is left to
the user, this form of network management would be consistent with the non-discrimination rule proposed above.

® See also the discussion on of user-controlled Quality of Service on pp. xvi-xvi of this Executive Summary below.

' This restriction would not constrain interconnection agreements in any way. Thus, payments among
interconnecting networks would remain possible.

" While the first two conditions directly flow from the proposed non-discrimination rule, the third condition is based on
additional considerations and would need to be encoded separately.

Xi
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Finally, by clearly specifying in advance which behavior is and is not allowed, the rule
provides certainty to all market participants. Network providers would know how they can
manage their networks, and application developers (and their investors) could be sure that they
will not be discriminated against.

The proposed rule plays an important role in the FCC’s Open Internet order. The FCC’s
non-discrimination rule for fixed broadband access bans discrimination that is unreasonable.
Whether discriminatory behavior complies with the proposed rule (i.e. whether it is application-
agnostic) is one of the factors the FCC will use to determine the reasonableness of
discriminatory conduct under the non-discrimination rule and under the Open Internet rules’
exception for reasonable network management.

The second approach in this group bans discrimination among like applications and
classes of applications, but allows discrimination among classes of applications that are not
alike and application-agnostic discrimination. Like the approach favored by this paper (and for
the same reasons), this rule bans discrimination among like applications or among like classes
of applications and allows application-agnostic discrimination.'? Contrary to that approach,
however, this rule would allow network providers to treat classes of applications differently as
long as they treat like traffic alike. This requirement is also called “like treatment.”

Under this rule, a network provider would be allowed to offer different types of service to
different provider-defined classes of applications that are not alike, as long as it does not
discriminate among classes of applications that are alike or discriminate among like applications
within a class. For example, a network provider would be allowed to treat Internet telephony
differently from e-mail (e.g., by providing a low-delay service to Internet telephony, but not to e-
mail), but it would not be allowed to treat Vonage differently from Skype, or Gmail differently
from Hotmail.

This rule is based on the assumption that discrimination among classes of applications
that are not alike is socially harmless, and should therefore be allowed. As the paper shows, this
assumption is not correct.” Like treatment creates considerable social costs. In particular, like
treatment allows network providers to deliberately or inadvertently distort competition among
applications or classes of applications and interfere with user choice. Due to the ambiguities
surrounding the definition of “like,” the rule creates considerable uncertainty that will need to be
resolved in case-by-case adjudications. As a result, the rule’s social costs may be similar to the
social costs of the case-by-case approaches described above.

2 The approach proposed by this paper bans any discrimination among applications or classes of applications that is
based on application-specific criteria, regardless of whether the applications or classes of applications are alike or
not.

'® For a summary of the argument, see the discussion of like treatment on pp. xv-xvi of this Executive Summary
below.
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The Federal Communications Commission’s Non-Discrimination Rule and its
Impact on Quality of Service

In December 2010, the Federal Communications Commission adopted network neutrality rules.
The rules went into effect in November 2011. They include a non-discrimination rule that bans
discrimination that is “unreasonable.” Whether a certain discriminatory conduct meets these
criteria will be determined by the FCC in case-by case-adjudications. The rule applies only to
fixed, not to mobile broadband Internet access service and has an exception for reasonable
network management.

The text of the order specifies the factors that the FCC will use to determine whether
specific discriminatory conduct is “unreasonable:” transparency (i.e. whether the discrimination
is disclosed), end user-control, use-agnosticm, and the conformity of a practice with standards
and best practices. The same factors will guide the evaluation of network management practices
in the context of the reasonable-network-management exception.

Use-agnostic discrimination (or “application-agnostic” discrimination), the order explains,
is differential treatment that does not discriminate among specific uses of the network or among
classes of uses. According to the order, use-agnostic discrimination is likely to be reasonable,
which suggests, in turn, that differential treatment that discriminates among specific uses of the
network or classes of uses is likely to be unreasonable. This is the same substantive standard
as the one used by the non-discrimination rule proposed by this paper.

Allowing use-agnostic discrimination, but banning discrimination among specific uses or
classes of uses preserves the application-blindness of the network. Thus, in evaluating whether
discriminatory conduct is reasonable, the FCC will consider how well the conduct preserves two
of the four factors — application-blindness and user choice — that have fostered application
innovation in the past.14 In addition, the first section of the Open Internet rules lists preserving
end user control, user choice and the freedom to innovate without permission — the third factor
that has fostered application-innovation in the past — as explicit purposes of the rules. As explicit
purposes of the Open Internet rules, these factors can be used to interpret any provision of
these rules, including the non-discrimination rule.

As this paper shows, using these factors — application-blindness, user choice and
innovation without permission — as guidelines for evaluating behavior provides clear answers
regarding which types of differential treatment should and should not be allowed. For example,
while the order does not discuss how the different forms of Quality of Service discussed in this
paper would be evaluated under the “no unreasonable discrimination” standard, the analysis in
this paper suggests which results the FCC will reach, if it takes these factors seriously.15 In
particular, under the FCC’s standard as clarified by the order, user-controlled Quality of Service
that meets the conditions outlined above is likely to be reasonable.' By contrast, offering

" The other factors are innovation without permission and low costs of application innovation.

'® For a more detailed summary of the argument, see the Section “Network Neutrality and Quality of Service” in this
Executive Summary below.

'® The conditions are described on p. xi of this Executive Summary above. According the Open Internet Order,
charging application or content providers who are not the network provider’s Internet access service customers for
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Quality of Service exclusively to one or more applications within a class of “like” applications is
unlikely to be reasonable. Offering different types of service to different provider-defined classes
of applications is also likely to be unreasonable, even if the network provider treats like traffic
alike (that is, even if it does not discriminate among classes of applications that are alike and
does not discriminate among like applications within a class).

In addition to specifying which factors should be used in evaluating discriminatory
conduct under the FCC’s “no unreasonable discrimination” standard, the order explicitly rejects
some alternative interpretations. In particular, the order explicitly rejects the view that the rules
should only prohibit discrimination that is “anticompetitive.” This is an important clarification.
Such a rule (or an interpretation of the FCC’s rule that restricted unreasonable discrimination to
discrimination that is anticompetitive) would have made it impossible to successfully bring
complaints against many types of discriminatory conduct that network neutrality proponents are
concerned about.

Overall, the FCC’s non-discrimination rule (as clarified by the order) provides more
clarity to industry participants than the case-by-case approaches discussed above and provides
additional guidance to the bureaus within the FCC which may enforce the order. Substantively,
the framework adopted by the order reinforces key values that were at the core of the Internet’s
success. Still, compared with the approach proposed by this paper, the rule provides less
certainty to market participants and leaves considerably more discretion to later adjudicators. As
a result, the rule still shares many of the social costs with the less precise case-by-case
approaches discussed above.

Network Neutrality and Quality of Service

The network neutrality debate is often framed as a debate for or against Quality of Service. This
is not correct. Some proposals take an all-or-nothing approach to discrimination. They ban or
allow all forms of discrimination and, consequently, Quality of Service. Most proposals take a
more nuanced position. They allow some, but not all forms of Quality of Service, with different
proposals drawing the line between acceptable and unacceptable forms of Quality of Service in
different ways.

Often, it is not immediately apparent how a specific non-discrimination rule affects
network providers’ ability to offer Quality of Service. To address this problem, this paper
explores the effect of the various proposals on the different forms of Quality of Service. The
results of this analysis are summarized in Table 1: The Impact of Different Non-Discrimination
Rules on Quality of Service below.

Underlying the differences between the proposals are disagreements over the social
benefits and costs of the different forms of Quality of Service. In this respect, the paper offers

prioritized or otherwise enhanced access to its Internet access service customers is unlikely to be reasonable under
the order’s non-discrimination rule. Thus, under the Open Internet rules, network providers are (most likely) allowed to
charge only their own Internet access service customers for any differential treatment allowed by the non-
discrimination rule. See van Schewick (2010c).
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interesting new insights. Most network neutrality proponents agree that allowing network
providers to offer Quality of Service exclusively to one or more applications within a class of
“like” applications should be prohibited, and this paper shares that view:'” This type of Quality of
Service interferes with users’ ability to use the applications of their choice without interference
from network providers and enables network providers to use the provision of Quality of Service
as a tool to distort competition among applications within a class, which is exactly what network
neutrality rules are designed to prevent.

By contrast, many network neutrality proponents see no problems with allowing network
providers to offer different types of service to different provider-defined classes of applications,
as long as the network provider treats like traffic alike. In other words, they would allow network
providers to provide different types of service to different provider-defined classes of
applications that are not alike, as long as they do not discriminate among classes of applications
that are alike or among applications within a class of like applications. This requirement is often
called “like treatment.”"®

The positive stance towards forms of Quality of Service that provide like treatment is
based on the assumption that discriminating among classes of applications that are not alike is
socially harmless and should therefore be allowed. As this paper shows, this assumption is not
correct. In many cases, discrimination among classes of applications hurts some classes of
applications, even if the classes are not alike. For example, some Internet applications such as
Internet telephony applications, Internet messaging applications or Internet video offerings
compete with network-provider services that are sold separately from Internet access and do not
run over the Internet-access portion of the network provider’s access network. In these cases,
discriminating against all applications in that class allows the network provider to favor its own
offering without discriminating among applications within the class. Moreover, applications in a
class can be harmed by differential treatment even if they do not compete directly with
applications in other classes that are treated more favorably.

In addition, like treatment negatively affects several of the factors that have fostered
application innovation in the past. First, like treatment removes the application-blindness of the
network. Allowing network providers to treat classes of applications differently requires the
network provider to identify the different applications on its network in order to decide which
class they belong to and determine the appropriate type of service. Since the concept of “like
applications” is not well defined, network providers have broad discretion to decide which
applications are alike, which allows them to deliberately or inadvertently distort competition
among applications or classes of applications. Second, like treatment violates the principle of
user choice. Under like treatment, network providers, not users, choose which application
should get which Quality of Service. Since users’ preferences for Quality of Service are not
necessarily the same across users and may even vary for the same user over time, letting

7 On this form of Quality of Service, see Section “Ban Discrimination Among Like Applications and Classes of
Applications” in the paper.

'® On this form of Quality of Service, see Section “Allow Discrimination Among Classes of Applications That Are Not
Alike” in the paper.
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network providers determine which applications gets which Quality of Service will result in levels
of Quality of Service that do not meet users’ needs. Third, like treatment harms application
innovation by requiring innovators to convince network providers that their application belongs to
a certain class. Requiring network providers to take action before an application can get the
Quality of Service it needs violates the principle of innovation without permission and reduces
the chance that new applications actually get the type of service they need. Finally, disputes
over which classes of applications are alike, or whether a certain application belongs to a
certain class, are likely to be frequent and difficult to resolve, creating high costs of regulation.

Thus, contrary to what is commonly assumed, forms of Quality of Service that respect
the principle of like treatment do not adequately protect the values that network neutrality is
designed to protect and should not be allowed under a network neutrality regime.

By contrast, Quality of Service architectures where network providers make different
types of service available equally to all applications and classes of applications and where users
choose whether and when to use which type of service do not raise similar concerns.'® First,
they preserve the application-blindness of the network: The provision of Quality of Service is not
dependent on which applications users are using, but on the Quality-of-Service-related choices
that users make; thus, the network providers does not need to know anything about which
applications are using its network in order for this scheme to work. The network provider only
makes different classes of service available, but does not have any role in deciding which
application gets which Quality of Service; this choice is for users to make. As a result, network
providers cannot use the provision of Quality of Service as a mechanism to distort competition
among applications or classes of applications. Second, since users choose when and for which
applications to use which type of service (in line with the principle of user choice), they can get
exactly the Quality of Service that meets their preferences, even if these preferences differ
across users or (for a single user) over time. Third, in line with the principle of innovation without
permission, an innovator does not need support from the network provider in order for his
application to get the Quality of Service it needs. The only actors who need to be convinced that
the application needs Quality of Service are the innovator, who needs to communicate this to
the user, and the user, who wants to use the application. This greatly increases the chance that
an application can get the type of service it needs.

In sum, this type of user-controlled Quality of Service offers the same potential social
benefits as other, discriminatory or provider-controlled forms of Quality of Service without the
social costs. With appropriate restrictions on charging and with provisions that protect the
quality of the baseline service from dropping below unacceptable levels, this type of Quality of
Service should be allowed under a network neutrality regime.

19 On this type of Quality of Service, see Section “Ban Application-Specific Discrimination, Allow Application-Agnostic
Discrimination,” Subsection “Allowing the Network to Evolve” in the paper.
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Network Neutrality and Charging for Quality of Service

If policy makers adopt a non-discrimination rule that allows network providers to offer some form
of Quality of Service, they need to decide whether, and if yes, whom network providers should
be allowed to charge for it. Again, policy makers have a number of options, each supported by
at least some proponents of network neutrality: (1) the network provider is not allowed to charge
anyone for the use of Quality of Service (though it can increase the general price for Internet
service); (2) it can charge only its Internet service customers; (3) it can charge its Internet
service customers and/or application and content providers, but is required to offer the service
to application and content providers on a non-discriminatory basis; (4) it can charge its Internet
service customers and/or application and content providers. Concerns about offering differential
treatment and about charging for it are driven by different sets of policy considerations which
should be considered and evaluated separately. | take up restrictions on charging elsewhere.?
There, | argue that network providers should only be allowed to charge their own Internet
service customers for any differential treatment allowed by the non-discrimination rule.?’

Finally, a network provider who is allowed to charge for Quality of Service has an
incentive to degrade the quality of the baseline, best-effort service to motivate users to pay for
an enhanced type of service. To mitigate this problem, any network neutrality regime that allows
network providers to charge for Quality of Service should require the regulatory agency in
charge of enforcing the network neutrality rules to monitor the quality of the baseline service and
set minimum quality standards, if the quality of the baseline service drops below appropriate
levels.?

2% yan Schewick (2010h); van Schewick (2010i); van Schewick (2010d), pp. 278-280, 290-293

#' This restriction would not constrain interconnection agreements in any way. Thus, payments among
interconnecting networks would remain possible.

22 For a discussion of this requirement, see van Schewick (2010a), pp. 10-11. The European Union has adopted a
similar rule following its review of the regulatory framework for telecommunications services. See Article 22(3) of the
Universal Service Directive; European Commission (2007), pp. 92, 95-97, 101.
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Table 1

The Impact of Different Non-Discrimination Rules on Quality of Service
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Forms of QoS

Provider-controlled QoS to
individual applications within

QoS to provider-defined
classes of applications

User-controlled QoS

Rules a class of like applications
Allow all discrimination allowed* allowed* allowed*
Case-by-case approaches unclear unclear unclear

Ban discrimination that is
not disclosed

allowed, if disclosed”

allowed, if disclosed”

allowed, if disclosed”

Ban discrimination among banned allowed, as long as like traffic is allowed, if
like applications and classes treated alike* (1) different classes of service are made available equally to all
of applications, allow applications and classes of applications; AND
discrimination among (2) user is able to choose whether and when to use which class of
classes of applications that service.*
are not alike and application-
agnostic discrimination
(“like treatment™)
Ban application-specific banned banned allowed, if
discrimination, allow (1) different classes of service are made available equally to all
application-agnostic applications and classes of applications;
discrimination (2) user is able to choose whether and when to use which class of
service.*
FCC’s non-discrimination likely banned likely banned likely allowed, if
rule (1) different classes of service are made available equally to all
applications and classes of applications;
(2) user is able to choose whether and when to use which class of
service; AND
(3) network provider charges only its own Internet service
customers for the use of the different classes of service.**

Ban all discrimination banned banned banned

* If policy makers adopt a non-discrimination rule that allows network providers to offer some form of Quality of Service, they need to decide whether, and if yes, whom network providers should be
allowed to charge for it. As | argue elsewhere, network providers should only be allowed to charge their own Internet service customers for any differential treatment allowed by the non-discrimination

rule.

** According the FCC’s Open Internet Order, charging application or content providers who are not the network provider’s Internet access service customers for prioritized or otherwise enhanced
access to its Internet access service customers is likely to be unreasonable. Thus, under the Open Internet rules, network providers are allowed to charge only their own Internet access service
customers for any differential treatment allowed by the non-discrimination rule.
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INTRODUCTION'

Over the past ten years, the debate over "network neutrality" has remained one of the central
debates in Internet policy. Governments all over the world, including the United States, the
European Union, the United Kingdom, France and Germany, have been investigating whether
legislative or regulatory action is needed to limit the ability of providers of Internet access
services to interfere with the applications, content and services on their networks. (Throughout
this paper, | use the terms “providers of Internet access service”, “Internet service providers”, or
“network providers” interchangeably.)

The network neutrality debate was triggered by a change in technology. The original
architecture of the Internet was based on the layering principle and on the broad version of the
end-to-end arguments. As a consequence of this design, the network was application-blind, that
is, it could not distinguish between the applications, content and services that were running over
the network.? As a result, network providers could not control the applications and content on
their networks. This allowed users to decide how they wanted to use the network, without
interference from network providers. Today, technology is available that enables network
providers to identify the applications and content on their networks and control their execution.?

Whether and how the law should react to this changed situation is the subject of the
network neutrality debate. Network neutrality proponents argue that Internet service providers
have incentives to use this technology in socially harmful ways, and that the existing laws in
many countries do not sufficiently constrain providers’ ability to do so. Proponents contend that
users, not network providers, should continue to decide how they want to use the Internet if the
Internet is to realize its full economic, social, cultural and political potential and that the law
should restrict Internet service providers’ ability to interfere with the applications, content and
services on their network. While the debate originally focused on the need for rules against
blocking and discrimination, it has since evolved into a number of sub-debates, which focus on
the various ways in which a network provider could exploit its ability to control or interfere with
the applications on its network and discuss whether rules are needed to address the problems a
particular practice may cause, and if so, which ones.

As a result, legislators and regulators considering whether to enact network neutrality
rules need to answer a series of questions in order to decide which, if any, network neutrality
rules they should adopt (see Box 2: Thinking About Network Neutrality Rules). The first question
is: “Do we need a rule against blocking, i.e. a rule that forbids network providers from blocking
applications, content and services on their networks?” Such a rule is part of all network
neutrality proposals; this is the one rule on which all network neutrality proponents agree. This
paper assumes that the case for a rule against blocking has been made.*

This paper focuses on the second question: “Should the rules also ban discrimination
(i.e., differential treatment that falls short of blocking), and, if yes, which forms of differential
treatment should be banned?” For example, if a network provider slows down Internet video
applications like Hulu or YouTube that compete with the network provider’s own Internet video
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application, or provides quality of service only to its own Internet video application, should these
practices be prohibited, too?

The answer depends in part on what the goals of network neutrality regulation should be.
According to most network neutrality proponents, network neutrality rules are intended to
preserve the Internet’s ability to serve as an open, general-purpose infrastructure that provides
value to society over time in various economic and non-economic ways. Thus, network
neutrality proponents base their calls for regulation on a theoretical framework that considers a
broad range of economic and non-economic harms. The Federal Communications
Commission’s Open Internet rules are based on this broad framework as well. By contrast,
some participants in the debate view the network neutrality debate through an antitrust lens and
evaluate and address concerns about blocking, discrimination or other practices based on an
antitrust framework. Among network neutrality proponents, this is a minority position. | address
the debate over the right framework elsewhere.® This paper assumes that the case for the
broader theoretical framework has been made.

Box 2
Thinking About Network Neutrality Rules

Legislators and regulators considering whether to enact network neutrality rules need to answer the
following questions in order to decide which, if any, network neutrality rules they should adopt.

A. Goals of the Rules
General-Purpose Infrastructure vs. Antitrust
B. Rules
1. Ban blocking?
2. Ban discrimination? (This paper)
3. Impose limits on charging?
a. for access to end users?
b. for enhanced access to end users?
C. Exceptions
1. For what?
2. How to define?
D. Scope
1. Wireline vs. Wireless

2. Internet Access Services vs. Specialized Services
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The decision for a specific non-discrimination rule has important implications. In
particular, it affects how the core of the network can evolve, how network providers can manage
their networks, and whether they can offer Quality of Service (QoS) (see Box 3: Quality of
Service). While the original Internet provides a single best-effort service for all packets, a
network that provides Quality of Service offers different types of service to different data
packets.® For example, a particular service may guarantee a minimum bandwidth or maximum
delay, or it may give some data packets priority over others without giving absolute guarantees.’
Different applications have different requirements with respect to reliability, bandwidth or delay.®
While many applications function well with best-effort service, some applications may benefit
from types of service that are more closely tailored to their needs. Thus, whether network
providers are able to offer Quality of Service may have implications for the types of applications
that the Internet can support.

Box 3
Quality of Service

In the original Internet, the network provides a single best-effort service.? That is, the network does
its best to deliver data packets, but does not provide any guarantees with respect to delay,
bandwidth or losses. Thus, the network operates like the default service offered by the postal
service, which does not guarantee when a letter will arrive or whether it will arrive at all. Contrary to
the postal service, which lets users choose services other than the default service like two-day
shipping, the original Internet provides only best-effort service.

But different applications have different needs.'® For example, Internet telephony is very
sensitive to delay, but does not care about occasional packet loss.'" By contrast, e-mail is very
sensitive to packet loss, but does not care about some delay. So you could imagine a network that
treats packets belonging to different applications differently, depending on their needs. For
example, a network could give low-delay service to Internet telephony packets, but best-efforts
service to e-mail packets. A network that offers different types of service to different data packets is
a network that offers “Quality of Service.”

Many observers assume that network neutrality rules would ban Quality of Service. As a
result, the debate over network neutrality is often framed as a debate for or against Quality of
Service."®'™ This assumption is not correct. Quality of Service can be offered in different ways,
which create different social benefits and social costs.'* As this paper will show, only one
proposed non-discrimination rule would ban all forms of Quality of Service. Most proposals, and
most network neutrality proponents, take a more nuanced position. They allow some, but not all
forms of Quality of Service, with different proposals drawing the line between acceptable and
unacceptable forms of Quality of Service in different ways. Underlying these differences is a
disagreement over which forms of Quality of Service are socially harmful and which are socially
beneficial. Thus, the debate over network neutrality rules and, in particular, over non-
discrimination rules is not a debate for or against Quality of Service. It is a debate over which, if
any, forms of Quality of Service a network neutrality regime should allow.



van Schewick — Network Neutrality and Quality of Service: What a Non-Discrimination Rule Should Look Like

If policy makers adopt a non-discrimination rule that allows network providers to offer
some form of Quality of Service, they need to decide whether, and if yes, whom network
providers should be allowed to charge for it. Again, policy makers have a number of options,
each supported by at least some proponents of network neutrality: (1) the network provider is
not allowed to charge anyone for the use of Quality of Service (though it can increase the
general price for Internet service);'® (2) it can charge only its Internet service customers;'® (3) it
can charge its Internet service customers and/or application and content providers, but is
required to offer the service to application and content providers on a non-discriminatory basis;'’
(4) it can charge its Internet service customers and/or application and content providers.'®
Concerns about offering differential treatment and about charging for it are driven by different
sets of policy considerations which should be considered and evaluated separately. | take up
restrictions on charging elsewhere.” There, | argue that network providers should only be
allowed to charge their own Internet service customers for any differential treatment allowed by
the non-discrimination rule.?

In sum, this paper assumes that the decision to base network neutrality regulation on a
theoretical framework that considers a broader range of harms than an antitrust framework and
the decision to adopt a rule against blocking have been made. Based on that framework, the
paper sets out criteria for evaluating non-discrimination rules and uses these criteria to evaluate
existing proposals for a non-discrimination rule and the non-discrimination rule adopted by the
Federal Communications Commission in its Open Internet Order. In the process, it explains how
the different non-discrimination rules affect network providers’ ability to offer Quality of Service
and which, if any, forms of Quality of Service a non-discrimination rule should allow. The paper
does not address whether and, if yes, whom network providers should be allowed to charge for
any differential treatment that the chosen non-discrimination rule allows.

The paper proceeds in three parts: Network neutrality proponents generally agree that
network neutrality rules should preserve the Internet’s ability to serve as an open, general-
purpose infrastructure that provides value to society over time in various economic and non-
economic ways. There is, however, a lot of uncertainty on how to get from a high-level
commitment to network neutrality to a specific set of rules. Part | proposes a framework that
policy makers and others can use to choose among different options for network neutrality rules.
Most generally, a network neutrality rule should realize the goals of network neutrality
regulation, while minimizing the social costs. In particular, it should preserve the factors that
have allowed the Internet to serve as an engine of innovation and as a platform for political,
social and cultural interaction: application-blindness, user choice, innovation without permission
and low costs of application-innovation. As the paper shows, this framework can also be used to
interpret existing network neutrality rules in light of the goals of network neutrality regulation, or
to decide whether specific discriminatory conduct should or should not be allowed under a
network neutrality regime.
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Part Il evaluates the following proposals for non-discrimination rules against this framework:

* All-or-nothing rules:

- A rule that allows all discrimination. This rule would impose no constraints on a
network provider’s ability to offer Quality of Service.

- A rule that bans all discrimination. This rule would prohibit all forms of Quality of
Service.

» Case-by-case approaches:

— A rule that bans discrimination that would be considered harmful under an
antitrust standard.

- Arrule that bans discrimination that is anticompetitive or harms users.
- Arrule that bans discrimination that is unreasonable.

=  Whether and under which conditions these rules would allow some and, if
yes, which forms of Quality of Service would have to be decided in future
case-by-case adjudications.

e  More nuanced rules:

- A rule that bans discrimination that is not disclosed. This rule would allow all
forms of Quality of Service as long as they are disclosed.

- A rule that bans discrimination among like applications and classes of
applications, but allows discrimination among classes of applications that are not
alike and application-agnostic discrimination. (Throughout this paper, | use
“applications” as shorthand for “applications, content, services, and uses.”) This
rule would allow forms of Quality of Service that provide “like treatment.”

- A rule that bans application-specific discrimination, but allows application-
agnostic discrimination. (Differential treatment is application-specific if it is based
on application or class of application, or, put differently, if it is based on criteria
that depend on an application’s characteristics.)®' This rule would allow certain
forms of user-controlled Quality of Service.

The paper concludes that network neutrality rules should ban blocking and discrimination. They
should ban all application-specific discrimination, but allow all application-agnostic
discrimination.? The rule would be coupled with an exception for reasonable network
management that allows narrowly tailored deviations from this rule if a network management
problem cannot be solved in application-agnostic ways. The proposed rule would allow network
providers to offer different classes of services, if they meet the following conditions:

(1) the different classes of service are offered equally to all applications and classes of
applications;

(2) the user is able to choose whether and when to use which class of service; and
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(3) the network provider is allowed to charge only its own Internet service customers (not
application and content providers who are not its Internet service customers) for the use of the
different classes of service.?***

A network provider who is allowed to charge for Quality of Service has an incentive to
degrade the quality of the baseline, best-effort service to motivate users to pay for an enhanced
type of service. To mitigate this problem, the rules should require the regulatory agency in
charge of enforcing the network neutrality rules to monitor the quality of the baseline service and
set minimum quality standards, if the quality of the baseline service drops below appropriate
levels.?®

Part 11l sets out the non-discrimination rule for fixed broadband Internet access that the
FCC adopted as part of its Open Internet rules. It evaluates the rule against the framework used
throughout this paper and discusses how the rule affects network providers’ ability to offer
Quality of Service. Like one of the case-by-case approaches discussed in Part Il, the rule bans
discrimination that is “unreasonable.” Contrary to that proposal, which did not specify how to
interpret the term, the text of the Open Internet order specifies the factors that the FCC will use
to evaluate the reasonableness of differential treatment in future adjudications. (The same
factors will be used to evaluate discriminatory or exclusionary network management practices
under the exception for reasonable network management.?®) The substantive factors adopted by
the FCC — use-agnostic discrimination and end-user control — are identical with two factors —
application-blindness and user choice — that are used to evaluate non-discrimination rules and
discriminatory conduct throughout this paper. Additionally, preserving innovation without
permission — the third factor used throughout this paper — is an explicit purpose of the Open
Internet rules. As an explicit purpose of the rules, this factor can be used to interpret any
provision of the rules, including the non-discrimination rule. As the paper shows, using these
factors as guidelines for evaluating behavior provides clear answers regarding which types of
differential treatment should or should not be allowed. Thus, the results of the paper can provide
guidance to market participants or future adjudicators as to how the FCC’s non-discrimination
rule and reasonable-network-management exception would apply to specific discriminatory
conduct.

In particular, they indicate which forms of Quality of Service are likely to be allowed
under the Open Internet rules. Under the FCC’s standard as clarified by the order, user-
controlled Quality of Service that meets the conditions outlined above is likely to be
reasonable.?” By contrast, offering Quality of Service exclusively to one or more applications
within a class of “like” applications is unlikely to be reasonable. Offering different types of
service to different provider-defined classes of applications is also likely to be unreasonable,
even if the network provider treats like traffic alike (that is, even if it does not discriminate among
classes of applications that are alike and does not discriminate among like applications within a
class).
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A FRAMEWORK FOR EVALUATING NETWORK NEUTRALITY RULES

When evaluating alternative proposals for non-discrimination rules or other network neutrality
rules, legislators or regulators should consider a number of factors. Non-discrimination rules are
part of a set of network neutrality rules that share common goals. Thus, an important criterion in
evaluating proposals is how well they support these goals. The answer depends, of course, on
what these goals are.

Some patrticipants in the network neutrality debate view the debate through an antitrust
lens. They interpret concerns about blocking or discrimination as concerns about anticompetitive
vertical leveraging or vertical foreclosure, and apply an antitrust framework to evaluate and
address these concerns.?® Among network neutrality proponents, this is a minority position.
Most network neutrality proponents base calls for network neutrality regulation on a broader
theoretical framework that considers a broader range of economic and non-economic harms.®
Due to these differences, proponents of an antitrust framework and proponents of a broader
framework will reach differing conclusions when evaluating proposals.®® | take up the question of
the right framework elsewhere.®’ This paper assumes that the decision to base network
neutrality regulation on the broader theoretical framework has been made. The FCC’s Open
Internet rules are based on this broader framework as well.**

According to this broader theoretical framework, network neutrality regulation serves a
number of goals. Most generally, network neutrality rules are intended to preserve the Internet’s
ability to serve as an open, general-purpose infrastructure that provides value to society over
time in various economic and non-economic ways.*® More specifically, network neutrality rules
aim to, first, foster innovation in applications.** Fostering application innovation is not only
critical for economic growth.** A greater number of applications also increases the Internet’s
potential to create value in the social, cultural, and political domains.®** Second, network
neutrality rules are designed to protect users’ ability to choose how they want to use the
network, without interference from network providers. This ability to choose is fundamental if the
Internet is to create maximum value, for users and for society.?” Third, network neutrality rules
aim to preserve the Internet's ability to improve democratic discourse, facilitate political
organization and action and to provide a decentralized environment for social, cultural and
political interaction in which anybody can participate.®®

Network neutrality rules also have social costs:* They limit the evolution of the network’s
core and limit network providers’ ability to realize all potential efficiency gains or optimize the
network in favor of the applications of the day. They reduce network providers’ profits, and, like
any regulatory regime, create costs of regulation that burden providers, users and society as a
whole.

Thus, the decision to adopt network neutrality rules is based on a trade-off.*® In a way,
the first three costs are the price for a system that can evolve and support new applications in
the future.*’ And while lower profits may to some degree reduce network providers’ incentives to
deploy more and better broadband networks, letting network providers block, discriminate or
charge access fees removes the very features that were at the core of the Internet’s success.
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Given that there are other ways to foster broadband deployment that are not similarly harmful,
sacrificing the very aspects that drive the Internet’s value seems too high a price to pay.** As
Tim Wu put it, it is like selling the painting to get a better frame.* Based on this reasoning,
network neutrality proponents resolve the trade-off in favor of the social benefits.***°

As the paper will show, different proposals for a non-discrimination rule support the
goals of network neutrality regulation to varying degrees and have different social benefits and
social costs. The ideal rule realizes the goals of network neutrality regulation, maximizes the
social benefits and minimizes the social costs.

In line with these considerations, a non-discrimination rule (or any other network
neutrality rule) should meet the following criteria:*®

There are a number of factors that have allowed the Internet to foster application
innovation, improve democratic discourse, facilitate political organization and action, and
provide a more decentralized environment for social, cultural and political interaction in which
anybody can participate. They need to be preserved, if the Internet is to serve as an engine of
innovation and as a platform for free speech and social, cultural and political interaction in the
future. To make sure they are indeed preserved, these factors should serve as guiding
principles when choosing among alternative options for network neutrality rules, as well as when
evaluating discriminatory conduct under existing network neutrality rules.*”** As | explained
elsewhere, these factors are:*

* Innovator choice: Innovators independently choose which applications they want to
pursue; they do not need support or “permission” from network providers in order to
realize their ideas for an application (this factor has also been called “innovation
without permission”. Adding additional decision-makers who need to endorse the
idea or take action before an idea can be realized reduces the chances that
innovative ideas can be realized.”

* User choice: Users independently choose which applications they want to use,
without interference from network providers. Letting users, not network providers
choose which applications will be successful is an important part of the mechanism
that produces innovation under uncertainty.’’ At the same time, letting users choose
how they want to use the network enables them to use the Internet in a way that
creates more value for them (and for society) than if network providers made this
choice.*® (See Box 4: The Importance of User Choice.)

* Application-Blindness: The network is application-blind. An application-blind network
is unable to distinguish among the applications on the network, and, as a result, is
unable to make distinctions among data packets based on this information.*® The
application-blindness of the network ensures that network providers cannot interfere
with innovators’ and users’ choices, that they cannot distort competition among
applications (or classes of applications) or reduce application developers’ profits
through access fees® (we may call this “innovation without fear”).

* Low costs of application innovation: The low costs of application innovation not only
make many more applications worth pursuing, but also allow a large and diverse
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group of people to become innovators.”® If there is uncertainty (e.g., about
technology or user needs) or user needs are heterogeneous, a larger and more
diverse group of innovators will create more and better application innovation than a
smaller, less diverse group of innovators, and these applications will better meet the
needs of Internet users.* In the current Internet, there is uncertainty and user needs
are heterogeneous, so the conditions under which innovator diversity increases the
amount and quality of innovation are met.*’

Box 4
The Importance of User Choice

Why the emphasis on user choice? As | explained in my testimony at the Federal Communications
Commission Second En Banc Hearing on Broadband Management Practices in April 2008, ‘{flirst,
user choice is fundamental if the Internet is to create the maximum value to society. The Internet is
a general purpose technology. It does not create value through its existence alone. It creates value
by enabling users to do the things they want or need to do. Users know best what this is. As a
result, users, not network providers should be able to decide how they would like to use the
network, and what is important to them. Of course, in order for users to behave efficiently, they also
need to bear (at least some of) the costs of their actions, something which the current system does
not sufficiently provide.

User choice is also a fundamental component of the mechanism that enables application-
level innovation to function effectively. In the current Internet, it is impossible to predict what future
applications will be successful. Enabling widespread experimentation at the application-level and
enabling users to choose the applications they prefer is at the heart of the mechanism that enables
innovation under uncertainty to be successful.

By singling out specific applications, network providers pick winners and losers on the
Internet. Whom they pick may be driven by a number of motivations that are not necessarily
identical with what users would prefer, leading to applications that users would not have chosen
and forcing users to engage in an Internet usage that does not create the value it could.
Consumers, not network providers, should continue to choose winners and losers on the Internet.”®

To minimize the social costs of network neutrality rules, a non-discrimination rule should
not constrain the evolution of the network more than is necessary to reach the goals of network
neutrality regulation. It should keep the cost of regulation low and minimize the other social
costs of the rule as much as possible.

Finally, the rule should make it easy to determine which behavior is and is not allowed to
provide certainty for industry participants. For application providers, uncertainty over the level of
protection provided by the rule reduces their incentives to innovate and their ability to get
funding.®® For network providers, uncertainty over the legality of network management practices
or of different forms of Quality of Service may make it more difficult to manage their network and
may limit the evolution of the network infrastructure. Uncertainty over the regulatory regime may
also reduce network providers’ incentives to invest more generally.®® Thus, certainty increases
the social benefits and reduces the social costs of a non-discrimination rule.
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In sum, policy makers should look for a rule that fosters application innovation, protects
user choice and preserves the Internet’s social, cultural and political potential while avoiding
unnecessary social costs (for a summary of the framework, see Box 5: A Framework for
Evaluating Network Neutrality Rules). In particular, the rule should preserve user choice,
innovation without permission, application-blindness and low costs of application innovation. As
this paper will show, this framework can not only help guide the choice among alternative
proposals for non-discrimination rules or other network neutrality rules. It can also be used to
interpret existing non-discrimination rules or evaluate specific forms of discriminatory conduct.

Box 5
A Framework for Evaluating Network Neutrality Rules

A network neutrality rule should meet the following criteria:

* It should preserve the factors that have allowed the Internet to serve as a platform for
application innovation, free speech and decentralized economic, social, cultural and political
interaction in the past:

- User choice: Users independently choose which applications they want to use,
without interference from network providers.

- Innovation without permission: Innovators independently choose which
applications they want to pursue; they do not need support or “permission” from
network providers in order to realize their ideas for an application.

- Application-blindness: The network is application-blind. An application-blind
network is unable to distinguish among the applications on the network, and,
as a result, is unable to make distinctions among data packets based on this
information.

- Low costs of application innovation: The costs of application innovation are
low.

e It should not constrain the evolution of the network more than is necessary to reach the goals
of network neutrality regulation.

* It should make it easy to determine which behavior is and is not allowed to provide much-
needed certainty for industry participants.

* It should keep the costs of regulation low.

In its Open Internet order, the FCC adopted a similar framework. The rules are explicitly
based on the broader theoretical framework supported by most network neutrality proponents
and used by this paper.®’ Preserving user choice and innovation without permission is an
explicit purpose of the rules. Thus, these factors can be used to guide the interpretation of
individual provisions of the Open Internet rules.®® Moreover, as will be explained in more detail
below,® the text of the order explicitly specifies that the FCC will evaluate discriminatory
conduct based on how well it preserves user choice and the application-blindness of the
network in order to determine whether the behavior is “reasonable” and therefore allowed under
the Open Internet rules’ non-discrimination rule. (The same factors will be used to evaluate
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discriminatory or exclusionary conduct under the rules’ exception for reasonable network
management.) Thus, the FCC explicitly specifies that it will interpret key provisions of its rules —
the non-discrimination rule for fixed broadband Internet access and the reasonable-network-
management exception —based on how well they preserve three of the factors used to evaluate
alternative options for non-discrimination rules and specific discriminatory conduct throughout
this paper: user choice, application-blindness and innovation without permission.®* Thus, the
results of this paper indicate how the non-discrimination rule and reasonable-network-
management exception could apply to specific discriminatory conduct, which, in turn, may help
adjudicators apply these rules in specific cases or help market participants understand the
implications of these rules in more detail.

PROPOSALS FOR NON-DISCRIMINATION RULES

When determining whether to adopt network neutrality rules, legislators and regulators need to
decide whether the network neutrality rules should only ban blocking, or also discrimination, and
if they decide to ban discrimination, how discrimination should be defined. The answers to these
questions may affect how the core of the network can evolve. In particular, they determine
whether a network provider can offer Quality of Service.®’

SCOPE OF NON-DISCRIMINATION RULES

Non-discrimination rules apply to any form of differential treatment that falls short of blocking.
The most obvious examples involve differential handling of data packets associated with
different applications or uses. For example, a network provider may provide a low-delay service
to its own streaming video application, but not to competing streaming video applications.
Streaming video applications are sensitive to delay, so this increases the relative performance
of the network provider’s own application during times of congestion.66

The scope of non-discrimination rules is, however, not restricted to differential handling
of packets in the network. Network neutrality rules aim to prevent network providers from
distorting the playing field among applications or classes of applications, and from interfering
with users’ choices regarding the use of the network. In line with this goal, non-discrimination
rules apply to any form of differential treatment that may make some applications or classes of
applications or uses relatively more attractive to users than others. Consider an Internet service
provider whose Internet service is subject to a monthly bandwidth cap. Traffic associated with its
own streaming video application does not count towards the bandwidth cap, while the traffic of
unaffiliated applications counts towards the bandwidth cap. (For an example, see Box 6:
Differential Counting of Traffic Towards the Monthly Bandwidth Cap: Comcast’s Xfinity TV App
for the Xbox). Other things being equal, this makes the Internet service provider’s streaming
video application relatively more attractive. For a video that produces 2 GB of traffic, using an
unaffiliated application brings the user 2 GB closer to his bandwidth cap. By contrast, a user
who chooses the Internet service provider’s application keeps the option of using the 2 GB of his
monthly bandwidth allowance that would have been used by this video for something else
instead. Users of the unaffiliated application who have exhausted the monthly bandwidth
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allowance will have to bear the consequences of using another 2 GB (e.g., paying overage
charges, having their traffic throttled or being cut off from Internet access), while users of the
affiliated application do not face any consequences. Thus, although the data packets associated
with different streaming video applications receive the same technical treatment in the
network,67 the practice of counting only some streaming video applications towards the monthly
bandwidth cap would still be subject to the non-discrimination rules discussed in this paper.

Box 6
Differential Counting of Traffic Towards the Monthly Bandwidth Cap: Comcast’s Xfinity TV App for the
Xbox

In the US, Comcast just introduced a new application for the Xbox, the Xfinity TV App, which allows
Comcast’s Internet service subscribers to view selected video content from Comcast’s on-demand
service on the Xbox, if they also subscribe to Comcast’s traditional video offering and Microsoft Xbox
Live Gold subscription service. Comcast’s Internet service has a 250 GB monthly bandwidth cap.68
Traffic associated with the Xfinity TV App to the Xbox does not count towards that cap, while traffic
of other applications that also allow users to view on-demand video content on the Xbox (e.g., HBO
Go or Netflix) does.” As explained in the text, this type of differential counting of traffic towards the
monthly bandwidth cap is generally subject to the non-discrimination rules discussed in this paper,
even if the data packets associated with the different streaming video applications receive the same
technical treatment in the network.”” Comcast claims, however, that the Xfinity TV App is not
provided over the public Internet and is therefore not subject to the FCC’s Open Internet rules.”’
Whether this assessment is correct is outside the scope of this paper.

It is unclear whether Comcast also prioritizes traffic associated with the Xfinity TV App for
the Xbox over other traffic travelling to and from the Xbox. Tests have shown, and Comcast admits,
that Xfinity TV App traffic receives special marking. In tests, the marked Xfinity TV App traffic
consistently outperformed unmarked Netflix traffic to the Xbox during times of congestion, but
Comcast claims it is not prioritizing this traffic.”

Internet service providers may also favor specific applications or classes of applications
over others by charging different application-specific Internet access charges for different
applications or types of applications.73 For example, an Internet service provider may charge a
higher bandwidth-adjusted Internet access charge for traffic used by Internet telephony than for
traffic used by other applications, e.g., to extract more of the value that Internet telephony users
realize from the use of that application.74 Other things being equal, this increases the costs of
using Internet telephony relative to other applications, making Internet telephony relatively less
attractive.”” Thus, pricing plans that impose different bandwidth-adjusted Internet access
charges on different applications would be subject to the non-discrimination rules in this paper,
even if the data packets associated with the different applications receive the same treatment in
the network.
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ALL- OR NOTHING-APPROACHES

A first set of approaches takes an all-or-nothing position towards differential treatment of
packets.

Allow All Discrimination (or “No Rule Against Discrimination”)

Network providers and other opponents of network neutrality regulation oppose any restrictions
on network providers’ ability to differentiate among data packets.76 They would not adopt a non-
discrimination rule and allow all discrimination instead. This approach would not restrict network
providers’ ability to offer Quality of Service in any way. The Federal Communications
Commission’s Open Internet Order adopted this approach for wireless networks in December
2010. The Open Internet rules for wireless networks ban blocking of some, though not all
applications, but do not impose any restrictions on discrimination.”’

Proponents of this approach contend that a ban on all discrimination would make it
impossible to offer services such as Quality of Service, or to manage networks during times of
congestion.78 Without Quality of Service, proponents of this option argue, certain types of
applications — those that require special treatment from the network — will not be able to operate.
Thus, banning Quality of Service may reduce innovation in applications that need or benefit from
Quality of Service and deprive users and society of the benefits these applications would have
created.” While some forms of differential treatments such as those involved in Quality of
Service would be socially beneficial, the argument continues, trying to distinguish between
beneficial and harmful discrimination (to the extent it exists) would be too difficult.*® Since
technology is evolving rapidly, regulators are likely to get it wrong.81 Even if legislators or
regulators succeed in identifying criteria that accurately distinguish between beneficial and
harmful discrimination when the regulation is enacted, these criteria may not be accurate in the
future. For these reasons, regulators should give up on trying to separate socially beneficial
from socially harmful discrimination and allow all discrimination instead.

This view fails to recognize that banning blocking, but allowing discrimination will make
the rule against blocking meaningless by offering a legal alternative to blocking that is less
costly and potentially more effective.*® Discrimination is an attractive alternative to blocking.
Discrimination reduces the perceived quality of the affected application relative to others. If a
network provider secretly slows down packets or uses methods that are difficult to detect, its
customers may attribute poor performance of the affected application or website to design flaws,
and happily switch to the network provider’s supposedly superior offering. While the result of
blocking and discrimination is the same - the network provider’s Internet service customers stop
using the blocked or degraded application and switch to the application that is not blocked or
degraded -, the costs of using discrimination instead of blocking are much lower. If the network
provider blocks an application, users will notice and may switch to another Internet service
provider.83 By contrast, users who do not realize that their network provider interfered with their
preferred application and think they chose the better application will have no incentive to
switch.®
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Based on these considerations, we would expect network providers to prefer
discrimination over outright blocking. Network providers’ actual behavior is in line with these
predictions. In the examples that are often highlighted in the debate, network providers often
use methods that make it more difficult or costly to reach particular applications or content
instead of blocking access to them completely. For example, as the investigation of network
providers’ Internet traffic management practices by the Canadian Radio-television and
Telecommunications Commission showed, most of the larger Canadian Internet service
providers only throttled or otherwise interfered with peer-to-peer file-sharing applications, but did
not block them completely.85 Similarly, in 2009, British Telecom (BT) restricted the bandwidth
available to the BBC iPlayer and other streaming video applications to 986 kilobytes/sec in BT’s
“Up to 8 Mbps Option 1”7 broadband service; it did not block these applications completely.86
Available evidence suggests that network providers are well aware of the advantages of this
strategy. In 2007, Comcast was found to be interfering with BitTorrent and other peer-to-peer
file-sharing applications. To shut down BitTorrent connections, Comcast used “forged” data
packets that seemed to come from the other party involved in the specific BitTorrent
connection.”” RCN, a competitive cable provider in the US, used the same technology from
2005 to 2009.** As white papers produced by Comcast’s equipment vendor, Sandvine, showed,
this method of interference was deliberately chosen to prevent customers from noticing the
interference.®” Network providers know that the use of file-sharing applications is an important
driver of broadband adoption, and they do not want to lose customers who wish to use these
applications.””

Finally, proponents of this approach implicitly assume that all forms of Quality of Service
are equally beneficial. This assumption is not correct. Different forms of Quality of Service have
different social benefits and social costs. Some are socially beneficial, some are socially
harmful. As a result, a blanked permission of Quality of Service is not justified.

In sum, allowing all forms of discrimination does not adequately protect users and
application developers against socially harmful discrimination and makes the rule against
blocking meaningless. Thus, an effective network neutrality regime needs to ban blocking and
socially harmful discrimination. As will be explained below, beneficial forms of discrimination can
be accommodated through the definition of discrimination or through exceptions.

Ban All Discrimination

By contrast, some patrticipants in the debate would ban all discrimination, requiring network
providers to treat every packet the same.”’ The FCC’s draft rules in the Open Internet
Proceeding are an example of this type of non-discrimination rule.” A rule that required network
providers to treat every packet the same would make it impossible to offer Quality of Service,
which, by definition, entails the network treating packets differently.93

Proponents of this option are concerned that network providers may use the provision of
Quality of Service as a tool to distort competition among applications or classes of applications.
For example, they are concerned that a network provider may offer Quality of Service
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exclusively to its own application, but not to other, competing applications, or may sell Quality of
Service exclusively to one of several competing applications.94 They also point out that network
providers who offer Quality of Service and are allowed to charge for it have an incentive to
reduce the quality of the baseline service below acceptable levels to motivate users to pay for
better service.”> Moreover, selling Quality of Service allows network providers to profit from
bandwidth scarcity, which reduces their incentives to increase the capacity of their networks.”
While these arguments all have merit, these problems can be solved without totally banning
Quality of Service. As will be explained below, it is sufficient to constrain how Quality of Service
can be offered”’ and charged for.”®

Proponents of this option also question the need for Quality of Service.” So far, the lack
of Quality of Service in the public Internet has not prevented real-time applications from
becoming successful.'” For example, although Internet telephony is sensitive to delay and may
benefit from a network service that guarantees low delay, Internet telephony applications such
as Skype or Vonage work well in the current Internet.’®! Video telephony applications like Skype
or Google Video Chat function over today’s broadband connections.'” The success of real-time
applications despite the lack of Quality of Service seems to be due to two factors: in many
regions the current Internet seems to have sufficient capacity to prevent the lack of Quality of
Service from becoming a problem.103 In addition, network engineers and application designers
have developed techniques that help real-time applications cope with the problems resulting
from best-effort service.'®* While it is unclear whether the lack of Quality of Service in the public
Internet is currently preventing certain types of real-time applications from developing, it is
possible, as a theoretical matter, that the lack of Quality of Service may preclude certain types
of applications that have stricter requirements than the current best-effort Internet can provide.
For example, a best-effort network cannot provide any guarantees with respect to bandwidth or
delay, making it impossible to support applications that strictly need guaranteed bandwidth or
delay.'” Thus, it is at least possible that a total ban on Quality of Service may reduce innovation
in QoS-sensitive applications, harming users who would have benefited from these
applications.106 Moreover, even in a well-provisioned network, temporary congestion can occur.
During these times, even real-time applications that generally function well in a best-effort
network may benefit from the ability to receive Quality of Service.'”” Allowing certain forms of
Quality of Service may also allow users to more efficiently use the limited amount of bandwidth
available to them during times of congestion by giving them the opportunity to decide which of
their applications to prioritize.108

Finally, proponents of a ban point out that network engineers disagree over the value of
Quality of Service. Providing Quality of Service makes the network more complex. Network
engineers debate whether the added complexity is worth the effort, or whether increasing
network capacity (a solution that is called “overprovisioning”) would be preferable.109 If there is
enough capacity, there is no congestion and the level of delay is low enough to be tolerable for
real-time applications.110 For example, after trying for several years to implement Quality of
Service mechanisms in the research network Internet2, Internet2 researchers suspended the
effort indefinitely and concluded that adding more capacity was the better solution. In
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congressional testimony and elsewhere, representatives of Internet2 have used this experience
as one of the arguments in favor of overprovisioning over Quality of Service.'"! Whatever the
merits of this debate from an engineering perspective, these arguments should be irrelevant for
the regulatory debate over network neutrality rules. Network neutrality rules are the result of a
trade-off.'"? They impose some constraints on the evolution of the network in order to allow the
Internet to continue to foster application innovation, preserve user choice or foster democratic
discourse. Legislators and regulators need to decide whether restrictions on the evolution of the
network are necessary to protect the values that network neutrality rules are designed to
protect. If the restrictions are not necessary to protect these values, they should not be imposed.
The question of whether certain changes to the network make sense from a technical or
business perspective is a question that should be left to network engineers and network
providers.

In sum, while there are legitimate concerns about the consequences of allowing Quality
of Service on competition among applications or investment in the network, these concerns can
be mitigated without totally banning Quality of Service. Also, different forms of Quality of Service
have different social costs and benefits, so a more nuanced treatment is needed. Finally, it is at
least possible that a total ban on Quality of Service would harm applications that need strict
guarantees from the network. Under these circumstances, requiring network providers to treat
every packet the same would be too restrictive, constraining the evolution of the network more
than absolutely necessary to protect the values that network neutrality is designed to protect.

All-or-nothing approaches are appealing because they impose clear obligations that are
easy to enforce. All industry participants know what to expect and can adjust their behavior
accordingly. These advantages come at a cost. All-or-nothing approaches treat all forms of
discrimination in the same way. As a result, they are either over-inclusive, banning forms of
discrimination that would be socially beneficial, or under-inclusive, allowing socially harmful
forms of discrimination.

CASE-BY-CASE APPROACHES

A second set of approaches wants regulators to determine case-by-case whether discriminatory
behavior that falls short of blocking should be forbidden. Proponents of these approaches
recognize that some forms of differential treatment will be socially harmful, while others will be
socially beneficial. As a result, they reject a blanket ban on discrimination as over-inclusive. At
the same time, they doubt that it is possible to distinguish socially beneficial from socially
harmful differential treatment in advance. According to them, this determination is best made ex
post, when the facts that will allow an accurate assessment of the practice, such as motivations
for and impact of the practice, are known.'"* To support their proposal, they point to the example
of antitrust law, which evaluates behavior that may be anticompetitive or pro-competitive
depending on the circumstances after the fact on a case-by-case basis.'"*

Approaches in this group differ along two dimensions:'"® the degree to which they

prescribe the standard which regulators should use to assess specific discriminatory behavior,
and to what extent they are able to capture the instances of discrimination about which network
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neutrality proponents are concerned. Taken together, these two characteristics determine how
likely it is that an actor that encounters discrimination that network neutrality proponents would
classify as harmful will prevail in the future.

Approaches at one end of the spectrum specify the standard for separating socially
harmful from socially beneficial discrimination, but the standard would not capture many
instances of discrimination that network neutrality proponents are concerned about, classifying
them as socially beneficial. Thus, these approaches would often make it impossible to
successfully challenge behavior that network neutrality proponents would view as harmful.
Proposals that suggest using an antitrust framework are an example of this type of approach.

Approaches at the other end of the spectrum do not specify the standard at all. As a
result, the proposed rule is consistent with interpretations that capture all relevant (from the
perspective of network neutrality proponents) instances of discrimination and with
interpretations that do not. Thus, under such a rule it is at least possible, but not certain, that a
challenge to behavior that network neutrality proponents deem harmful will be successful.''
The draft Open Internet Rules circulated by the FCC Chairman in early December 2010 are an
example of this type of approach. They banned “unreasonable discrimination,” without
specifying how this term should be interpreted.

Ban Discrimination That Violates an Antitrust Framework

The first set of proposals in this group suggests using an antitrust framework to distinguish
socially beneficial from socially harmful discrimination.''” These proposals interpret the
concerns raised by proponents of network neutrality regulation as concerns about
anticompetitive vertical leveraging or vertical foreclosure''* and apply the framework used to
evaluate vertical leveraging and vertical foreclosure claims under the US antitrust laws to
determine whether discriminatory conduct should be banned.''” The term “vertical leveraging”
describes a situation in which a firm that has a monopoly in one market — here, a provider of
Internet access services — “abuses” or “leverages” its market power in the first market to obtain
an unfair'?’ advantage in a second, vertically related market — for example, in the market for a
specific application.121 The term “vertical foreclosure” applies to situations in which a monopolist
in a primary market — i.e., a provider of Internet access service — uses its market power in the
first market to deny firms in a second, vertically related market — i.e. the market for a specific
application — access to that second market.'** Over the years, the views of US antitrust scholars
and courts towards these practices have evolved considerably. Today, US antitrust law
condemns vertical leveraging or vertical foreclosure only if the exclusionary conduct meets the
criteria of Section 2 of the Sherman Act, which prohibits monopolization or attempts to
monopolize.123

This standard does not capture all instances of discrimination that network neutrality
proponents are concerned about. Challenges to discriminatory behavior that network neutrality
proponents deem socially harmful may fail for one of four reasons:
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First, US antitrust law only condemns a network provider’s discriminatory behavior that
affects the market for a specific application, content, or service, if the network provider
participates in that market or is affiliated with a participant in that market. As Areeda and
Hovenkamp’s antitrust treatise explains, “[e]Jven the most expansive formulations of ‘leveraging’
[...] limit the concept to situations where the defendant [i.e. the primary good monopolist]
actually does or intends to do business in the secondary market. Mere injury to firms in a
vertically related market in which the defendant does not operate cannot be leveraging, for
nothing is being leveraged.” 124125

By contrast, network neutrality proponents are also concerned about discrimination in
application markets in which the network provider does not participate. For example, network
providers may have an incentive to block unwanted content that threatens the company’s
interests or does not comply with the network provider’s chosen content policy. This incentive is
independent of whether the network provider operates in the market for the affected content. In
the examples of content-based discrimination that are often mentioned in the debate (e.g.
Telus/Voices for Change; Verizon Wireless/NARAL Pro Choice, Apple/iSinglePayer (see Box 7:
Examples of Content-Based Discrimination)), none of the content providers whose content was
blocked was competing with the network provider. Similarly, a network provider may have an
incentive to exclude or slow down selected bandwidth-intensive applications to manage
bandwidth on its network, even if the network provider does not offer a competing application
itself.'?® In these cases, the resulting harm — users’ inability to participate in social, cultural or
democratic discourse related to the blocked content, their inability to use the Internet in the way
that is most valuable to them, or application developers’ difficulty to obtain funding for an
application — is caused by the discriminatory behavior as such and is independent of whether
the network provider is active in the market or not.

Box 7
Examples of Content-Based Discrimination

In 2005, Telus, Canada’s second largest ISP, blocked access to a Web site that was run by a
member of the Telecommunications Workers Union. At the time, Telus and the union were engaged
in a contentious labor dispute, and the Web site allowed union members to discuss strategies
during the strike. In 2007, Verizon Wireless rejected a request by NARAL Pro-Choice America, an
abortion rights group, to let them send text messages over Verizon Wireless’ network using a five-
digit short code. In the same year, AT&T deleted words from a Webcast of a Pearl Jam concert in
which the singer criticized George W. Bush. In 2009, Apple rejected an application called
“iSinglePayer” that advocated for a single payer health insurance system as “politically charged.”
Verizon Wireless, AT&T and Apple all argued that the rejected or deleted content violated their
content policies. They later changed their view after the incidents had been widely reported. While
the latter three examples are not direct examples of ISPs restricting content on their networks
(Verizon Wireless restricted a service on its wireless mobile network, not the wireless Internet;
Apple acted as provider of the Apple App Store; and AT&T acted in its role as a content provider,
not as ISP), it is easy to imagine virtually identical incidents in which an ISP enacts a content policy
and restricts content on its network accordingly.127

18



van Schewick — Network Neutrality and Quality of Service: What a Non-Discrimination Rule Should Look Like

Second, US antitrust law only condemns vertical leveraging or vertical foreclosure as
monopolization or attempted monopolization under Section 2 of the Sherman Act, if they are
reasonably capable of monopolizing the primary market or the secondary market.'*® Thus, to be
classified as socially harmful under an antitrust framework, a network provider’s discriminatory
behavior in the market for a specific application must be reasonably capable of creating,
increasing or maintaining monopoly power in the market for that application or in the market for
Internet access services.'*’ By contrast, network neutrality proponents may classify
discriminatory behavior as socially harmful even if the behavior is unlikely to monopolize the
application market or the market for Internet access services.

US antitrust law generally only condemns exclusionary conduct if it there is a reasonable
likelihood that the behavior will harm competition, and not just competitors, by worsening the
structure or performance of the affected market."*° In the case of Section 2 of the Sherman Act,
the behavior must be reasonably capable of creating, increasing or maintaining a monopoly, or
of producing the higher prices or lower output or quality that attend monopoly. A firm’s
exclusionary behavior that just harms one or more competitors (e.g., by enlarging that firm’s
market share at the expense of its competitors) without creating or sufficiently threatening the
higher prices or lower output or quality associated with monopoly is outside the scope of Section
2 of the Sherman Act."! Thus, to be condemned as socially harmful under an antitrust
framework, a network provider’s discriminatory conduct in the market for a specific application
would have to drive affected applications from the market for that application, prevent new entry
into an application market that the network provider has already monopolized, or impair the
application provider’s ability to compete effectively by forcing it to operate at a less efficient
scale.

This requirement may be difficult to meet:? In many cases, the market for the

application that is being discriminated against will be national in scope (see Box 8: Relevant
Geographic Market), while the network provider’s customers only make up a part of the nation’s
Internet access customers. For example, in the US, the four largest broadband Internet access
providers currently serve 21% (Comcast), 20% (AT&T), 12% (TimeWarner) and 10% (Verizon)
of the nation’s broadband Internet access customers.””> Whether a network provider’s
discriminatory behavior will be capable of driving the application from the market or of
preventing the application provider from reaching its minimum efficient scale in a way that
unreasonably restrains the application’s ability to compete effectively depends on the number of
foreclosed Internet access customers relative to the overall number of Internet access
customers, on the size of any economies of scale in the market for the application, and on the
size of the cost disadvantage associated with operating at a less than efficient scale. While
many Internet applications are subject to significant economies of scale due to large fixed costs
and low marginal costs or due to network effects,'** exclusion from access to one ISP’s
customers may not create the type of anticompetitive harm that antitrust law is concerned
about."*> In such a case, an antitrust framework would not classify the exclusionary conduct as
socially harmful.
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Box 8
Relevant Geographic Market

The market for an application is national in scope, if the application or content appeals to
consumers nationwide instead of only to consumers in a particular locality. For example, local
yellow pages for a specific region primarily appeal to consumers in that region. Thus, the relevant
geographic market is local. By contrast, an Internet video platform like Hulu offers content that is of
interest to consumers nationwide and has licensed this content for national distribution. Thus, the
relevant geographic market is national.

By contrast, network neutrality proponents may classify behavior as socially harmful even if it is
unlikely to monopolize the market for the affected application. In the Internet context,
discrimination will often be profitable even if it does not monopolize the market for the
application in question.136 While the resulting harm may be irrelevant for antitrust law, network
neutrality proposals are driven by concerns about a broader range of harms than the specific
type of “harm to competition” that antitrust law is concerned with:"*” For example, exclusion
allows the network provider, not the users, to choose which applications will be successful on its
network. This not only distorts competition among applications on the network provider’s
network, but also removes an important part of the mechanism that creates innovation under
uncertainty, reducing the quality of application innovation.'*® The threat of future discrimination
will often reduce the incentives existing and future application providers have to innovate (not
just those of the application provider that is being discriminated against) and will make it more
difficult for them to get funding.139 The resulting decline in the amount and quality of application
innovation limits the Internet’s value for users and its ability to contribute to economic growth.140
Discrimination not only deprives all Internet users of the value of future applications that would
have been developed but for the threat of discrimination. It also harms the network provider’s
Internet access customers who cannot use the application that is being discriminated against.
For applications through which users interact with others (e.g., Internet telephony or online
gaming), the exclusion also harms other network providers’ Internet access customers by
preventing them from using the application to interact with users whose Internet access provider
is blocking the application. Finally, exclusion may impair the Internet’s ability to improve
democratic discourse, to facilitate political organization and action, or to provide a decentralized
environment for social and cultural interaction in which anyone can participate.141 All of these
harms arise even if the behavior is unlikely to monopolize the market for the applications in
question.

Third, US antitrust law usually has very stringent requirements about the degree of
market power in the primary market that is required for vertical exclusionary conduct to be
considered problematic.142 By contrast, network neutrality proponents are also concerned about
a network provider’s discriminatory behavior if that network provider does not have a dominant
position in the local or nationwide market for Internet services.'*

Fourth, under an antitrust framework, discriminatory conduct that is justified by a
legitimate business purpose would be classified as socially beneficial.'** While those who
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propose using an antitrust framework to distinguish between socially beneficial and socially
harmful discrimination do not explain this criterion in detail, they seem to agree that conduct that
is designed to increase the network provider’s private efficiency should not be considered
socially harmful."*>'*® For example, most proponents of an antitrust framework seem to assume
that any discriminatory conduct that is adopted to manage congestion is pro-competitive and
should be considered socially beneficial discrimination.'*” Price discrimination that is designed
to recover fixed costs of network infrastructure or network innovation is often mentioned as
another example of a business justification that may legitimize discriminatory conduct.'*® For
those who would evaluate discriminatory conduct by network providers under an antitrust
framework, the existence of an efficiency rationale ends the inquiry. The efficiencies created by
the conduct do not need to outweigh any harm to competition. Nor does it matter whether there
is a less restrictive alternative that may reach the same goal with less harm to competition.149

By contrast, network neutrality proponents often classify discriminatory behavior as
socially harmful even if it is motivated by the network provider’s desire to increase its own
efficiency.””® Thus, the existence of a private efficiency rationale does not automatically
legitimize the behavior.

Network neutrality proponents evaluate discriminatory conduct based on its social costs
and benefits. Network providers make decisions based on the conduct’s private costs and
benefits. As | have explained elsewhere, these decisions often diverge.151 From the perspective
of network neutrality proponents, this divergence between public interests and the network
providers’ private interests is a key justification for regulatory intervention. According to them,
network neutrality regulation is needed precisely because what is privately efficient for network
providers is not necessarily socially efficient. Under these circumstances, the fact that certain
behavior is privately efficient for the network provider cannot automatically excuse the
behavior.">

The social costs of discriminatory conduct are created by the conduct as such; they do
not change depending on the network provider’s motivation. If an application is being blocked, it
cannot reach its customers. Users will be unable to use it and the application developer and his
investors will be unable to reap its benefits, whether the network provider is blocking the
application to manage congestion or to exclude a competitor. Thus, the social harm — the
reduction in application developers’ incentives to innovate and in investors’ willingness to invest,
users’ inability to use the Internet in the way that is most valuable to them, or their inability to
participate in social, cultural or democratic discourse related to blocked content — is caused by
the blocking as such, not by the motivations that are driving it.

Finally, the possibility that discriminatory behavior may increase efficiency by, for
example, reducing costs or increasing performance has already been factored into the
fundamental trade-off underlying calls for network neutrality regulation.153 From the perspective
of network neutrality proponents, the loss of certain short-term efficiencies from discriminatory
behavior is a social cost of network neutrality rules. It is, however, the price for a system that
can evolve and will remain open to new applications in the future. In other words, network
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neutrality rules are based on the assessment that the social benefits associated with network
neutrality rules are more important than the social costs, including the loss of short-term
efficiencies. Since short-term efficiency gains have already been considered and rejected as a
justification for discriminatory behavior on a general basis in the fundamental trade-off
underlying network neutrality regulation, the fact that a certain discriminatory conduct increases
a network provider’s efficiency cannot automatically justify individual instances of discriminatory
behavior when they occur. After all, if legislators or regulators had deemed the loss of short-time
efficiencies more important than the social benefits associated with an open, non-discriminatory
Internet, they would not have adopted network neutrality rules in the first place.

All of this does not mean that network neutrality proponents will never allow
discriminatory conduct that is motivated by private efficiency considerations. For example, there
are circumstances under which discriminatory network management may be justified. For
network neutrality proponents, however, the insight that the discriminatory conduct is designed
to address a network management problem is only the beginning, not the end, of the inquiry.'™*
As a result, discriminatory conduct may be considered socially harmful by network neutrality
proponents, even if it were justified by a legitimate business justification and, therefore, allowed
under an antitrust framework.'’

In sum, a non-discrimination rule based on an antitrust framework will not prohibit all
instances of discrimination that network neutrality proponents are concerned about. This is not
an accident. Proponents of an antitrust framework view the narrow scope of antitrust-based non-
discrimination rules as a “feature, not a bug.”156 For network neutrality proponents, the under-
inclusiveness of an antitrust framework is a serious problem. Underlying this disagreement is a
broader question about the appropriate normative framework underlying network neutrality
regulation: Proponents of an antitrust framework argue that network neutrality rules should be
based on the same normative framework as antitrust law. Network neutrality proponents
contend that a broader normative framework is justified. | take up this question elsewhere."”’
This paper assumes that the decision to use the broader normative framework has been made,
and evaluates alternative proposals for non-discrimination rules against this framework.

Ban Discrimination That Is Anticompetitive or Harms Users

Other proposals would ban discrimination that is anticompetitive or harms users. In addition, the
proposed non-discrimination rule may define certain behaviors as presumptively allowed or not
allowed. For example, user-controlled prioritization may be presumptively legal; application
provider-paid prioritization may be presumptively illegal. Whether a specific discriminatory
behavior is anticompetitive or harms users and whether the presumptions should apply would
be decided by the regulatory agency in case-by-case adjudications.

The proposal for a legislative framework on network neutrality put forward by Google and
Verizon in August 2010 constitutes an example of such a rule. It prohibited “undue
discrimination [...] that causes meaningful harm to competition or to users,” and included the
rebuttable presumption that “[p]rioritization of Internet traffic would be presumed inconsistent
with the non-discrimination standard.”’>® (It included, however, an exception for reasonable
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network management that allowed network providers “to prioritize general classes or types of
Internet traffic, based on Iatency.”lsg) The FCC-led industry negotiations in the summer of 2010
seem to have focused on a non-discrimination rule of this type as well.'®

These proposals are less specific and more ambiguous than proposals based on an
antitrust framework. They use criteria that are open to interpretation without indicating which
theories of harm should drive the interpretation. Instead, this decision would be made by the
agency in the context of a specific adjudication. Compared to an antitrust framework, which
would immediately rule out many of the cases that network neutrality proponents are concerned
about, these proposals could capture more of these cases under some but not all possible
interpretations of the rule.

For proponents of a narrow scope of network neutrality rules, terms like “anticompetitive”
or “harm to competition” are meant to evoke the standards used in antitrust analysis, where
behavior is only anticompetitive if it harms competition, not just a competitor.161 As explained
above, antitrust standards would prohibit only a subset of cases that network neutrality
proponents would classify as socially harmful. Under this narrow interpretation, exact outcomes
would vary depending on whether the terms “anticompetitive” or “harm to competition” were
used to import the full antitrust framework outlined above or only parts of that framework.

By contrast, network neutrality proponents use terms like “anticompetitive” or “harm to
competition” in a looser sense that is not tied to antitrust law. To them, any discriminatory
behavior that singles out specific applications or classes of applications for differential treatment
distorts competition among applications or classes of applications. This harms the competitive
process and, thereby, competition, by making it impossible for all applications to compete on a
level playing field, without interference from network providers. It is unclear how far such an
interpretation would go, but it would capture more, if not all of the cases that network neutrality
proponents are concerned about than an interpretation based on antitrust law.

From the perspective of network neutrality proponents, the term “harm to users”
resonates with the notion that network neutrality is designed to safeguard users’ ability to use
the applications of their choice and access and distribute the content of their choice without
interference from network providers. There is, however, considerable uncertainty regarding the
interpretation of this term. Depending on how the term is interpreted, it could capture fewer
instances of discrimination than network neutrality proponents would find justified.

Consider the example of Comcast’'s blocking of BitTorrent. Network neutrality
proponents usually agree that singling out specific applications to manage bandwidth on a
network is not an acceptable form of discrimination or “reasonable network management” as
long as other, application-agnostic ways of managing the network are available.'®

An application of the rule to this case immediately raises a number of questions:

Who is a user? Singling out a specific application to manage bandwidth on a network
harms the network provider’s Internet access customers who want to use the application as well
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as the provider of the application. It is unclear, however, whether the term “harm to users” only
refers to end users, or also to application and content providers.

How do regulators determine whether users are harmed? Do they focus on the individual
user who cannot use the Internet as she would like, or do they focus on users as a group,
similar to the way antitrust law defines harm to consumers when evaluating whether a certain
conduct is anticompetitive? For example, slowing down peer-to-peer file-sharing, a network
provider may argue, may harm the file-sharing users and the provider of the file-sharing
software, but, according to the network provider, is only done to protect the Internet experience
of all the other non-file-sharing users.'®

Does it matter that there are alternative, non-discriminatory ways of managing the
network that are not similarly harmful to the users of the file-sharing software and the providers
of the software, while maintaining the quality of the Internet experience for the non-file-sharing
users? Network neutrality proponents usually allow discriminatory network management only if
the problem cannot be solved in a non-discriminatory way,'® but it is unclear whether a
regulatory agency would read this requirement into the term “harm to users.”

Finally, individual filmmakers often use peer-to-peer file-sharing applications to
inexpensively distribute their creative works, as we know from the Canadian proceeding that
reviewed the Internet traffic management practices of Internet service providers.'®® Non-profits
often use peer-to-peer file-sharing to distribute their video contributions to political debates.
Thus, peer-to-peer file-sharing applications help foster a more decentralized environment for
democratic discourse and cultural production in which anybody can participate.'® Network
neutrality proponents factor the loss of these societal benefits into their evaluation of
discriminatory behavior, but it is unclear whether the term “harm to users” would permit this type
of consideration.

In sum, while seemingly more specific, the rule’s substantive criteria are open to
interpretation and do not necessarily capture the behavior that network neutrality proponents are
concerned about.

Ban Discrimination That Is Unreasonable

A final set of approaches does not specify the criteria to be used in separating socially beneficial
from socially harmful discrimination beyond very general terms. For example, the draft Open
Internet rules circulated by the FCC Chairman in early December 2010 banned “unreasonable”
discrimination by wireline broadband Internet access providers without specifying how these
terms should be int(erpreted.167'168 The Chairman’s proposal was based on a compromise bill
that had been negotiated by the Chairman of the House Committee on Energy and Commerce,
Rep. Henry A. Waxman, and the Chairman of the House Subcommittee on Communications,
Technology and the Internet, Rep. Rick Boucher, with the large phone and cable network
providers, Internet companies, consumer groups and open Internet groups in the Fall of 2010.'%’
The bill would have banned network providers from “unjustly or unreasonably discriminat[ing] in
transmitting lawful traffic over a consumer’s wireline broadband Internet access service.”' "
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This type of rule leaves all substantive decisions about the legality of discrimination to
decisions by the regulatory agency in future case-by-case adjudications, providing future
decision-makers with maximum flexibility. Contrary to non-discrimination rules based on an
antitrust framework, this type of proposal does not immediately rule out cases that network
neutrality proponents are concerned about and makes it at least possible, but not certain that a
complaint targeting behavior that network neutrality proponents deem socially harmful will be
successful.

Problems with Case-by-Case Adjudication

The proposals in this group leave the substantive decision over the legality of specific
discriminatory behavior to future case-by-case adjudications. The most general proposals ban
“‘unreasonable discrimination,” but do not provide any guidance on how to distinguish socially
beneficial from socially harmful discrimination, leaving both the development of substantive
criteria as well as their application to the specific behavior under consideration to future
decision-makers. While proposals that prohibit discrimination that “creates meaningful harm to
competition or to users” seem more specific, they are afflicted with the same problem. The
outcome of any adjudication depends entirely on how these ambiguous terms would be
interpreted, with different interpretations leading to radically different outcomes.

This creates considerable social costs:'”

First, case-by-case approaches fail to provide much-needed certainty for industry
participants. While individual adjudications may reduce the amount of uncertainty over time, it is
unclear whether and how fast useful precedents will emerge. (See Box 9: Will Individual
Adjudications Reduce Uncertainty Over Time?)

Under the proposals discussed above, network providers do not know which forms of
network management are acceptable. For example, it is unclear whether, and if yes, which
forms of Quality of Service would be considered socially beneficial in future applications of the
rule. It seems rather unlikely that network providers would make the investment needed to
introduce Quality of Service in their Internet access networks if that investment could
subsequently be made moot if a regulator, following a complaint, declared the practice socially
harmful.'”? By contrast, the more nuanced rules described below would clearly allow certain,
though not all forms of Quality of Service. Thus, under a case-by-case approach, network
providers may refrain from deploying network technology that would have been clearly legal
under one of the more nuanced rules discussed below. The resulting lack of evolution of the
network infrastructure harms innovation in applications that need Quality of Service and
deprives users of the benefits associated with the emergence of these applications.

More generally, some research and anecdotal evidence suggest that in the broadband
context, certainty regarding the regulatory framework and its stability over time may be more
important for network investment than the substance of the regulatory decision.'”

In a network that can identify applications and control their execution, application
developers who must decide whether to realize their innovative ideas and investors who
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consider funding them face the fundamental risk that the network may discriminate against the
application at any time, which would reduce the affected application provider’s ability to reap the
benefits associated with her innovation. Thus, the threat of discrimination reduces application
developers’ incentives to innovate and their ability to get funding.'”*'”> Network neutrality rules
aim at mitigating that problem by providing application developers and their investors with
certainty that they will not be discriminated against. A case-by-case approach falls short of this
goal. Innovators and their investors will not know in advance if and against which network
provider conduct they are protected, because this decision will only be made after discriminatory
conduct has occurred. If the application is discriminated against, its chances with users are
harmed immediately, and this harm persists while the application provider goes through a long
and costly process to reach a regulatory decision on the discriminatory behavior in question. In
markets where first-mover advantages are important, the temporary disadvantage may be
sufficient to tip the competition against the affected application. Moreover, venture capitalists
and other investors fund start-ups so that these companies can build their products and better
meet the needs of their users. Paying lawyers and economists to clarify how to interpret an
ambiguous non-discrimination rule in order to allow the application to reach its customers is not
how investors would like their funds to be used. Thus, this type of non-discrimination rule does
not sufficiently protect users and application developers against actual discrimination and fails to
remove the threat of discrimination as a factor that affects application developers’ and
innovators’ decisions about innovation.'”®

Box 9
Will Individual Adjudications Reduce Uncertainty Over Time?

Over time, individual adjudications may clarify the interpretation of the standard and its application
to specific behavior, reducing uncertainty."””” Whether future adjudications manage to reduce
uncertainty in a meaningful way depends on a variety of factors: First, network providers need to be
willing to engage in discriminatory conduct and take the risk of being faced with a complaint and
having the behavior declared socially harmful. If network providers do not engage in a particular
practice (e.g., if they do not deploy Quality of Service in their networks), there is no basis for a
complaint and the legality of the practice will never be determined. Second, contrary to a rule that
clearly specifies which behavior is and is not allowed, an adjudicatory regime puts the burden on a
particular party to bring a complaint that will allow the uncertainty to be resolved. Third, future
adjudicators may not be any more willing than the current legislator or regulator to do more than
absolutely necessary to resolve the case under consideration. Narrow decisions that are
deliberately tied to the facts of the specific case and refuse to elaborate broader principles may not
provide meaningful guidance for future cases.'”® Thus, it is unclear whether and how quickly useful
precedents will emerge. In the meantime, the costs associated with the uncertainty persist.179
Moreover, as set out in more detail below, the substantive principles emerging from case-by-case
adjudications are less likely to adequately protect the values and actors that network neutrality rules
are designed to protect.
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Second, case-by-case approaches create high costs of regulation.’® Each adjudication
requires detailed investigations into the facts of the case and invites protracted and resource-
intensive fights over the interpretation of the rule. Precedents established through adjudication
may not necessarily be binding on other industry actors.’ Their applicability may also be
limited by the facts of the case.'® As a result, subsequent cases may need to be fully
adjudicated, even if they are based on similar facts, with network providers arguing that the facts
of their case differ from the precedent in relevant ways. For example, when the FCC ordered
Comcast to stop interfering with BitTorrent and adopt application-agnostic ways of managing
congestion,'® the Commission based its decision on three different rationales: First, the specific
practice used by Comcast — sending RST packets to terminate BitTorrent connections — was
quite questionable and violated the Internet Engineering Task Force’s standards for the
operation of the Transport Control Protocol.'® Second, the discriminatory practice, which
singled out BitTorrent and other peer-to-peer file-sharing applications for differential treatment,
was not narrowly tailored to Comcast’s stated goal of managing congestion.'®® Third, Comcast
had not disclosed the use of the practice to its Internet access customers.'®® The Order did not
explain whether each of these factors alone would have made the network management
“‘unreasonable”, or whether the Commission’s decision was based on the confluence of these
factors, providing ample room for network providers to distinguish their case on the basis that
their behavior violated only one, but not all the criteria used in the Comcast case.'®’

Finally, in the context of network neutrality, case-by-case approaches are less likely than
rule-based approaches to adequately protect the values and actors that network neutrality rules
aim to protect.

Case-by-case approaches provide an advantage to well-financed actors and tilt the
playing field against those — end users, low-cost application developers and start-ups — who do
not have the resources necessary to engage in extended fights over the legality of specific
discriminations in the future.'® Network providers and large application providers can conduct
fact-intensive investigations, pay lawyers, economists and other experts to engage in the fight
over the correct interpretation and the application of the rule at the regulatory agency and, later,
in the courts, and employ lobbyists to organize support for their position in Congress or at the
White House. End users, low-cost application developers and start-ups lack these resources.
Thus, adjudications will likely be systematically biased against their interests. They are,
however, some of the key groups that network neutrality rules are intended to protect.’®

Decisions in individual adjudications will often be driven by the specific facts of the case.
A sympathetic party or a limited fact-pattern that does not illuminate all relevant aspects of the
underlying problem may distort the decision-maker’s view of the underlying policy issues in a
way that a more general analysis of the issues in the context of a rulemaking proceeding may
not."® For example, as in the FCC’s investigation of Comcast’s blocking of BitTorrent, debates
over the reasonableness of network management practices arose first in the context of
discriminatory treatment of peer-to-peer file-sharing applications. Most people have heard of
BitTorrent and other peer-to-peer file-sharing applications as tools for illegal file-sharing. They
do not know that peer-to-peer file-sharing applications have many legal and socially valuable

27



van Schewick — Network Neutrality and Quality of Service: What a Non-Discrimination Rule Should Look Like

uses. For example, at the time of Comcast’s blocking of BitTorrent, established content
providers such as the BBC, Showtime, the History Channel, MTV Media Networks, 20" Century
Fox, Paramount and many others were distributing their video content online through services
that utilized the BitTorrent protocol.'®' Developers of open source applications such as the Linux
operating system or OpenOffice or game providers such as Blizzard Entertainment, the
company behind World of Warcraft, employ peer-to-peer file-sharing applications to distribute
their software or software updates.'® Peer-to-peer file-sharing applications foster a more
decentralized environment for the creation and distribution of creative works by allowing
independent filmmakers to sidestep traditional, more centralized distribution channels and
distribute their films directly to the public.'®® Internet video applications based on peer-to-peer
protocols like the Miro video player let a diverse set of actors distribute their videos on a wide
range of subjects, providing an important outlet for free speech.'®* Still, based on the inaccurate
perception that applications like BitTorrent are primarily used for illegal file-sharing, regulators,
members of Congress or the White House may be more reluctant to side with complaints
against network management practices that single out these applications. After all, who wants to
side with “pirates”? More generally, the question at the core of the debate over reasonable
congestion management — who should prioritize among competing uses at times when people
most want to use the network — may receive more attention and a more balanced assessment in
a general rulemaking than in an adjudication involving peer-to-peer file-sharing applications.
Adjudications focused solely on peer-to-peer file-sharing applications foster the general
perception that network providers engage in congestion management to protect socially
valuable applications from the bandwidth demands of applications that have little social value,
providing little reason to question network providers’ role as benevolent steward of the platform.
By contrast, a more general analysis of network management practices would broaden the
focus to include attempts to limit the use of other applications, for example of streaming video
applications, during times of congestion. In 2009, for example, British Telecom (BT) restricted
the bandwidth available to the BBC iPlayer and other streaming video applications to 986
kilobytes/sec in a particular version of BT’s broadband service.'® Many people like to use
streaming video applications like Hulu or Netflix in the evening, when the network is most
congested. In North America, Netflix traffic now makes up 32% of downstream traffic on fixed
broadband networks during peak times.' As a result, in a generalized rulemaking that also
considers limits on applications other than peer-to-peer file-sharing applications, the sympathy
of decision-makers and observers will be more evenly distributed among restricted and
unrestricted uses of the network. At the same time, streaming applications, which compete with
network providers’ traditional video offerings, bring the potential gap between network providers’
and users’ interests into sharp relief,’”” making the argument more convincing that users, not
network providers are in the best position to decide how the network should be used, whether
there is congestion or not. For all these reasons, an individual adjudication focused on network
management practices singling out peer-to-peer file-sharing is more likely to result in a decision
that grants network providers broad discretion in managing congestion than a general
rulemaking. At the same time, the precedent set by the adjudicatory decision may make it more
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difficult to limit network providers’ discretion when congestion management practices arise that
target other uses of the network.

More generally, adjudicators who need to decide whether a certain discriminatory
behavior should be allowed as part of an adjudication will be less likely to have access to the full
set of relevant facts and arguments than public actors trying to distinguish socially beneficial
from socially harmful discrimination as part of a rulemaking.'® Contrary to rulemakings,
adjudications are adversarial proceedings, with procedural rules that make it more difficult for
other interested actors to participate. This limits the range of actors from which the adjudicator
will receive input.'® This is particularly problematic in the context of network neutrality rules,
where any decision over the legality of discriminatory behavior is likely to have far-reaching
implications for users, application providers, their investors and network providers who are not
directly subject to the discriminatory practice under consideration. Moreover, network neutrality
rules are designed to protect, among others, the interests of users as well as of current and
future innovators and entrepreneurs. As large groups with diffuse interests, they face well-
documented challenges in organizing and representing their interests, which makes it more
difficult for them to participate and be heard in any type of legislative or regulatory proceeding.?®
Adversarial proceedings increase these challenges.?®’ For example, entrepreneurs are often
reluctant to speak out on network neutrality because they fear retaliation by network
providers.?® They may be even more reluctant to do so in the context of an adjudication which
is directed against a specific network provider. Also, it may be easier to mobilize users and
entrepreneurs once, in the context of a rulemaking, than again and again for individual
adjudications. Users or entrepreneurs may not only find it difficult to understand how a specific
adjudication may affect them. Like public decision-makers, they may also be subject to biases or
intuitive reactions resulting from an adjudication’s specific fact patterns.”® For example, a user
who does not use BitTorrent and does not engage in illegal file-sharing may fail to grasp the
importance of an adjudication focused on network management practices targeting peer-to-peer
file-sharing. Entrepreneurs offering streaming video applications that do not use peer-to-peer
protocols may have the same reaction. For all these reasons, users and entrepreneurs may be
less willing to get involved in specific adjudications than in a general rulemaking, depriving the
decision-maker of input from important stakeholders.

Finally, an ex-ante regime is better suited to the consideration of the very fundamental
values at stake than case-by-case adjudications. Network neutrality rules are based on very
general trade-offs among competing values.”®* Network neutrality rules foster application
innovation, protect user choice, and preserve, among other things, the Internet’s ability to foster
democratic discourse, all of which creates social value. They limit the evolution of the network’s
core to some extent, limit network providers’ ability to realize all potential efficiency gains or
optimize the network in favor of the applications of the day, reduce network providers’ profits
and, like all regulation, need to be administered and enforced, all of which creates social costs.
Thus, there is a trade-off that regulators need to resolve. An ex-ante rule that specifies what
behavior is and is not allowed resolves this trade-off for all future cases at once, in favor of the
social benefits. If the legality of discriminatory behavior is decided case-by-case instead, it is
more likely that decisions will deviate from this general trade-off and allow discriminatory
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behavior than under a rule that makes this decision ex ante. This is because the adjudicator’s
decision will be affected by several well-known cognitive limitations and biases.?®

While the costs of banning the practice will be immediately apparent (e.g., the network
provider cannot manage its network in a certain discriminatory way), the current and future
benefits associated with a ban will be less clear. While the discriminatory practice immediately
harms the provider and the existing users of the affected application, the value of a specific
application often only becomes apparent over time. Thus, the immediate cost of the
discriminatory practice (or the immediate benefit of banning it) may be difficult to quantify.
Determining the future benefits of banning the discriminatory practice is even more difficult. We
do not know which applications will never be developed because innovators and investors are
concerned about the threat of discrimination, so their social value cannot be determined,
either.?%®

Moreover, an adjudicator is likely to underestimate other negative consequences of
allowing a deviation from the general nondiscrimination rule in the particular case under
consideration. Often, it takes a while to recognize the negative consequences of a specific
discriminatory practice (beyond any reduction in incentives to innovate due to the threat of
discrimination). This problem may be particularly pronounced for an adjudicator who lacks
technical expertise.?” For example, network management practices that single out specific
applications or classes of applications for special treatment may motivate the designers of the
affected applications to adopt techniques to evade detection:**®® Applications that are the target
of discriminatory network management practices and others that want to avoid being targeted in
the future often choose to encrypt their communications across the network.?”® The increase in
encryption has motivated some operators to slow down all encrypted traffic, which in turn hurts
legitimate traffic that is encrypted for security reasons.?’® Widespread use of encryption also
complicates network analysis, planning and security.?'’ Similarly, Comcast’s old, discriminatory
method of managing congestion — sending spoofed RST packets to terminate certain peer-to-
peer file-sharing connections — used certain types of TCP packets in a non-standard way. Once
such a practice emerges, programmers can no longer rely on standards to determine how their
software should respond to an RST packet, which considerably complicates protocol and
application design.?'? Thus, allowing only a single discriminatory network management practice
(e.g., one targeting peer-to-peer file-sharing applications) may have significant unintended
negative consequences. Beyond that, several small deviations may quickly add up to create big
roadblocks for innovation.?’® For example, while application developers may be able to adopt
their application to one network provider’s idiosyncratic discriminatory network management
practice, the costs of adopting their application to the network management practices of more
than a few providers will quickly become prohibitive.?'* Thus, an adjudicator’s focus on a single
practice whose exact effects may yet be unknown is likely to lead him to underestimate both the
isolated effect of the practice as well as its interactions with other current or future deviations
from non-discriminatory network management. By contrast, decision-makers in a general
rulemaking can take a broader view that takes account of cumulative effects and generalizes
from past experiences.?'®
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Finally, research in behavioral economics suggests that individuals tend to
systematically undervalue future benefits, discounting them more than rational discounting
would suggest.?’® Uncertainty about future benefits aggravates this bias.?'” Thus, in weighing
the immediate benefits of allowing the discriminatory practice against the future, uncertain
benefits of a ban, an adjudicator will disproportionately discount the future benefits.

For all these reasons, deciding whether to allow discrimination on a case-by-case basis
makes it more likely that discrimination will be allowed than under an ex-ante rule that resolves
the above trade-off for all future cases at once.

In spite of these considerable social costs, the strategic incentives of legislators or
regulators who consider adopting network neutrality rules and of the big stakeholders on both
sides of the debate are aligned in favor of such a scheme.?'® Stakeholders cannot agree which
discriminatory behavior is acceptable today; it is unlikely that they will be able to do so in the
future. There are large, well-financed entities on both sides of the network neutrality debate. Any
substantive decision would take on either the large, well-financed, well-organized and politically
influential network providers (e.g., in the US, AT&T, Verizon, Comcast and Time Warner) or big
Internet application, content or service providers such as Google or Amazon. Under these
circumstances, adopting a very general or ambiguous non-discrimination rule today constitutes
an attractive compromise, since the controversial question is not decided one way or the
other.?™

The legislator or regulator can reap any immediate benefits associated with “adopting
network neutrality rules,”® while avoiding the immediate political costs of taking on powerful
interests on one side of the debate.?®' While an ambiguous or general non-discrimination rule
that is applied case-by-case is more difficult and costly to apply and enforce in the future, these
costs will not be borne by the entity adopting the rule:** If the non-discrimination rule is adopted
through legislation, it will most likely be enforced by a regulatory agency (e.g., in the US, by the
FCC). Even if the non-discrimination rule is adopted by a regulatory agency such as the FCC
through an administrative rulemaking, it may be enforced by future members of the agency
(e.g., in the case of the FCC, by future Commissions) or by another entity within the agency
(e.g., the FCC’s Enforcement Bureau). The social costs of this type of rule will not be borne by
the entity adopting the non-discrimination rule, either.?®

Big stakeholders support this type of non-discrimination rule because each side can
claim a win (or, at least, a non-loss), and gets a second chance to influence the ultimate
decision over the legality of specific practices in the context of individual adjudications in the
future. While adjudications are costly, big stakeholders have the resources to play the case-by-
case game and prevail in future adjudications. Given these incentives, it is not surprising that
the proposals for a general or ambiguous non-discrimination rule described above emerged
from industry negotiations at the FCC®** and in Congress,®® or, as the Verizon-Google
legislative framework proposal, from direct negotiations between two big stakeholders on
opposite sides of the debate.?®
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So far, the discussion has focused on proposals for general or ambiguous non-
discrimination standards. Compared to these proposals, case-by-case approaches based on an
antitrust framework provide considerably more guidance on how to evaluate discriminatory
behavior. Even under an antitrust framework, the outcome of specific cases depends on the
exact interpretation of the framework and on its application to the facts. In addition, the outcome
depends on many facts specific to the case (e.g., the network provider’s market share in the
nationwide market for Internet access services, the existence and size of economies of scale,
and the cost disadvantage associated with operating at a less than efficient scale), some of
which are difficult and costly to prove.?®’ As a result, an antitrust framework shares many of the
social costs described above with the more general and ambiguous proposals. In particular, the
uncertainty about the legality of specific discriminatory conduct is not resolved until after the
discrimination has occurred. Since the outcome of an adjudication depends on the specific facts
of the case, the same practice may be legal for some providers, but not others, or with respect
to some applications, but not others. Thus, prior adjudications will not necessarily remove the
uncertainty. Finally, like the general or ambiguous non-discrimination rules discussed above, a
non-discrimination standard based on an antitrust framework creates high costs of regulation,
tilts the playing field against those who do not have the resources to engage in lengthy and
costly fights over the legality of discrimination, and usually limits the ability of interested third
parties to participate in the adjudication.

While the social costs of a non-discrimination standard based on an antitrust framework
are similar to general or ambiguous non-discrimination standards, it is less attractive as a
compromise solution. The substantive criteria clearly exclude many cases that network
neutrality proponents are concerned about, making the standard much more favorable to
network providers than to network neutrality proponents.

MORE NUANCED RULES

A final group of proposals would adopt more nuanced rules that specify in advance which
differential treatment is and is not allowed. Like the standards-based approaches discussed
above, these proposals recognize that some forms of discrimination are socially beneficial, while
others are socially harmful. Contrary to those approaches, however, they define in advance
what constitutes acceptable and unacceptable discrimination to avoid the social costs
associated with leaving the decision about specific discriminatory conduct to future case-by-
case adjudications.

Formal Approaches: Ban Discrimination That Is Not Disclosed

The first approach in this group bans discrimination that is not disclosed, distinguishing between
socially beneficial and socially harmful practices using a formal criterion.?® In 2009, the
European Union adopted this approach following the review of its regulatory framework for
telecommunications services.?®® The European Universal Service Directive neither requires
network providers to impose restrictions on users’ use of applications, nor does it prevent them
from doing s0.? It does, however, require Internet access service providers to inform their
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customers about any limits on access to or the use of services and applications, about any
traffic management measures and their impact on quality of service and about minimum quality
of service levels. This information must be disclosed in the terms of the contract and when
practices change.

This approach is based on the idea that if a network provider discriminates against an
application that users would like to use, users can switch to another network provider who does
not discriminate against the affected application. The threat of switching, proponents of this
approach assume, will discipline providers.?®’

Disclosure can only discipline providers if there is effective competition.® In order for
disclosure to have a disciplining effect, customers need to realize that the network provider is
discriminating against an application they want to use. They need to be able to switch to another
provider that meets their needs and does not impose a similar restriction, and they need to be
able to do so at low costs. Even if there is competition in the market for Internet access services,
these conditions will often not be met, making this rule an ineffective safeguard against
discrimination.

First, even with disclosure, users’ decision to switch will suffer from incomplete
knowledge, cognitive limitations and cognitive biases. Users may not realize that their network
provider is interfering with their application.?®® An application’s bad performance may have many
reasons (e.g., bad application design, insufficient server capacity, network congestion), and
network provider interference will not necessarily be the first explanation that comes to mind.?**
Even if users consider that possibility, many will lack the expertise to investigate the cause of
the bad performance.?® While mandatory disclosure of discriminatory practices is intended to
address this problem, experience with disclosure requirements in other contexts shows that
disclosure is usually less effective at informing consumers than would be necessary for
disclosure to have the intended effect.?®® Consumers often do not read disclosures, and in many
cases, those who read them do not understand them.?®’ For those who read and understand the
disclosure, knowing which practices their network provider engages in will not necessarily allow
them to make an informed decision. Many users lack the technical expertise to understand how
the disclosed practices will affect them. This problem will be particularly pronounced with
respect to discriminatory network management practices. Even if users understand how the
practice impacts the applications they currently use, they are ill-positioned to assess the social,
cultural or political consequences of the disclosed practice, its impact on future application
providers’ incentives to innovate or its implications for the Internet’s ability to support future
applications that have not yet been developed. For example, a user who believes that peer-to-
peer file-sharing applications like BitTorrent are primarily used for illegal file-sharing and who
does not engage in illegal file-sharing himself will not feel burdened by a network management
practice that targets peer-to-peer file-sharing applications.?*® Most likely, he will not know about
the various economic, technical, social, cultural and political implications of allowing this practice
that were discussed above. Since they do not know the full costs of the practice, users will
underestimate the benefits of switching. Moreover, many of the benefits of disciplining providers
engaged in discriminatory practices by switching to another provider (e.g., more and better
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future applications) are in the future and uncertain, so users give them less weight than would
be justified. Finally, users make the decision to switch based on an assessment of the private
costs and benefits associated with switching. Since users bear the full costs of switching, but do
not internalize all the social benefits of the decision to switch, they will switch less often than
would be in the public interest.

Second, disclosure cannot discipline providers if there is no comparable provider to
switch to who does not interfere with the applications customers want to use. Thus, the
effectiveness of disclosure depends at least in part on the level of competition in the market for
Internet access services. In the US, this is a real problem (see also Box 10: Competitiveness of
the Market for Broadband Internet Access in the US).?*** According to the FCC’s National
Broadband Plan, which was published in 2010, 78% of housing units in the US are in areas
served by two wireline, facilities-based Internet access providers, while 13% are in areas where
only one such provider offers service.?*' This market structure has been characterized as
“duopoly +/-”.** While a duopoly is often better than a monopoly, duopolists enjoy a degree of
market power that enables them to impose restrictions on their customers that they would not be
able to impose in a competitive market.?*® Mobile Internet users in the US have somewhat more
options: 77% of the population lives in census tracts with three or more 3G mobile providers,
12% in areas with two providers, and 9% in areas with one.?** In the EU, consumers usually
have more providers of fixed wireline broadband service to choose from, since the regulatory
framework allows unaffiliated Internet service providers to offer their services over the
incumbent’s network infrastructure.*

Box 10
Competitiveness of the Market for Broadband Internet Access in the US

Opponents of network neutrality regulation usually have a more optimistic view of the actual
amount of competition in the US than the one taken by this paper.246 In particular, they use older
FCC data based on Internet service availability by zip codes,””’ which overstates the amount of
competition,?* treat mobile broadband Internet service as a substitute instead of treating it as a
complement for wireline Internet services,** ignore or downplay the impact of switching costs,**
bundling and differentiation in the market for Internet services on the effectiveness of competition,
and do not reflect the more recent decisions by AT&T and Verizon to stop expanding their fiber
offerings.251

Focusing solely on the number of providers, however, will often overestimate the number
of viable alternatives available to a consumer who is willing to switch in response to
discriminatory conduct. The Internet service offerings of various providers differ substantially in
price, performance, and other characteristics on which providers compete.®** As a result, even if
there is another provider, switching in response to the discrimination may require a customer to
switch from her most preferred Internet access offering to another offering that may meet fewer
of her needs, creating an ongoing cost that will reduce the customer’s willingness to switch. In
the worst case, the other providers do not meet the needs of the customer at all, making it
impossible for her to switch. For example, cellular providers compete on many factors such as
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price, coverage, devices, roaming agreements, services and, more recently, bandwidth usage
caps on data plans.?® If the other providers that do not discriminate against the application do
not offer the coverage a customer needs, switching is not a realistic option. Similarly, cable
networks that have been upgraded to DOCSIS 3.0 and networks offering fiber-to-the-premises
are able to offer peak download speeds of more than 50 Mbps. By contrast, the peak download
speeds feasible on networks offering fiber-to-the-node or on traditional DSL networks are
significantly lower.®®* In the US, cable providers have generally upgraded their networks to
DOCSIS 3.0, while Verizon and AT&T have stopped expanding their fiber offerings.?®® As a
result, analysts expect that within a few years, 75% of the population will live in areas that will
have only one service provider — the cable provider — that can offer peak download speeds of
more than 50 Mbps. Only 15% of the population will likely have access to two such providers.?*®
Thus, for most users interested in the highest available peak download speeds, switching
providers in response to discriminatory conduct will not be a viable option.*’

The trend toward bundling differentiates the market further, giving providers additional
market power.?® Cellular providers bundle voice, text messaging and mobile Internet access
service. Wireline providers bundle telephony, television and wireline Internet access. Cable
customers may not think of the digital or satellite television service offered by phone networks
as a perfect substitute for their cable television; on the other hand, customers of a conventional
telephony provider may not trust the digital telephony offered by cable companies.?®® Though it
is possible to switch only the Internet service and keep the other offerings, this will significantly
reduce the bundle discount. The problem is exacerbated if the network provider offers exclusive
content or exclusive devices that are valuable to the customer.?®® For example, while AT&T was
the exclusive provider of the iPhone, AT&T Wireless customers may have hesitated to switch to
another cellular provider that does not offer or support the iPhone.®®' Thus, product
differentiation in the market for Internet services and in the market for wireline or cellular
bundles makes switching to a different provider that meets fewer of their needs less attractive to
customers, and gives network providers an additional degree of market power over their Internet
service customers which allows them to impose restrictions they would not be able to impose in
a perfectly competitive market.?®

Even if there is more than one provider that can meet a user’s needs, switching is not an
option if all providers in this group engage in the discriminatory conduct.?® For example, there
was a period during which all mobile providers in France and Germany were contractually
banning the use of Internet telephony applications over mobile Internet connections. Similarly,
the CRTC’s review of the network management practices of Internet access service providers in
Canada, where users have considerably more options for Internet access than in the US,
showed that many providers were engaging in discriminatory traffic management practices that
targeted peer-to-peer file-sharing applications.?®* Moreover, once discrimination is generally
allowed as long as it is disclosed, different providers may discriminate against different
combinations of applications, making it difficult to find a provider that meets the customer’s
needs and does not interfere with any of the applications the customer wants to use.
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Third, the market for Internet services is characterized by significant switching costs that
reduce consumers’ willingness to switch and limit the effectiveness of competition.?®®> Switching
costs are the costs a customer incurs when switching to a competitor.?®® Switching costs make
consumers’ demand less elastic, enabling a provider to charge a higher price.?®” They also allow
a provider to impose other restrictions that it could not impose in a perfectly competitive market.
Whether these costs will prevent a customer from switching depends on the value the customer
places on the excluded application and on the magnitude of the switching costs. Thus,
discrimination against popular applications like Google or Facebook that users view as essential
will be more likely to motivate users to switch than discrimination against a newly launched
application.

Switching costs in the market for Internet services are substantial. Consider first the
obvious financial expenses that may be associated with switching providers. A customer who
cancels a long-term contract with his provider before the end of the term will be charged an
early termination fee.*®® When switching from a broadband-over-cable service to a digital-
subscriber-line (DSL) service, a consumer will be charged for installation and will have to buy a
DSL modem and other new equipment.”® If (as is common in the United States) the Internet
service is bundled with television and telephony, cancellation of the Internet service portion of
the bundle may result in a loss, or a partial loss, of the bundle discount, and the loss of that
discount may then be a significant ongoing financial cost for the consumer.?”

Further, switching providers may require a customer to invest a significant amount of
time and effort. She will have to search for and compare alternative offerings to choose a new
provider. She will have to open an account with the new provider and close her account with her
present provider.?”" If she cannot install the access hardware and software herself (which takes
time and expertise), she must stay at home for the installation.”’? A customer who has been
using an e-mail address offered by the network provider will have to notify various people of her
new e-mail address, perhaps have new stationery and business cards printed, update her
réesumé and her website, and bear the risk of missing e-mail messages sent to the old
address.?”® The precise cost of switching e-mail addresses is difficult to measure, but anecdotal
evidence indicates that customers view it as substantial. The New York Times reported in 2005
that AOL had about 5 million customers who paid $14.95 per month in order to keep using an
AOL e-mail address even though they had switched to another broadband-access provider and
paid Internet service fees to the new provider.?”*

The exact costs of switching depend on the circumstances. Some customers may use
provider-independent e-mail services, such as Hotmail or Gmail; others may not subscribe to a
bundle at all. Some customers are not subject to a long-term contract or their contract does not
include early termination fees. Sometimes, the new provider may waive the installation fee. In
countries with open-access regulation where regulation allows independent Internet service
providers to offer their services over other providers’ networks, customers may be able to switch
to another provider that offers its services over the same physical network; that removes the
need to buy new equipment. Also, regulators may adopt policies to reduce switching costs. For
example, the EU Universal Service Directive allows Internet service customers to switch
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providers in response to a change in disclosed discriminatory practices without incurring early
termination fees.?’®

Thus, a particular Internet customer may face any combination of the switching costs
discussed above. Every customer, however, must go through the process of searching for and
choosing an alternative provider and installing and setting up the access software. These
hurdles alone may deter switching. Moreover, empirical studies show that the decision to switch
depends on the perceived costs of switching, which are not necessarily equivalent to the actual
costs. Studies of the UK’s market for long-distance telephone service have shown that providers
were significantly more likely to retain dissatisfied customers who perceived the switching costs
as high than dissatisfied customers who perceived them as low.?”® According to studies of the
long-distance and credit-card industries, the perceived costs of switching are significantly
increased if the product is perceived as complex, if it has a large number of features, or if it is
bundled with other products.?”” This suggests that customers in the market for Internet access
services, where services are viewed as complex, are characterized by many features and are
often sold as part of a bundle, will perceive switching costs as high.

Finally, research in behavioral economics indicates that even very small switching costs
may prevent customers from switching. Individuals exhibit a “status quo bias”—they are much
more likely to keep what they already have than rational-choice theory would predict.?’”® For
example, this bias is exploited by free trials that automatically convert to a paid subscription at
the end of the trial period unless the customer calls or writes to prevent this.?’”® If, however, the
costs of placing a call or writing a letter are sufficient to prevent people from acting, the
significantly higher actual (or perceived) costs of switching Internet service providers may
prevent many Internet service customers from switching providers, even if their Internet service
provider excludes applications or content they would like to use.

In sum, participants in the network neutrality debate often assume that the viability of
disclosure rules as a substitute for substantive regulation solely depends on the amount of
competition in the market for Internet access services. After all, if there is no competition, there
will be no other providers that consumers can switch to in response to discriminatory conduct,
making it impossible for them to discipline providers. Based on this reasoning, participants in the
debate often assume that mandatory disclosure alone will be sufficient to discipline wireline
providers in Europe or in countries like Canada, where the market for wireline Internet access is
generally more competitive than in the US.?®® Similar arguments are often made for mobile
Internet access, where users often have a choice between three or more competitors.®"

These arguments fail to recognize that the market for Internet services is characterized
by a number of factors — incomplete customer information, product differentiation in the market
for Internet access and for wireline and wireless bundles, and switching costs — that limit the
effectiveness of competition and reduce consumers’ willingness to switch. Rules that require
network providers to disclose whether and how they interfere with applications and content on
their networks reduce the problem of incomplete customer information, though only to some
extent. They do not remove any of the other problems. As a result, they still leave the network
provider with a substantial degree of market power over its customers, enabling it to restrict
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some applications and content on its network without losing too many Internet service
customers.”® They also do not affect the cognitive biases, cognitive limitations and externality
problems that lead users to underestimate the benefits of switching providers compared to what
would be in the public interest. Thus, even if there is competition in the market for Internet
access services, disclosure cannot replace substantive regulation as a tool to discipline
providers.

While mandatory disclosure alone does not sufficiently protect against discriminatory
conduct, it serves many other valuable functions. Thus, it is an important complement to
substantive nondiscrimination rules.?®® Disclosure improves competition by providing customers
with information that can help them make informed decisions when choosing providers.
Disclosure of traffic management practices also enables competitors to differentiate themselves
along new dimensions. Today, network providers in the US compete based on maximum upload
and download speed and price. If, however, customers are unable to note the differences
between the offerings along other dimensions (e.g. how oversubscribed is the network, how
often is traffic management used, how is traffic prioritized), they cannot take these factors into
account when making a decision, and network providers do not have an incentive to compete on
these factors. Thus, disclosing these characteristics along with more detailed performance
measures would not only help consumers make more informed choices, but also motivate
Internet service providers to compete along these previously hidden dimensions.?®* More
detailed disclosure of traffic management measures may also help alleviate congestion by
enabling customers to adjust their behavior. Finally, disclosure provides visibility to regulators,
competitors and industry observers and saves costs by removing the need for difficult and costly
private investigations into a specific provider’s network management practices. For example, in
2007, complaints about problems with BitTorrent and other peer-to-peer file-sharing applications
on Comcast’s network had circulated on user forums for several months. When asked by a
reporter and later by the Electronic Frontier Foundation, Comcast denied that it was interfering
with BitTorrent.?®® As a result, users, public interest organizations and reporters had to expend
considerable technical effort to understand what Comcast was doing and trace BitTorrent’s
unusual behavior back to Comcast’s intervention.?®

Substantive Approaches: Protecting the Application-Blindness of the Network

The second set of approaches in this group relies on substantive criteria to specify in advance
which forms of differential treatment should be allowed. These approaches share a common
goal: they seek to preserve the application-blindness which the Internet exhibited in the past.

The Internet’s original architecture was based on the layering principle and on the broad
version of the end-to-end arguments. As a consequence of that design, the Internet was
application-blind — it was unable to distinguish among the applications on the network — and, as
a result, it was unable to make distinctions among data packets based on this information.**’

As | have explained in detail elsewhere, the Internet’s application-blindness is one of the
factors that have fostered application innovation in the past and made the Internet more
valuable for users and for society.288 It also contributed to the Internet’s ability to improve
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democratic discourse, facilitate political organization and action, and create a decentralized
environment for cultural and political interaction in which anybody can participate.289

Today, technologies such as Deep Packet Inspection have removed the application-
blindness of the network. They allow network providers to identify the applications and content
on their networks and to control their execution.*”

The non-discrimination rules in this section try to re-establish the application-blindness of
the network in order to preserve the Internet’s ability to function as a general-purpose platform
over which applications, content, services and uses compete on a level playing field, with users
choosing which applications become successful and how the network can be used. They differ,
however, in their assessment of which behavior needs to be banned in order to realize this goal
(see Table 2: Similarities and Differences Among the Approaches).291

Table 2
Similarities and Differences Among the Approaches
Vs
Discrimination Discrimination Discrimination Application-
among like among like among classes of agnostic
applications classes of applications that discrimination
TR O are not alike
First approach Banned Banned Allowed Allowed
Second approach Banned Banned Banned Allowed

According to the first approach, discriminatory conduct distorts competition among
applications or classes of applications only if it differentiates among like applications or classes
of applications. In line with this assessment, the approach bans discrimination among like
applications and among like classes of applications, but allows discrimination among classes of
applications that are not alike. It also allows discrimination that is application-agnostic. (The
terms “application” and “class of application,” are defined in Box 12: Terminology: “Application”
and “Class of Application”) Thus, this rule would prohibit treating the Internet telephony
application Vonage differently from other Internet telephony applications such as Skype or
Google Voice, or treating the website of the New York Times differently from the website of the
Wall Street Journal. That would be discrimination among like applications. The rule would ban
providing low-delay service to online gaming, but not to Internet telephony. Online gaming
applications and Internet telephony applications are both sensitive to delay, so this would be
discrimination among like classes of applications.292 The rule would, however, allow network
providers to provide low-delay service to Internet telephony, but not to e-mail. Internet telephony
is sensitive to delay, while e-mail is not, so this would be discrimination among two classes of
applications that are not alike.

According to the second approach, which is the approach proposed by this paper, any
differential treatment that is application-specific interferes with the values that network neutrality
regulation is designed to protect. (Differential treatment is application-specific if it is based on
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application or class of application, or, put differently, if it is based on criteria that depend on an
application’s characteristics.)293 In line with this assessment, the approach bans application-
specific discrimination, but allows application-agnostic discrimination. This approach bans all
discrimination among applications and classes of applications that is based on application-
specific criteria, regardless of whether the applications or classes are alike or not. Thus, the first
and the second approach differ in how they treat discrimination among classes of applications
that are not alike (see Table 2: Similarities and Differences Among the Approaches).

Ban Discrimination Among Like Applications and Classes of Applications, but Allow
Discrimination Among Classes of Applications That Are Not Alike and Application-
Agnostic Discrimination

The first approach prohibits only discrimination among like applications and classes of
applications, but allows discrimination among classes of applications that are not alike and
application-agnostic discrimination.*** (Again, | use “applications” as shorthand for “applications,
content, services, and uses.”) Thus, the approach requires network providers to treat like traffic
alike. This requirement is often called “like treatment.””> The non-discrimination rule in the
merger conditions of the AT&T/BellSouth merger has been interpreted as requiring like
treatment. (See Box 11: Like-Treatment and the AT&T/Bell South Merger Conditions) (The
terms “application” and “class of application” are defined in Box 12: Terminology: “Application”
and “Class of Application’.)

Box 11
Like Treatment and the AT&T/Bell South Merger Conditions

The non-discrimination rule in the merger conditions in the AT&T/BellSouth merger has been
interpreted as requiring like treatment: It prohibited AT&T/Bell South to “privilege[], degrade[] or
prioritize[] any packet transmitted over AT&T/BellSouth’s wireline broadband Internet access service
based on its source, ownership or destination.”**® According to Tim Wu, “[w]hile the agreement does
not use the word discrimination, it effectively bars discrimination on the basis of source, ownership,
or destination. It forbids AT&T from, for example, selling Yahoo or CNN priority access to its
customers over its broadband networks, and favoring those content sources over unaffiliated blogs
or search engines. [...] Interestingly, the agreement does not prevent AT&T from treating different
media carried on the internet differently, so long as the carrier does not discriminate between who is
providing the content. [...] In short, AT&T must treat like traffic alike.”®” Not all observers agree with
this characterization of the agreement, though.298
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Box 12
Terminology: “Application” and “Class of Application”

In this paper, the term “application” refers to a specific instance of a specific type of application. For
example, Vonage is an application, as are Skype or Google Voice — each of them is a specific
instance of Internet telephony applications. Gmail is one of several e-mail applications. A “class of
applications” is a group of individual applications that share some common characteristic. For
example, “Internet telephony” or “Internet telephony applications” (i.e. the group of all Internet
telephony applications), “latency-sensitive applications” (i.e., the group of all latency-sensitive
applications), or the group of all applications that use a specific application-layer or transport layer
protocol (e.g., all applications that use the BitTorrent protocol) are all classes of applications.

The non-discrimination rule described in this section does not restrict how network
providers define classes of applications. It only requires that once a network provider has defined
different classes of applications, it must treat like classes of applications (and, of course, all
applications within a class of like applications) alike.

Contrary to the terminology used in this paper, participants in the debate sometimes use
the term “application” to denote an application type. For them, e-mail would be an application. By
contrast, under the terminology used in this paper, e-mail is a class of applications (the group of all
e-mail applications). Others use the term “class of applications” synonymously with application type.
Under the terminology in this paper, the term “class of application” is broader than that. In this
paper, the group of applications that have the same application type (e.g., all e-mail applications,
or, shorter, e-mail) is one potential class of applications, but beyond that, any group of applications
that share a common characteristic can be a “class of applications.”

Banning Discrimination Among Like Applications and Classes of Applications

The first part of the rule bans discrimination among like applications and classes of applications.
This prevents network providers from singling out one or more specific applications within a
group of like applications (or one or more of several like groups of applications) for differential
treatment. For example, under this rule a network provider such as Comcast would not be
allowed to treat video that is streaming from Amazon differently from video streaming from
YouTube. Nor would it be allowed to treat video streaming from XfinityTV.com, Comcast’s own
online video offering, differently from video from YouTube.*” Similarly, Comcast would not be
allowed to count traffic from other providers’ streaming video applications towards its monthly
bandwidth usage cap, while not counting traffic from XfinityTV.com towards the cap.3°°'301

With respect to Quality of Service, this part of the rule would make it impossible for
network providers to offer QoS exclusively to some, but not all applications within a class of like
applications or only to one of several classes of applications that are alike. For example,
Comcast would be banned from providing an enhanced type of service only to XfinityTV.com, its
own Internet streaming video application, but not to unaffiliated streaming video applications. It
could not provide low-delay service only to online gaming, but not to Internet telephony
applications, either, since both groups of applications are sensitive to delay.**> Under network
neutrality regimes that allow a network provider to charge application providers for prioritized or
otherwise enhanced access to the network provider’s Internet access customers,*” this part of
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the rule would prohibit a network provider from selling QoS exclusively to one of several video
conferencing providers that are not affiliated with the network provider. Thus, it addresses the
concern that network providers may use the selective provision of Quality of Service as a tool to
distort competition among applications or classes of applications.304

This part of the rule is designed to prevent network providers from discriminating against
specific applications within a class of like applications or against like classes of applications as a
substitute for blocking them. As has been set out above, discrimination is often an attractive
alternative to blocking, since it is less costly and potentially more effective.’® Thus, in cases in
which a network provider has an incentive to block an application or class of applications — e.g.,
to manage congestion, to block unwanted content or to give an advantage to another,
competing application in a way that increases the network provider’s profits —% it often has an
incentive to reach the same result by treating the targeted applications relatively worse than
others (either by treating the other applications better or the targeted applications worse), and
the rule is designed to prevent this.>"’

If a network provider singles out one or more specific applications within a group of like
applications (or one or more of several like groups of applications) for differential treatment, the
harm to the values that network neutrality regulation is designed to protect is obvious. In this
case, the differential treatment — whether it treats the targeted applications better or worse —
immediately reduces the relative performance of some applications in the group, making them
less attractive to users than the others. Thus, the differential treatment effectively imposes a tax
on some applications in the group. Compared with an application-blind network, where users
choose among applications without interference from network providers, this distorts users’
choices among applications and, as a result, tilts the playing field in favor of some applications
in the group. The differential treatment distorts competition among the applications in the group
and reduces the value of the network for users by manipulating them to use applications that
they would not necessarily have chosen otherwise. It also affects application innovation in
various ways. In particular, the threat of discrimination reduces application developers’
incentives to innovate and their ability to get funding.308 Moreover, letting users, not network
providers, pick winners and losers on the Internet is an important part of the mechanism that
produces innovation under uncertainty.’*

Allowing Discrimination Among Classes of Applications That Are Not Alike

This approach does, however, allow network providers to differentiate among classes of
applications that are not alike, as long as they do not differentiate among applications within
each class. Thus, network providers would be allowed to treat all Internet telephony applications
differently from all e-mail applications, e.g., by prioritizing Internet telephony applications during
times of congestion, as long as they do not discriminate among applications in each group.
Under this scheme, network providers would be allowed to treat Vonage, an Internet telephony
application, differently from Gmail, an e-mail application, but they would not be allowed to treat
Skype, another Internet telephony application, differently from Vonage, or Gmail differently from
Hotmail.
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With respect to Quality of Service, this approach would allow network providers to offer
or apply different types of service to different provider-defined classes of applications, as long
as they do not discriminate among classes of applications that are alike or discriminate among
like applications within a class. The rule is agnostic as to who controls (or makes the decision
regarding) the actual provision of the different types of service. (See Box 13: Like Treatment and
Control over the Provision of Quality of Service.) Apart from the AT&T/BellSouth Merger
conditions, several network neutrality bills introduced in Congress would have allowed Internet
service providers to offer Quality of Service to applications of the same type, as long as they do
not discriminate among applications of that '[ype.310

Box 13
Like Treatment and Control over the Provision of Quality of Service

The rule described in the text is agnostic as to who controls (or makes the decision regarding) the
actual provision of the different types of service. In a user-controlled system, the provider defines
the classes and decides which type of service, if any, to offer to the different classes, but the user
decides whether to take advantage of that possibility for applications for which a special type of
service is available. For example, in the example of Shaw described in Box 16: Defining “Like”
Based on Use below, the Canadian Internet service provider Shaw gave users the option to buy an
enhanced type of service for Internet telephony applications. It did not provide the option to buy an
enhanced type of service for any other class of applications. Thus, Shaw defined the class of
applications (Internet telephony applications) to which it would offer the enhanced type of service,
but users decided whether they wanted to actually buy that option. If they did not buy the option,
their Internet telephony applications did not receive the enhanced type of service. Whether this
offering complies with the rule described in the text depends on whether defining “like” based on
use is an acceptable interpretation of like.*"

In a provider-controlled system, the provider defines the classes, determines which class
should get which Quality of Service and provides the actual service without any involvement by the
user. The trial of network management practices by Cox Communications described in Box 15:
Defining “Like” Based on Application Requirements below is an example of a provider-controlled
approach. Given the concerns described in Box 15: Defining “Like” Based on Application
Requirements below, it is questionable whether that trial treated like traffic alike, so Cox’ system
may not comply with the rule described in the text.

This part of the rule is based on the assumption that, contrary to discrimination that
differentiates among like applications or classes of applications, discrimination among classes
of applications that are not alike does not threaten the values that network neutrality regulation
is designed to protect and should therefore be allowed. This assumption is based on examples
like the following: A network provider may want to offer Quality of Service to applications
according to their needs. E-mail and Internet telephony have different requirements with respect
to reliability and delay:312 E-mail requires reliable data transfer, but is not sensitive to delay. By
contrast, Internet telephony can deal with a certain amount of packet loss, but is very sensitive
to delay. As a result, it does not harm e-mail if the network provider gives low-delay service to
Internet telephony, but not to e-mail, as long as the delay faced by e-mail and other best-effort
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traffic does not increase above a level where it negatively affects even applications that
generally work well with best-effort traffic.’? Similarly, during times of congestion, a network
provider may want to prioritize applications that are time-sensitive over those that are not. An
application that is not time-sensitive does not suffer if it is not prioritized during times of
congestion, as long as the delay for non-time-sensitive traffic does not rise above a level that
would negatively affect even non-time-sensitive traffic. In these examples, the differential
treatment benefits the applications that get “better” treatment without harming the others, so this
type of differential treatment does not seem to interfere with competition among applications or
user choice.

As this section will show, “like treatment” is more problematic than these examples
suggest. In the examples, the differential treatment benefits the applications that get “better”
treatment without harming the others, but only some cases in which a network provider has an
incentive to discriminate among classes of applications have this property. Instead,
discrimination among classes of applications will often harm applications in the classes that
receive the “worse” treatment, even if the different classes are not alike. Moreover, “like
treatment” negatively affects several of the factors that have fostered application innovation in
the past. It removes the application-blindness of the network and gives network providers
discretion to decide which applications are alike, allowing network providers to distort
competition among applications or classes of applications. It violates the principle of user
choice, resulting in levels of Quality of Service or differential treatment that do not necessarily
meet users’ needs. It violates the principle of innovation without permission, reducing the
chance that new applications actually get the type of service they need. “Like treatment” also
creates high costs of regulation.

In the examples above, the applications that do not receive the “better” treatment are not
harmed because they do not need the better treatment anyways. As a result, the differential
treatment makes the applications that benefit from the better treatment and their users better off
and does not harm any of the others. As | explain below, in reality the impact of “like treatment”
on users and application providers is more complicated, even in the case of these examples.

Moreover, not all cases in which a network provider has an incentive to treat classes of
applications differently share this characteristic. In many cases, discrimination among classes of
applications hurts some classes of applications, even if the classes are not alike. For example,
some Internet applications compete with network-provider applications that are sold separately
from Internet access and do not run over the Internet-access portion of the network provider’s
access network. In these cases, discriminating against all applications in that class allows the
network provider to favor its own offering without discriminating among applications within the
class. A cellular or wireline network provider, for example, may have an incentive to reduce the
performance of Internet telephony applications to protect its revenue from its own, separate
telephony offering.314 The same incentive applies to Internet video offerings that may motivate
users to cancel their subscription to the network provider’s traditional multi-video programming
services,315 or to Internet messaging applications that threaten cellular carriers’ revenue from
traditional text-messaging services.”'® In the future, this incentive will apply to every application
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that is offered both over the Internet portion of the network provider’s access network and over
the portion of the access network that is dedicated to “specialized services.”!” Since the non-
discrimination rule only applies to a network provider’s Internet access offering, like treatment
only bans discrimination among the Internet telephony offerings (or among any other affected
group of applications) that run over the Internet access portion of its network. It does not protect
these applications against behavior that applies equally to all of them, but puts them at a
disadvantage with respect to the network provider’s offering that is sold and operated separately
from Internet access. The Comcast case illustrates this problem. (See Box 14: Differential
Impact in the Comcast Case.) Thus, applications in a class can be harmed by differential
treatment if that treatment puts them at a disadvantage compared to another, competing
application that is outside the scope of the non-discrimination rule.
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Box 14
Examples of Differential Impact: Comcast’s Digital Voice service and Comcast’s Xfinity TV App for the
Xbox

Since the non-discrimination rule only applies to a network provider’s Internet service offering, it
does not protect a group of like applications against behavior that applies equally to all of them, but
puts them at a disadvantage with respect to the network provider’s offering that is sold and
operated separately from Internet access.

The aftermath of the FCC’s Comcast/BitTorrent order illustrates this problem. Under
Comcast’s new application-agnostic network management practices, the traffic of users that have
used a high amount of bandwidth over a certain period of time receives relatively less priority than
the traffic of other users during times of congestion. If the affected users are running an Internet
telephony application while their traffic is treated like this, the delays resulting from the traffic
management may reduce the performance of the Internet telephony application. By contrast,
Comcast’s own digital voice service, which is sold separately from Internet access service, is not
affected by this problem. The digital voice traffic is separated from the user’s Internet traffic and,
therefore, not affected by any traffic management measures that are applied to that traffic. When
the FCC asked Comcast to justify “the disparate treatment of its own VolP service as compared to
that offered by other VoIP providers on its network,” Comcast argued that the fact that its network
management practices apply to unaffiliated Internet telephony applications, but not to its own digital
voice offering does not violate the FCC’s Order against Comcast, since its digital voice offering is
not offered over the public Internet and therefore not subject to the requirements imposed by that
order.’"®

The current controversy over Comcast’s Xfinity TV App for the Xbox provides another example
of this phenomenon. As explained above, the Xfinity TV App allows users who subscribe to
Comcast’s Internet access service, Comcast’s cable service and Microsoft’'s Xbox Live Gold
subscription service to watch selected video-on-demand content from Comcast on the Xbox.
Comcast’s Internet service has a 250 GB monthly bandwidth cap.’'® Traffic associated with the
Xfinity TV App to the Xbox does not count towards that cap, while traffic of other applications that
also allow users to view on-demand video content on the Xbox (e.g., HBO Go or Netflix) does count
towards the cap.320 In general, this differential treatment of like applications would violate the non-
discrimination rule described in this section.**' Comcast, however, claims that contrary to the other
applications, which are delivered over the public Internet and treated in compliance with the FCC’s
Open Internet rules, the Xfinity TV App is provided separately from the public Internet and therefore
not subject to the FCC’s Open Internet rules.**” If this argument is correct,**® Comcast is able to put
applications that deliver online video to the Xbox over the public Internet at a disadvantage
compared to Comcast’s own competing online video application, even though all online video
applications delivered over the public Internet are treated alike.

Moreover, applications in a class can be harmed by differential treatment even if they do
not compete directly with applications in other classes that are treated more favorably. As | have
explained elsewhere, network providers often have an incentive to single out specific
applications or classes of applications for special treatment in order to manage bandwidth on
their network.*** For example, at the time of the Canadian investigation into Internet service
providers’ network management practices, many Canadian providers were singling out peer-to-
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peer file-sharing applications for special treatment, throttling the bandwidth available to them or
interfering with these applications in other ways.325 In the US, Comcast, RCN and, most likely,
Cox for a while managed traffic on their networks by selectively interfering with BitTorrent and
other peer-to-peer file-sharing applications, but not with other applications.326 In 2009, British
Telecom (BT) throttled streaming video of users subscribing to its “Up to 8 Mbps Option 1”
broadband plan to 986 kilobytes/sec between 5 pm and midnight.*>” And according to Neelie
Kroes, Vice President of the European Commission responsible for the Digital Agenda, new
data published by BEREC, the Body of European Regulators for Electronic Communications, in
June 2012, shows that around 20% of fixed Internet service providers (spread across virtually all
EU member states) impose restrictions on peer-to-peer file-sharing applications during peak
times. These restrictions can affect up to 95% of users in a country.>*® When a network provider
singles out a class of like applications for special treatment without discriminating among
applications within the class, the resulting harm may be less apparent than in cases in which the
network provider discriminates against specific applications within a class. After all, if all
applications in the class are treated the same, they still compete with each other on a level
playing field. Focusing only on competition among the applications within a class is too narrow.
On the Internet, different uses constantly compete for users’ time and attention. Differential
treatment that treats a certain class of applications worse than others in a way that harms their
usability or attractiveness to users (as opposed to differential treatment that does not harm the
affected applications because they do not need the better treatment) imposes a tax on the
developers and users of the affected application that affects user behavior and the applications’
chances in the marketplace. As the co-founders of the online video company Zediva explained
in a letter to the FCC: “Discriminatory network management of this type [that singles out specific
applications or classes of applications in order to deal with congestion] would put the affected
applications at a severe disadvantage. Companies that offer these applications and services will
be less able to reach their users during times of congestion, which in turn may affect their
success in the market (who wants to use an application or service that is less usable during
peak time, when most people actually want to use the Internet?) and their ability to get funding —
thus squashing innovation before it has had a chance to prove itself in the marketplace.”329
Differential treatment that makes a class of application less usable or attractive to users also
harms users whose applications are affected by the differential treatment. It constrains their
ability to use the Internet as they see fit either generally, or, when the differential treatment is
used for congestion management, during peak times, when people want to use the Internet
most.”*" Thus, treating classes of applications differently may harm users and applications even
if the classes of applications are not alike.

Moreover, “like treatment” negatively affects several of the factors that have fostered
application innovation in the past.331

In order to implement “like treatment,” network providers need to identify the different
applications on their network in order to decide which class they belong to and determine the
appropriate form of Quality of Service or differential treatment,** removing the application-
blindness of the network. Network providers can use this knowledge to disadvantage certain
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applications or classes of applications, because the concept of “like applications” is not well
defined.’”® This creates ambiguities when network providers define classes of applications or
determine which class a specific applications should be assigned to — ambiguities that network
providers can exploit.

Often, there may be different options for determining which applications are “alike” and
should therefore receive the same treatment. For example, one approach may focus on
applications’ requirements with respect to throughput or delay. (See Box 15: Defining “Like”
Based on Application Requirements.) Another approach may focus on whether the applications
are used for similar goals, or whether they compete with each other. (See Box 16: Defining
“Like” Based on Use.) Depending on which option is chosen, a specific application or type of
application may receive very different treatment. Thus, a network provider can put certain
applications or classes of applications at a disadvantage by choosing a definition of “like” that
hurts that application or class of application. Sometimes, this may happen deliberately;
sometimes, it may happen inadvertently.

Box 15
Defining “Like” Based on Application Requirements

A definition of “like” could focus on whether applications have similar requirements with respect to
throughput or delay. For example, the Google/Verizon Legislative Framework Proposal included an
exception for reasonable network management that allowed network providers “to prioritize general
classes or types of Internet traffic, based on Iatency.”334 In 2009, Cox Communications, a cable
provider in the US, trialed a network management system that constitutes an example of such an
approach. Cox divided applications into two groups: time-sensitive applications and non-time-
sensitive applications. During times of congestion, the system de-prioritized applications that Cox
had classified as non-time-sensitive to improve the performance of applications that Cox had
classified as time-sensitive. Cox performed the classification based on “our network engineering
expertise and our customers' expectations.”* For example, web, Internet telephony, e-mail or
streaming video were classified as time-sensitive, while, e.g., file access, software updates or peer-
to-peer protocols were classified as non-time-sensitive.>*®

There are reasons to believe that this system would have violated the non-discrimination
rule described in this section: It seems to have classified all applications that use peer-to-peer file-
sharing protocols as non-time-sensitive, even though some peer-to-peer file-sharing applications
(e.g., Vuze, an application that uses peer-to-peer file-sharing protocols to stream video in real time)
are sensitive to delay. Treating some time-sensitive traffic as time-insensitive and, therefore,
differently from other time-sensitive traffic would have violated the requirement to treat like traffic
alike.®’
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Box 16
Defining “Like” Based on Use

A definition of “like” could focus on whether the applications are used for similar goals. For example,
in the mid-2000s, the Canadian cable provider Shaw Communications allowed its Internet service
customers to add a Quality of Service enhancement option to their normal Internet service for $10
per month. This option provided enhanced Quality of Service only to Internet telephony applications,
but not to other latency-sensitive applications.**® Thus, Shaw defined the class of application to
which it offered an enhanced type of service based on the use of the application (“Internet
telephony”), not on applications’ technical needs.

It is not clear whether such a definition of like would be allowed under the non-discrimination
rule described in this section.®*

Network providers may deliberately or inadvertently define classes in a way that hurts
specific applications within a class. The Canadian Radio-television and Telecommunications
Commission’s (CRTC) review of the Internet traffic management practices of Internet service
providers illustrates how this may happen. The proceeding showed that many Canadian Internet
service providers throttled or otherwise interfered with traffic belonging to peer-to-peer file-
sharing applications all day or during times of congestion.340 They argued that this was
necessary to protect the performance of real-time applications (such as applications that stream
video in real time) during times of congestion.341 This raised an interesting question: How did the
network providers treat Vuze, an application that, at the time of the proceeding, used the
BitTorrent protocol, a peer-to-peer file-sharing protocol, to stream video in real time? The
answer depended on how network providers decided which applications were sufficiently alike
to receive the same treatment. On the one hand, network providers could decide which
applications are alike by focusing on the protocols used by the application and treat applications
that use peer-to-peer file-sharing protocols differently from applications using other protocols.342
In this case, they would treat Vuze like the other peer-to-peer file-sharing applications and slow
it down. Alternatively, they could classify applications based on their sensitivity to delay. In this
case, Vuze would be treated like other applications that stream video in real time and would not
be slowed down. Like all applications that stream video in real time, Vuze is sensitive to delay.
Thus, under the first approach, Vuze would perform worse during times of congestion than other
video applications like YouTube that also stream video in real time,** but do not use peer-to-
peer file-sharing protocols, putting Vuze at a competitive disadvantage.

The record of the proceeding did not resolve the question.’** The concern that time-

sensitive applications that use peer-to-peer file-sharing protocols may be harmed by practices
that de-prioritize peer-to-peer file-sharing applications during times of congestion to improve the
performance of time-sensitive applications has come up in other contexts as well.** As this
example shows, network providers may deliberately or inadvertently choose a definition of “like”
that distorts competition among applications within a class.

A network provider could also define classes of applications in a way that distorts
competition among classes of applications. Again, this may happen deliberately or inadvertently.
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For example, network providers usually like the idea of providing low-delay service to online
gaming.’*® Some online games are sensitive to delay, and charging the gamers for low-delay
service would allow network providers to capture some of the value that online gamers realize
from gaming.347'348 By contrast, network providers seem to be less interested in providing low-
delay service to Internet telephony applications like Skype or Vonage, since this would make
these applications more competitive with the network providers’ own telephony offerings.349
Thus, a network provider may decide to offer low-delay service only to online gaming, but not to
Internet telephony, arguing that these are different classes of applications because “gaming”
and “telephony” are different uses of the Internet. Internet telephony providers would argue that
the correct class is “applications that are sensitive to delay,” but their view would not matter until
they had brought a complaint and succeeded in convincing the regulatory agency.

Finally, it may not be obvious which class an application belongs to, which allows
network providers to inadvertently or deliberately hurt specific applications. A network provider
may fail to provide the needed type of service to a certain application in a class because it does
not realize that the application belongs to this class. For example, the Canadian Internet Service
Providers in the example above may have intended to protect all real-time applications, even if
these applications use peer-to-peer file-sharing protocols,”® but may not have realized that
there are applications like Vuze that use a peer-to-peer file-sharing protocol but are sensitive to
delay. Alternatively, a network provider may argue that an application does not belong to a
certain class, even if the network provider knows better, which would deprive the application of
the needed type of service until the application provider has filed a complaint with the regulatory
agency and succeeded.

Thus, even under rules that require like-treatment, network providers have ample
discretion when defining classes of applications and assigning applications to classes. This
allows network providers to use the provision of Quality of Service or other forms of differential
treatment to deliberately harm certain applications or classes of applications. A benevolent
network provider may inadvertently make decisions that have the same effect.

As the above examples show, disputes over which classes of applications are alike, or
whether a certain application belongs to a certain class, are likely to be frequent and difficult to
resolve, creating high costs of regulation.

Apart from removing the application-blindness of the network, “like treatment” also
violates the principles of user choice and innovation without permission.

Under “like treatment,” network providers, not users choose which application should get
which Quality of Service or differential treatment, violating the principle of user choice.””' As |
have explained elsewhere, the incentives of network providers and users are not necessarily
aligned.352 Network providers’ incentive to reduce the performance of applications that may
reduce their revenue from applications that are offered and provided separately from Internet
access is one example of this phenomenon.353 Thus, network providers do not always want to
meet users’ preferences. But even when they do, they may not be able to do s0.>>* For
example, if a network provider decides whether and when to offer QoS, it is forced to guess
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what the average user's priorities may look like, but these priorities may differ among users,
and, for the same user, over time. In particular, a specific user’'s needs with respect to a
particular application are not necessarily fixed:’> A user's desire for QoS may differ
considerably depending on the circumstances. For example, | may not care as much about the
quality of my VolP call when | am chatting with a friend as when | am doing a job interview. If |
am playing a quick game at night | may be willing to tolerate a level of latency that | would not
be willing to tolerate during an online gaming tournament. Thus, any QoS system that lets
network providers determine whether and when to provide QoS may not be well aligned with
users’ needs. Network providers’ attempts to determine which applications are time-sensitive
and should be prioritized during times of congestion will fail to meet users’ needs for the same

reasons.>>°

Finally, “like treatment” harms application innovation by making it more difficult for new
applications to get the type of service they need.” In order to get QoS, an application
developer would have to convince network providers that its application belongs to a new class
of applications that requires QoS or that it is “like” an existing type of application that already
receives QoS.**® This introduces considerable transaction costs. Certain types of innovators
(e.g. innovators that develop an application at home in their free time, non-commercial
innovators, or start-ups) may not have the resources necessary to engage in this type of
negotiation with a potentially large number of network providers.359 In addition, even if an
innovator manages to contact a network provider, the innovator may not receive the appropriate
QoS for its application if the innovator fails to convince the network provider. This is an example
of the more general phenomenon that requiring cooperation or support from the network
provider reduces the likelihood that innovative applications can be realized or successfully
deployed.360 Thus, requiring network providers to take action before an application can get the
Quality of Service or differential treatment it needs violates the principle of innovation without
permission and reduces the chance that new applications actually get the type of service they
need.

In general, the rule is a lot clearer about which behavior is and is not allowed than the
standards-based proposals discussed above. It clearly allows certain forms of Quality of
Service, while banning others. In particular, the rule allows network providers to provide different
types of service to different classes of applications that are not alike, as long as they do not
discriminate among classes of applications that are alike or discriminate among like applications
within a class. The rule does, however, prohibit network providers to offer a certain type of
service only to some applications within a class. Thus, the rule restricts the evolution of the
network more than approaches that allow all discrimination, but less than approaches that ban
all discrimination.

With respect to specific instances of differential treatment among classes of applications,
the rule provides less certainty than a more abstract reading of the provision may suggest. In
particular, the ambiguities surrounding the definition of “like” make it difficult for network
providers to predict whether their chosen definition will withstand regulatory scrutiny in case of a
complaint. For the same reasons, application developers and their investors will not necessarily
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know in advance how far the rule’s protections reach.”! If adjudicators clarify the interpretation
of “like” in the context of individual adjudications, this uncertainty may be reduced over time.*%?
Until then, the rule will suffer from many of the problems associated with and will create similar
social costs as the standards-based approaches discussed above, including high costs of
regulation. Most importantly, “like treatment” does not adequately protect application innovation
and user choice, not only in cases in which the network provider has an incentive to harm
specific applications or classes of applications, but also in cases in which the network provider
has the best intentions.

Ban Application-Specific Discrimination, But Allow Application-Agnostic Discrimination

Instead, regulators or legislators should adopt a non-discrimination rule that clearly bans
application-specific discrimination, but allows application-agnostic discrimination.***%* (Again, |
use “applications” as shorthand for “applications, content, services, and uses.”) Discrimination is
application-specific if it is based on application or class of application, or, in other words, if it is
based on criteria that depend on an application’s characteristics (“application-specific
criteria”).*® Application-specific criteria include what this paper calls “application” (i.e. the
specific instance of an application a user is using, e.g., Vonage vs. Skype), application type (e.g.
e-mail vs. Internet telephony), the application-layer protocol or transport-layer protocol the
application is using (e.g. SIP vs. Skype’s proprietary protocol, or TCP vs. UDP), or the
application’s technical requirements (e.g., latency-sensitive vs. non-latency-sensitive
applications). (See also Box 18: A Technical Perspective on Application-Specific vs. Application-
Agnostic Discrimination.) Since the term “applications” stands for applications, content, services
or uses, the ban on application-specific discrimination applies equally to discrimination based on
criteria that depend on characteristics of content or characteristics of a service or use. Thus,
discrimination against certain content based on, e.g., publisher, author, content type, subject
matter, or viewpoint would all be prohibited by the rule.

The rule should be coupled with an exception for reasonable network management,
which would allow narrowly tailored deviations from the non-discrimination rule if a network
management problem cannot be addressed in application-agnostic ways. (See Box 17: The
Exception for Reasonable Network Management.)

This rule plays an important role in the FCC’s Open Internet order. The FCC’s non-
discrimination rule for fixed broadband access bans discrimination that is unreasonable.
Whether discriminatory behavior complies with the rule just described (i.e. whether it is
application-agnostic) is one of the factors the FCC will use to determine the reasonableness of
discriminatory conduct under the non-discrimination rule and under the Open Internet rules’
exception for reasonable network management.
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Box 17
The Exception for Reasonable Network Management

The rule proposed in the text should be coupled with an exception for reasonable network
management, which would allow narrowly tailored deviations from the non-discrimination rule if a
network management problem cannot be addressed in application-agnostic ways. More formally, to
qualify as reasonable network management, the practice would have to further a legitimate network
management purpose and be narrowly tailored to address that purpose. In the context of network
neutrality rules, the term “network management” refers to technical measures whose purpose is “to
maintain, protect, and ensure the efficient operation of a network.”® Network management
includes, e.g., managing congestion or protecting the security of a network.*®” To qualify as
narrowly tailored, the practice would have to, among other things, be as application-agnostic as
possible and result in as little discrimination or preference as reasonably possible.*®® The treatment
of network management practices under the proposed rule is described in more detail in the Section
“Network Management” below.

The rule described in this section bans all discrimination among applications and classes
of applications that is based on application-specific criteria, regardless of whether the
applications or classes are alike or not. Thus, contrary to some non-discrimination rules in other
areas of law, this approach does not require an analysis of whether the applications or classes
of applications that are treated differently based on application-specific criteria are “alike” or
“similarly situated.” Nor is there an inquiry into whether the differential treatment of like
applications or classes of applications is somehow justified. Instead, the rule strictly bans all
discrimination based on application-specific criteria. The only way to justify instances of
application-specific discrimination would be through the reasonable network management
exception or any other exception that applies to the non-discrimination rule.

Under this approach, a network provider would not be allowed to treat Vonage differently
from Skype, or Comcast’s XfinityTV.com differently from Hulu. That would be discrimination
based on application.369 Nor would it be allowed to treat online video differently from e-mail, treat
applications that use the BitTorrent protocol differently from applications that do not use this
protocol, or treat latency-sensitive applications differently from latency-insensitive applications.
That would be discrimination based on class of application.370 But it would be allowed to treat
data packets differently based on application-agnostic criteria — criteria that have nothing to do
with the application or class of application. (See also Box 18: A Technical Perspective on
Application-Specific vs. Application-Agnostic Discrimination.) For example, a network provider
could give one person a larger share of the available bandwidth if that person has paid for a
higher tier of Internet service (e.g., if that person has paid for the “Up to 6 Mbps” Internet service
packet instead of the “Up to 3 Mbps” Internet service packet).’’' During times of congestion, a
network provider could give one person a larger share of the available bandwidth than another,
for example, because this person pays more for Internet access or has used the Internet less
over a certain period of time.?’* That would be application-agnostic discrimination. But it could
not throttle the bandwidth available to a specific online video application such as Hulu in
particular or to online video in general. That would be application-specific discrimination.
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Box 18
A Technical Perspective on Application-Specific vs. Application-Agnostic Discrimination

As David Reed has pointed out, thinking about the proposed rule in the context of the Internet’s
original architecture may help clarify the functioning of the rule. The Internet’s original architecture
was based on the layering principle and the broad version of the end-to-end arguments. The
layering principle, as applied to networking, prescribes that a lower-layer protocol may not make
any assumptions about the content or meaning of the message (or, more technically, protocol data
unit) passed to it by a higher-layer protocol for delivery to its higher-layer protocol peer.373 The
lower-layer protocol may neither access nor act on the information contained in a higher-layer
protocol data unit. (This constraint preserves the central feature of layering: the independence of
lower layers from higher layers.) Thus, applied to the Internet Protocol, i.e., the protocol at the
Internet layer, the layering principle prescribes that the Internet Protocol may not make any
assumptions about the content or the meaning of the data it is transporting on behalf of higher-layer
protocols. In other words, in the Internet’s original architecture, the layering principle forced the
network to be application-agnostic.374

The proposed rule is not identical with the constraints imposed by the layering principle. In
particular, the rule does not ban any violations of the layering principle as such. For example, it
does not prevent network providers from using deep packet inspection in the network to access and
analyze the higher-layer protocol data units transported by IP on behalf of higher-layer protocols;
nor does it prohibit network providers to make assumptions about the meaning of the these higher-
layer protocol data units). But if network providers have somehow acquired information about the
content or meaning of the payload of the IP packets, the ban on application-specific discrimination
prevents them from discriminating based on that information. Thus, with respect to network
providers’ ability to discriminate among applications based on application-specific criteria, the non-
discrimination rule creates the same effect that compliance with the layering principle would
have.®”

Thinking about the rule in this way may help clarify the distinction between application-
specific and application-agnostic discrimination. In particular, in the current Internet, a practice that
requires knowledge about the content and meaning of the payload of the IP packets traveling
through the network would not be application-agnostic.376 Note, though, that the classification of a
practice as application-specific does not depend on how the knowledge about the content and
meaning of the payload is acquired. For example, identifying encrypted Internet telephony
applications or encrypted peer-to-peer file-sharing applications based on their traffic patterns and
using that information as the basis for differential treatment constitutes application-specific
discrimination. Similarly, identifying applications based on the port numbers typically used by that
application and using that information as the basis for differential treatment constitutes application-
specific discrimination as well.

Application-specific discrimination requires knowledge about the application or class of
application that the user is using — knowledge that a network provider in an application-blind
network (e.g., in the original Internet) would not have. A network provider in an application-blind
network would, however, be able to engage in differential treatment that does not require
knowledge about the application or class of application, and the rule maintains that ability. In
sum, the rule bans all forms of discrimination that would not be possible in an application-blind
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network, and allows all forms of discrimination that would be available in such a network. Thus,
the rule recreates through law the environment for application innovation and use that an
application-blind network such as the original Internet would create by virtue of its architectural
design.’”’

Contrary to proposals based on an antitrust framework, the rule applies to all network
providers, regardless of their market share in the market for Internet services,””® and to all
application-specific discriminatory conduct, regardless of whether the conduct is capable of
monopolizing the market for the affected applications.’’ Any measure that singles out an
application or class of applications for differential treatment tilts the playing field against some
applications or classes of application and interferes with users’ decisions about how to use the
network, creating significant social costs.”® The fact that the application-specific practice may
serve a network provider’s “legitimate business interest” as understood by the antitrust laws
(e.g., if the goal of the practice is to manage congestion or to engage in price discrimination to
recover the fixed costs of network infrastructure), is not sufficient to overcome the ban.**' The
social costs of application-specific discrimination result from the discriminatory conduct as such
and are independent of the network provider's motivation. Even application-specific
discrimination that does not seem to have the potential to harm any applications (e.g., providing
QoS to different classes of applications according to their needs, or prioritizing time-sensitive
applications over non-time-sensitive applications during times of congestion) creates
considerable social costs.”® At the same time, network providers can usually realize their
legitimate goals using application-agnostic means that are not similarly harmful to application
innovation, user choice, or the Internet’s ability to reach its social, cultural or political potential. In
the rare cases in which a network management problem cannot be solved in application-
agnostic ways, the reasonable network management exception allows the network provider to
deviate from the non-discrimination rule in narrowly tailored ways.383

Network providers are not beneficial stewards of the Internet platform. Neither the
interests of the network provider and users nor the interests of the network provider and the
public are aligned. Network providers’ interests often differ from users’ interests, and even if
they do not, network providers do not know what exactly users want.*** Network providers’
private interests and the public interests with respect to the evolution of the Internet diverge as
well:*® For a variety of reasons, network providers capture only a small part of the social value
resulting from an open Internet. For example, they only capture some of the social benefits
associated with application innovation or of the social benefits resulting from improved
democratic discourse.*® Moreover, most of the gains they are able to capture are uncertain and
will be realized in the future, which leads network providers to discount them even more.*’
Thus, when network providers decide whether to discriminate among applications or classes of
applications, the immediate private benefits of discriminating (i.e. the higher profits resulting
from exclusionary conduct or from discriminatory network management) will often be higher than
network providers’ hyperbolically discounted share of the private benefits of refraining from
discriminatory conduct.
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Based on these insights, the rule takes away all the tools that would allow the network
provider to deliberately or inadvertently interfere with competition and user choice — those
involving application-specific discrimination —, while leaving the tools that cannot distort
competition or violate user choice — those involving application-agnostic discrimination. By
legitimizing a broad range of discriminatory conduct (that is, all conduct that is application-
agnostic), the rule gives network providers flexibility to realize their legitimate goals such as
network management, price discrimination or product differentiation, albeit through means that
do not interfere with the values that network neutrality rules are designed to protect. In the rare
cases in which a network management problem cannot be solved in application-agnostic ways,
the reasonable network management exception allows the network provider to deviate from the
non-discrimination rule in narrowly tailored ways.

Protecting the factors that are at the core of the Internet’s economic, social, cultural and
political potential

Compared with other proposals for non-discrimination rules, the rule strikes the best balance
between social benefits and social costs. The rule preserves the application-blindness of the
network, the principle of user choice, and the principle of innovation without permission, three
factors that have been central to the Internet’s ability to foster innovation in the past.’®® By
prohibiting application-specific discrimination, the proposed rule makes it impossible for network
providers to distort competition among applications or classes of applications. The rule allows
users, not network providers to choose how they want to use the network and which
applications will be successful. Letting users make this choice not only increases the value of
the Internet for users and for society, it is also an important part of the mechanism that enables
application-level innovation to function effectively. In addition, maintaining application-blindness
and user choice is crucial to allowing the Internet to realize its social, cultural and political
potential. Finally, protecting the principle of innovation without permission makes it more likely
that innovative ideas will be realized and that applications can get the type of service they need.

Allowing the network to evolve

The proposed rule does not constrain the evolution of the network more than is necessary to
reach the goals of network neutrality regulation. It provides room for networks to evolve.**

Quality of Service

The rule allows network providers to offer certain (though not all) forms of Quality of Service. In
particular, it allows network providers to offer different classes of service if they meet the
following conditions:

(1) the different classes of service are offered equally to all applications and classes of
applications;

(2) the user is able to choose whether and when to use which class of service;**°
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(3) the network provider is allowed to charge only its own Internet service customers for the use
of the different classes of service.*"%%

For example, a network provider could offer a low-delay service, a best-efforts service, a less-
than-best-efforts service, and a guaranteed-bandwidth service. The decision of whether and
when to use which service would be left to the user. For example, one user could use the low-
delay service for Internet telephony, another may use it for online gaming, and a third user may
use it for e-mail, if that is what that user wants. This type of user-controlled Quality of Service is
technically feasible.>**%%*

While the first two conditions directly flow from the proposed non-discrimination rule,®®

the third condition is based on additional considerations and would need to be encoded
separately.®®®

A network provider who is allowed to charge for Quality of Service has an incentive to
degrade the quality of the baseline, best-effort service to motivate users to pay for an enhanced
type of service. To mitigate this problem, the rules should require the regulatory agency in
charge of enforcing the network neutrality rules to monitor the quality of the baseline service and
set minimum quality standards, if the quality of the baseline service drops below appropriate
levels.?’

This type of user-controlled Quality of Service offers the same potential social benefits
as other, discriminatory or provider-controlled forms of Quality of Service without the social
costs. In particular, it does not raise any of the problems associated with “like treatment.”
Contrary to like treatment, it preserves the application-blindness of the network, the principle of
user choice, and the principle of innovation without permission:

First, the proposal maintains the application-blindness of the network: The provision of
Quality of Service is not dependent on which applications users are using, but on the Quality-of-
Service-related choices that users make. Thus, the network provider does not need to know
anything about which applications are using its network in order for this scheme to work. The
network provider only makes different classes of service available, but does not have any role in
deciding which application gets which Quality of Service; this choice is for users to make. As a
result, network providers cannot use the provision of Quality of Service as a mechanism to
deliberately or inadvertently distort competition among applications or classes of applications.**®

Second, since users choose when and for which applications to use a given type of
service (in line with the principle of user choice), they can get exactly the Quality of Service that
meets their preferences, even if these preferences differ across users or (for a single user) over
time.>*°

Third, in line with the principle of “innovation without permission,” an innovator does not
need support from the network provider in order for his application to get the Quality of Service it
needs. The only actors who need to be convinced that the application needs Quality of Service
are the innovator, who needs to communicate this to the user, and the user, who wants to use
the application.”® This greatly increases the chance that an application can get the type of
service it needs.

57



van Schewick — Network Neutrality and Quality of Service: What a Non-Discrimination Rule Should Look Like

Network Management

The proposed rule allows network providers to freely engage in application-agnostic ways of
managing their network.””" Application-agnostic network management coupled with user-
controlled prioritization gives network providers the tools they need to maintain the quality of the
Internet experience for all users, even during times of congestion, while preserving the
application-blindness of the network and the principle of user choice to the extent possible.
Network providers would be able to enforce fairness among users and prevent aggressive users
from overwhelming the network by allocating bandwidth among users in application-agnostic
ways, but how a user decides to use its “share” of bandwidth, both in general and at a particular
point in time would be decided by the user. To the extent that applications benefit from relative
prioritization at times of congestion, network providers could allow users to choose which
applications to prioritize within the user’s bandwidth envelope during times of congestion.** As
long as the ability to prioritize is offered equally to all applications or classes of applications (i.e.
not tied or restricted to specific applications or classes of applications) and the choice of which
applications to prioritize is left to the user, this form of network management would be consistent
with the non-discrimination rule proposed above. At the same time, the reasonable-network-
management exception provides a safety valve that allows network providers to react in more
application-specific ways if a problem cannot be solved in an application-agnostic way.**

From a technical perspective, application-agnostic network management has the added
advantage of removing the incentive for users to masquerade their applications to evade or take
advantage of certain application-specific treatment in the network, freeing resources at the
network provider and at users.

Tools for application-agnostic congestion management are available today. As the
experience of Comcast shows, it is possible to protect the quality of the Internet experience of
all Internet service customers in application-agnostic ways.*** Beyond Comcast’s approach,
vendors have developed network management solutions that allow the network provider to
allocate bandwidth among users in application-agnostic ways, while letting users choose the
relative priority of applications within the bandwidth allocated to them.

The proposed rule is also compatible with new standards that are currently being
developed by the Congestion Exposure Working Group in the Internet Engineering Task
Force.*®® These standards would evolve the existing standards for the TCP/IP protocol suite in a
way that allows the network provider to determine how much a specific user is contributing to
congestion at any point in time. This information would allow network providers to manage their
networks based on a user’s contribution to congestion — an application-agnostic criterion.*®

Certainty and Costs of regulation

The proposed rule does not suffer from the same definitional ambiguities and does not offer
similar possibilities to game the system as a rule that requires like treatment, resulting in lower
costs of regulation. Since the rule clearly specifies in advance which behavior is and is not
acceptable, it is also easier and less expensive to enforce than the standards-based
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approaches discussed above.*” Contrary to those approaches, the rule is immediately
applicable to all industry participants. This not only removes the need to re-adjudicate similar
cases again and again.*®® It also avoids the intertemporal inconsistencies across industry actors
and across different decision-makers that are unavoidable under a standards-based
approach.*®

Of the approaches discussed in this paper, only the all-or-nothing approaches and the
disclosure rule have lower costs of regulation. They are, however, either too restrictive,
prohibiting socially beneficial forms of discrimination and restricting the evolution of the network
more than necessary to protect the values that network neutrality regulation is designed to
protect (like the approaches that ban all discrimination) or do not sufficiently protect the values
that network neutrality regulation is designed to protect (like the approaches that allow all
discrimination or the disclosure rule).

By clearly specifying acceptable and unacceptable behavior in advance, the rule
provides certainty to all industry participants and avoids the many problems associated with
determining the legality of specific discriminatory conduct after the fact in case-by-case
adjudications outlined above. In particular, it does not tilt the playing fields against those — end
users, low-cost innovators or start-ups — who do not have the resources to fight over the correct
interpretation and application of the rule in the future. Network providers know how they can
manage their networks. Application developers and their investors know that they will have a fair
chance in the market place: that they will be able to reach users and compete with other
applications on the merits, without interference from network providers.*'°

In sum, the rule restricts the evolution of the network to some degree, but only to the
extent necessary to realize the goals of network neutrality regulation. The costs of administering
and enforcing the non-discrimination rule are considerably lower than those of most of the other
proposed non-discrimination rules. And while the rule reduces network providers’ profits and,
potentially, incentives to invest in more and better broadband networks to some degree by
preventing network providers from freely engaging in discriminatory conduct and from charging
application and content providers for Quality of Service-enhanced access to their Internet
service customers, it allows network providers to profit in ways (for example, by charging end
users for Quality of Service, or by engaging in application-agnostic forms of price discrimination)
that other proposals would forbid. Thus, the rule does not impose more social costs than
necessary to protect the values that network neutrality regulation is designed to protect.

THE FEDERAL COMMUNICATONS COMMISSION’S NON-DISCRIMINATION RULE

In October 2009, the Federal Communications Commission started the Open Internet
Proceeding by publishing a Notice of Proposed Rulemaking that proposed a set of network
neutrality rules and asked for comment. The proposed rules included a strict non-discrimination
rule that would have required network providers to treat every packet the same, subject to
reasonable network management.*"
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Over the course of the proceeding, the FCC held several public workshops, organized a
technical advisory process and received more than 100,000 written comments.*'? All of the
proposals for non-discrimination rules discussed in this paper were supported by some
commenters.*"®

In December 2010, FCC Chairman Julius Genachowski circulated draft Open Internet
rules to the other commissioners. The proposed rules were based on a proposal for a network
neutrality bill that had been negotiated by Rep. Henry A. Waxman, the Chairman of the House
Committee on Energy and Commerce, and Rep. Rick Boucher, the Chairman of the House
Subcommittee on Communications, Technology and the Internet, with the large phone and
cable network providers, Internet companies, consumer groups and open Internet groups in the
Fall of 2010.*" Not all participants in the negotiations supported the final proposal.*’®> The
proposal was never introduced. Rep. Waxman and Rep. Boucher had abandoned the effort
when the Republican members of the Energy and Commerce Committee refused to support the
bill.*'®

The rules proposed by the Chairman included a non-discrimination rule that applied to
fixed, but not to mobile Internet access service. Like the non-discrimination rule in the Waxman
proposal, the rule banned “unreasonable” discrimination without specifying how to interpret the
term and left it to later case-by-case adjudication to decide whether specific discriminatory
conduct meets this criterion.*'’

While the strategic interests of regulators or legislators considering the adoption of
network neutrality rules and of the big stakeholders on both sides of the network neutrality
debate are aligned in favor of such a rule,*'® that rule does not adequately protect the values
that network neutrality regulations are designed to protect.’® Thus, from the perspective of
network neutrality proponents, this proposal was highly unsatisfactory.**

The two Republican commissioners, Commissioner Robert M. McDowell and
Commissioner Meredith Atwell Baker, had made clear that they would not support any network
neutrality rules, so the Chairman needed the votes of the two other Democratic commissioners,
Commissioner Michael J. Copps and Commissioner Mignon L. Clyburn. Both supported
considerably stronger network neutrality rules than the ones that the Chairman was
proposing.*?' Commissioner Copps publicly threatened to vote against the draft rules in the form
proposed by the Chairman. A “no” from either of them would have killed the proposal.*??

This put the Chairman in a difficult position: During his presidential campaign, President
Obama had promised to enact network neutrality rules.”*® Attempts to enact network neutrality
rules in Congress had failed.*** The Democrats had lost the House in November 2010, and with
the Republicans in the majority, it was clear that the House would not support any network-
neutrality-related action in the future.*®

At the same time, the Chairman felt he needed AT&T’s support to deflect Republican
criticism in Congress in the future, and AT&T strongly supported using the Waxman proposal as
a basis for the Commission’s network neutrality rules.****’
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The Chairman and the two Democratic commissioners negotiated over improvements to
the order up to the day before the Commission’s Open Meeting on December 21.**® In the end,
they agreed on the following compromise:**® They did not change the text of the non-
discrimination rule. They agreed, however, to change the text of the order to provide more clarity
to industry participants and to provide guidance to future adjudications.

In the final Open Internet Report and Order, the FCC adopted a non-discrimination rule
that bans providers of fixed broadband Internet access service from “unreasonably
discriminat[ing] in transmitting lawful network traffic over a consumer’s broadband Internet
access service. Reasonable network management shall not constitute unreasonable
discrimination.”**® Whether certain discriminatory conduct qualifies as unreasonable will be
determined by the FCC in case-by-case adjudications.

The text of the order specifies the factors that the FCC will use to determine whether a
certain discriminatory conduct constitutes unreasonable discrimination:**' transparency (i.e.
whether differential treatment is disclosed), end-user control and end-user choice, use-agnostic
discrimination and conformity of the practice with “best practices and technical standards
adopted by open, broadly representative, and independent Internet engineering, governance
initiatives, or standards-setting organizations.”**

Use-agnostic discrimination (or “application-agnostic” discrimination), the order explains,
is “differential treatment that does not discriminate among specific uses of the network or
classes of uses.” According to the order, use-agnostic discrimination is likely to be reasonable,
which suggests, in turn, that differential treatment that discriminates among specific uses of the
network or classes of uses is likely to be unreasonable.*® This is the same substantive standard
as the one used by the non-discrimination rule proposed by this paper (see Table 3: The FCC’s
Non-Discrimination Rule and the Rule Proposed by this Paper). As explained above, allowing
use-agnostic discrimination, but banning discrimination among uses or classes of uses
preserves the application-blindness of the network.***

Table 3
The FCC’s Non-Discrimination Rule and the Rule Proposed by this Paper
Application-Agnostic Application-Specific
Discrimination Discrimination
FCC’s Non-Discrimination Rule likely to be reasonable likely to be unreasonable
Non-Discrimination Rule allowed banned
Proposed by this Paper

Thus, in evaluating whether discriminatory conduct is reasonable, the FCC will consider
how well the conduct preserves two of the four factors — application-blindness and user choice —
that have fostered application-innovation and allowed the Internet to serve as a platform for
social, political and cultural interaction in the past.**® As Commissioner Copps explained in his
concurring statement, this was a deliberate decision: “In discussing the ‘no unreasonable
discrimination’ standard, we put particular emphasis on keeping control in the hands of users
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and preserving an application-blind network—a key part of making the Internet the innovative
platform it is today.”® In addition, the first section of the Open Internet rules lists preserving
end-user control, end-user choice and the freedom to innovate without permission (the third of
the four factors that have fostered application-innovation in the past) as explicit purposes of the
rules.*’

As this paper has shown, using these factors — application-blindness, user choice and
innovation without permission*® — as guidelines for evaluating behavior provides clear answers
regarding which types of discriminatory behavior should and should not be allowed. For
example, while the order does not discuss how the different forms of Quality of Service
discussed in this paper would be evaluated under the “no unreasonable discrimination”
standard, the analysis in this paper suggests which results the FCC will reach, if it takes these
factors seriously (see Table 4: Evaluating Different Forms of Quality of Service Under the FCC’s
Non-Discrimination Rule below). In particular, under the FCC’s standard as clarified by the
order, user-controlled Quality of Service where (1) the different classes of service are offered
equally to all applications and classes of applications, (2) the user is able to choose whether
and when to use which class of service, and (3) the network provider is allowed to charge only
its own Internet service customers for the use of the different classes of service,*’ is likely to be
reasonable.*****! By contrast, offering Quality of Service exclusively to one or more applications
within a class of “like” applications is unlikely to be reasonable.**? Offering different types of
service to different provider-defined classes of applications is also likely to be unreasonable,
even if the network provider treats like traffic alike (that is, even if it does not discriminate among
classes of applications that are alike and does not discriminate among applications within a
class of like applications).**

In addition to specifying which factors should be used in evaluating discriminatory
conduct under the FCC’s “no unreasonable discrimination” standard, the order explicitly rejects
some alternative interpretations. Some commenters had supported using an antitrust framework
to distinguish socially beneficial from socially harmful discrimination.*** The order explicitly
rejects the view that the non-discrimination rule should only prohibit discrimination that is
“anticompetitive.”445 As explained above, such a rule (or an interpretation of the FCC’s rule that
restricted unreasonable discrimination to discrimination that is anticompetitive) would have
made it impossible to bring complaints against many types of discriminatory conduct that
network neutrality proponents are concerned about.**¢

Finally, according to the order, the same principles that guide the Commission’s
interpretation of the non-discrimination rule will also guide the Commission’s evaluation of
network management practices under the Open Internet rules’ exception for reasonable network
management.447 The exception applies to the no-blocking rules for fixed and mobile Internet
access and to the non-discrimination rule. Some had argued that discriminatory and
exclusionary practices should automatically qualify as “reasonable network management,” as
long as they were designed to solve network management problems.*** However, the harm to
users and innovators from discriminatory or exclusionary conduct is the same regardless of the
network provider’s motivation, making it necessary to impose stronger constraints on
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reasonable network management.449 In line with these considerations, the order makes clear

that network management will be evaluated by the same principles that guide the interpretation
of the non-discrimination rule.

Overall, the non-discrimination rule adopted by the Commission (as clarified by the text
of the order) constitutes a considerable improvement over the same rule without clarifications.
The general theoretical framework underlying the order as well as the specific factors that will be
used to interpret the non-discrimination rule and the reasonable-network-management
exception are in line with the broader theoretical framework that calls for network neutrality
regulation are based on.** Contrary to the standards used by other case-by-case approaches
(e.g., by an antitrust framework or the Google-Verizon legislative framework), the factors the
FCC will use to evaluate differential treatment do not automatically exclude instances of
discrimination that network neutrality proponents are concerned about.””! Instead, the
substantive factors — application-blindness and user choice — reinforce key values that were at
the core of the Internet’s success. Specifying the factors provides additional clarity to market
participants and guidance to the bureaus within the FCC which may end up enforcing the order.

Still, compared with the bright-line non-discrimination rule supported by this paper,
considerable uncertainty remains. For example, it is not clear how the Commission would
evaluate a practice that is in line with some, but not all factors mentioned by the order. Thus, the
rule leaves a lot of discretion to later adjudicators. By creating considerable uncertainty that will
only be resolved in later case-by-case adjudications, the rule creates many of the same
problems and social costs as the less precise standards discussed above.**

The text of the order provides the most certainty with respect to behavior that is likely to
be reasonable. In particular, the order explains that differential treatment that is use-agnostic is
likely to be reasonable and that “end-user choice and control are touchstones of evaluating
reasonableness.”* This suggests that network providers who would like to minimize the risk of
having to defend themselves in costly and highly public adjudications at the FCC should choose
practices and invest in network technologies that are use-agnostic (i.e. that do not discriminate
among specific uses or classes of uses) and preserve user choice over technologies and
practices that do not.
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Table 4

Evaluating Different Forms of Quality of Service Under the FCC’s Non-Discrimination Rule

Types of QoS Provider-controlled Provider-controlled User-controlled QoS
QoS to individual QoS to provider- where
applications within a defined classes of (1) the different classes
class of like applications of service are offered
applications equally to all
applications and
classes of applications;
(2) the user is able to
choose whether and
when to use which
class of service;
(3) the network
provider charges only
its own Internet service
Criteria for customers for the use
evaluation of the different classes
of service.*
Preserves application- No No Yes
blindness of the
network/is use-agnostic
(i.e. does not
discriminate among
specific uses or
classes of uses)
Preserves user choice No No Yes
Preserves innovation No No Yes
without permission
Likely to be reasonable No No Yes

under the FCC’s non-
discrimination rule

* According the FCC’s Open Internet Order, charging application or content providers who are not the network
provider’s Internet access service customers for prioritized or otherwise enhanced access to the network provider’s
Internet access service customers is likely to be unreasonable. Thus, under the Open Internet rules, network
providers are allowed to charge only their own Internet access service customers for any differential treatment

allowed by the non-discrimination rule. See footnote 439.
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% There are two versions of the end-to-end arguments, a narrow version and a broad version, which are
often confused in policy debates (van Schewick (2010d), pp. 57-81, 377-379; van Schewick (2004)).
While both versions shaped the original architecture of the Internet (van Schewick (2010d), pp. 90-103,
110-112, 379-381; van Schewick (2004)), only the broad version, together with the layering principle, is
responsible for the application-blindness of the network (van Schewick (2010d), pp. 72-75, 217-218; van
Schewick (2004)). See also Reed (2010). On the layering principle and its relationship to the architecture
of the Internet, see van Schewick (2010d), pp. 46-57, 88-90.

® On Deep Packet Inspection (DPI) in general, see Anderson (2007). For a specific example, see Cisco
Systems (2005). On the state of DPI deployment, see Free Press (2010), pp. 141-151.

* See, e.g., van Schewick (2010d), chapters 6-9.
® van Schewick (2012).

®On Quality of Service, see, e.g., Peterson & Davie (2012), pp. 530-557; Kurose & Ross (2010), pp. 647-
672.
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” For example, of the two Quality of Service architectures that were standardized by the the Internet
Engineering Task Force, the Intserv architecture provides specific QoS guarantees to particular
application sessions, while the Diffserv architecture provides different levels of performance to different
classes of traffic without providing specific guarantees. On Intserv, see Kurose & Ross (2010), pp. 669-
672. On Diffserv, see Kurose & Ross (2010), pp. 660-665.

® See, e.g., Peterson & Davie (2012), pp. 530-537; Kurose & Ross (2010), pp. 92-95.
® Peterson & Davie (2012), pp. 206-207.
1% See the references cited in footnote 8 above.

A delay of more than 400 ms makes voice calls frustrating or unintelligible. Kurose & Ross (2010), p.
601.

"2 This perception is particularly common in Europe. See, e.g., AT&T, et al. (2008), p. 2 (“Net neutrality’
advocates typically suggest [...] an ‘all bits must be treated the same’ approach.”); Cave & Crocioni
(2007), p. 671 (calling “no prioritisation” “one of the two main elements [...] of network neutrality”); Cave,
et al. (2009), p. 1 (“The key issue is whether internet service providers should be prevented from
introducing differentiated quality of service levels on the Internet.”); Schuett (2010), p. 1 (“Roughly
speaking, network neutrality refers to the principle that all data packets on an information network are
treated equally.”)

'3 Participants in the debate also often assume that the broad version of the end-to-end arguments would
make it impossible to offer Quality of Service. This assumption is not correct, either. van Schewick
(2010d), pp. 106-107.

'* For example, under some Quality of Service architectures, network providers decide which applications
get which form of Quality of Service. Under others, users make this choice. Network providers may make
Quality of Service available exclusively to individual applications or to classes of applications with similar
needs.

1 E.g., Internet Freedom and Nondiscrimination Act of 2006, §3(2); Network Neutrality Act of 20086,
§4(a)(7); Internet Freedom Preservation Act, §12(a)(5).

1 E.g., Lessig (2006), pp. 8—10. For criticism of this proposal, see Frischmann (2005), pp. 1009-1012,
and Crawford (2007), pp. 403—404.

' E.g., Lessig (2008b), p. 9. For criticism of this proposal, see Sidak (20086).

'® Some proposals would ban any access charges to application and content providers (i.e., they would
prohibit network providers from charging application or content providers who are not their Internet
service customers for the right to access the network provider’s Internet service customers), not just
access charges in return for better transport. See, e.g., Internet Non-Discrimination Act (2006), §4(a)(3);
Lee & Wu (2009); van Schewick (2010h); van Schewick (2010a), pp. 7-10. For criticism of these
proposals, see Hahn & Wallsten (2006) and Hemphill (2008).

"9 van Schewick (2010h); van Schewick (2010d), pp. 278-280, 290-293; van Schewick (2010a), pp. 10-12.

%% |n addition, | argue that network neutrality proposals should ban any access charges to application and
content providers (i.e., they should prohibit network providers from charging application or content
providers who are not their Internet service customers for the right to access the network provider’s
Internet service customers), not just access charges in return for better transport. See van Schewick
(2010h); van Schewick (2010a), pp. 7-10.

' For a more detailed discussion of the terms “application-specific”, “discrimination based on application”
and “discrimination based on class of application,” see footnotes 364 to 365, 369 to 370 and
accompanying text and the discussion in footnote 365 below. See also Box 18: A Technical Perspective
on Application-Specific vs. Application-Agnostic Discrimination above.

22 Throughout this paper, | use “applications” as shorthand for “applications, content, services, and uses.”
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?% This third criterion does not flow from the proposed non-discrimination rule. It is based on separate
considerations and would have to be encoded separately. | address questions of charging elsewhere (van
Schewick (2010h); van Schewick (2010a), pp. 10-12), but list this requirement here for completeness.

* This condition would not constrain interconnection agreements in any way. Thus, payments among
interconnecting networks would remain possible.

%% For a discussion of this requirement, see van Schewick (2010a), pp. 10-11. The European Union has
adopted a similar rule following its review of the regulatory framework for telecommunications services.
See Article 22(3) of the Universal Service Directive; European Commission (2007), pp. 92, 95-97, 101.

% The reasonable network management exception applies to the no-blocking rules for fixed and mobile
networks and to the non-discrimination rule. 47 C.F.R. §8.5, §8.7, §8.11(d).

*” The conditions are described in the text accompanying footnotes 22 to 24 above. According the Open
Internet Order, charging application or content providers who are not the network provider’s Internet
access service customers for prioritized or otherwise enhanced access to its Internet access service
customers is unlikely to be reasonable under the order’s non-discrimination rule. Thus, under the Open
Internet rules, network providers are (most likely) allowed to charge only their own Internet access service
customers for any differential treatment allowed by the non-discrimination rule. See van Schewick
(2010c).

*® See references cited throughout Section “Case-by-Case Approaches: Ban Discrimination that Violates
an Antitrust Framework” below.

® See, e.g., Lessig (2001b); Frischmann (2005), pp. 1012-1022; Wu (2006b); Frischmann & van
Schewick (2007), pp. 423-428; Crawford (2009), pp. 916-917, 919; Crawford (2007), pp. 380-392. Center
for Democracy & Technology (2010), pp. 8-9, 30; Free Press (2010), pp. 76-77, 134-136; Open Internet
Coalition (2010), p. 76; Center for Media Justice, et al. (2010), pp. 23, 24-28.

% See, e.g., Frischmann & van Schewick (2007), pp. 426-428; Kang (2007), pp. 6-14.

% van Schewick (2012).

% Federal Communications Commission (2010c), pp. 4-11, paras 11-19, pp. 45-46, para 78 and 47
C.F.R.§8.1..

% See, e.g., van Schewick (2004); Wu (2006c), p. 16; Frischmann & van Schewick (2007), pp. 423-428;
van Schewick (2010d), pp. 387-388. See also Federal Communications Commission (2010c), pp. 4-11,
paras 11-19, pp. 45-46, para 78.

% See, e.g., Lessig (2001a), pp. 246-249; Wu (2003), pp. 145-156; Wu (2004), pp. 71-75, 80-84; van
Schewick (2004); van Schewick (2007).

% See, e.g., van Schewick (2004), pp. 346-349; Wu (2004), pp. 80-84; van Schewick (2010d), pp. 356-
359.

% van Schewick (2010d), pp. 359-361.

% van Schewick (2010d), pp. 361-364. See also footnote 52 below and accompanying text and Box 4:
The Importance of User Choice.

% See, e.g., van Schewick (2010d), pp. 359-362, 364-365; Herman (2006), pp. 112-119; Balkin (2008),
pp. 101-107; Balkin (2009); Ammori (2009). On the Internet’s social, cultural and political potential, see
Benkler (2006).

¥ See, e.g., van Schewick (2010d), pp. 365-368. These costs feature, of course, prominently in the
arguments made by network neutrality opponents as well. See, e.g., Yoo (2005); Farber, et al. (2007);

Becker, Carlton & Sider (2010), p. 510-519; Faulhaber & Farber (2010b), pp.313-324; Faulhaber (2011),
pp. 22-23.
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“® van Schewick (2010d), pp. 368-371; Frischmann & van Schewick (2007), pp. 423-425. For a detailed
analysis of the trade-off from the perspective of a network neutrality opponent, see Yoo (2005), pp. 60-68,
70-76.

*! van Schewick (2010d), pp.368-370.
*2 van Schewick (2010d), pp. 370-371.
“® Wu (2006d).

* See, e.g., Wu (2006b), pp. 3-4; Frischmann & van Schewick (2007), pp. 423-425; van Schewick
(2010d), pp. 368-371.

4 Opponents of network neutrality regulation come to a different conclusion. In particular, they stress the
potential impact of network neutrality rules on incentives to invest in network infrastructure (e.g., Yoo
(2005), pp- 48-53; Becker, Carlton & Sider (2010), p. 506; Cisco Systems (2010), pp. 5-7).

% See, e.g., van Schewick (2010e), p. 1 (asking the FCC to use these criteria in evaluating alternative
proposals for non-discrimination rules in the context of the Open Internet proceeding); van Schewick
(2010f), pp. 4-5 (same).

Y See, e.g., van Schewick (2010i) (asking the FCC to choose network neutrality rules that preserve
application-blindness, user choice, innovation without permission and low costs of application innovation);
van Schewick (2010k), pp. 1-2 (arguing the FCC should use “these factors as guiding principles when
choosing among alternative options for network neutrality rules, as well as when interpreting any network
neutrality rules that should be adopted in the future.”)

*® This paragraph is adopted from van Schewick (2010k), pp. 1-2.

* The factors that have fostered application innovation in the past factors are described in detail in van
Schewick (2010d). For a short overview, see van Schewick (2010i). For a brief discussion of the factors
that are at the core of the Internet’s political, social and cultural potential, see van Schewick (2010d), pp.
359-365; Benkler (2000), pp. 565-568; Balkin (2009). The original Internet created an environment
characterized by these factors as a consequence of its architectural design. In particular, they are the
result of the application of the layering principle and the broad version of the end-to-end arguments. On
the layering principle, the broad version of the end-to-end arguments and their relationship to the original
architecture of the Internet, see footnote 2 above and van Schewick (2010d), pp. 61-75, 96-103; van
Schewick (2004). On early arguments that the architecture of the Internet, due to the end-to-end
arguments, created a beneficial environment for innovation that regulation should preserve, see Lemley &
Lessig (1999) (in the context of the debate over open access to cable networks) and, in the context of
network neutrality, Lessig (2001a); Lessig (2002); Wu (2003); Wu & Lessig (2003); van Schewick (2004);
Wu (2004); Cerf (2006); Lessig (2006); Lessig (2008b).

0 On innovation without permission in the original Internet, see van Schewick (2010d), pp. 204, 211, 293.
On the impact of innovation without permission on innovation, see van Schewick (2010d), pp. 345-348.
See also Cerf (2006), pp. 1,4; Balkin (2009) (focusing on the social, cultural and political implications).

®" See van Schewick (2010d), pp. 349-351; van Schewick (2010i), p. 6. See also footnote 52.

°2 See van Schewick (2010d). pp. 362-363. See also Cerf (2006), pp. 1-3, 7. On the importance of user
choice for the Internet’s social, cultural and political potential, see, e.g., Balkin (2009); van Schewick
(2010d), pp. 359-365.

*® The original Internet was application-blind, which was a consequence of its architecture, in particular of
the broad version of the end-to-end arguments and of the layering principle. See footnote 2 above and
van Schewick (2010d), pp. 72-75, 217-218; van Schewick (2004). See also, e.g., Cerf (2006), pp. 1-4, 7;
Reed (2010). For a short summary of the importance of application-blindness, see van Schewick (2010i),
pp. 3-4. For a detailed analysis, see van Schewick (2010d), pp. 215-281, 286-295, 349-353, 355-365.
See also Benkler (2000), pp. 565-568; Balkin (2009); van Schewick (2010d), pp. 359-365 (all focusing on
the social, cultural and political implications).
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% Access fees are fees that the network provider imposes on application and content providers who are
not its Internet service customers. Access fees come in two variants: In the first variant, a network
provider charges application or content providers for the right to access the network provider’s Internet
service customers. In the second variant, which is sometimes called “paid prioritization” or “third-party-
paid prioritization,” a network provider charges application or content providers for prioritized or otherwise
enhanced access (e.g., access that does not count towards the users’ monthly bandwidth cap) to these
customers. On access fees, see, e.g., van Schewick (2010h). See also footnotes 15 to 20 above and
accompanying text.

°® For a short version of the argument, see van Schewick (2010i), pp. 2-3, 5-6 and van Schewick (2010h),
pp. 4-5. On low cost of application innovation in the original Internet, see van Schewick (2010d), pp. 138-
148. On the impact of low cost innovation on who can innovate, see van Schewick (2010d), pp. 204-213.
See also Benkler (2000), pp. 565-568; Balkin (2009) (both focusing on the social, cultural and political
implications).

% For a short version of the argument, see van Schewick (2010i), pp. 5-6 and van Schewick (2010h), pp.
4-5. For the detailed version, van Schewick (2010d), pp. 298-349.

%" See van Schewick (2010d), p. 356.

%8 Taken, with slight adaptations, from van Schewick (2008b), pp. 7-8.

% See footnotes 174 to 176 below and accompanying text.

% See footnotes 171 to 173 below and accompanying text.

®' Federal Communications Commission (2010c), pp. 4-11, paras 11-19, pp. 45-46, para 78 and 47
C.F.R.§8.1.

%2 47 C.F.R. §8.1: “The purpose of this Part is to preserve the Internet as an open platform enabling
consumer choice, freedom of expression, end-user control, competition, and the freedom to innovate
without permission.” (emphasis added)

® See the discussion of the FCC’s non-discrimination rule in Part Il of this paper.

% Since preserving innovation without permission is an explicit purpose of the Open Internet rules, this
factor can be used to interpret any provision of the Open Internet rule, including the non-discrimination
rule.

% See Box 3: Quality of Service above.

® The size of the advantage is related to the size of delay and how well the different applications can
cope with increases in delay.

® It is unclear whether Comcast also prioritizes traffic associated with the Xfinity TV App for the Xbox
over other traffic travelling to and from the Xbox. See Box 6: Differential Counting of Traffic Towards the
Monthly Bandwidth Cap: Comcast’s Xfinity TV App for the Xbox.

% Comcast Corporation (2012).

 Comcast (2012).

7 For further discussion, see footnote 301 and Box 14: Examples of Differential Impact: Comcast’s Digital
Voice service and Comcast’s Xfinity TV App for the Xbox below.

" Werner (2012).
"2 Dugan (2012); Higginbotham (2012); Werner (2012)).

& Currently, Internet service providers charge the same per-byte (or otherwise bandwidth-adjusted) price
for all applications. For a detailed analysis of network providers’ incentives to engage in application-
specific pricing and of the impact on application developers and users, see van Schewick (2010d), pp.
273-375, 277-278. See also footnote 348 below.
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™ For a real-world example, see the presentation by two providers of deep packet inspection technology
for mobile networks (Allot Communications & Openet (2010), p. 7), which describes a pricing scheme in
which subscribers would pay 2c per MB for Facebook traffic, 3% per month for Skype traffic, 50c per
month for YouTube traffic und nothing for traffic associated with the mobile provider’s content offerings.

® On the potential harms resulting from differentiating among classes of applications, see footnotes 295
to 330 and accompanying text.

% In the US, see, e.g., AT&T Inc. (2007), p. iii; Clark, Lehr & Bauer (2010 ), pp. 21-22, 25; Cisco Systems
(2010), pp- 5-8; Faulhaber & Farber (2010b), pp. 316-317, 336; Verizon & Verizon Wireless (2007), pp.
41-42, 47-56; National Cable & Telecommunications Association (2007), p. 36; in Europe, see, e.g.,
AT&T, et al. (2008), pp. 1-4; Cave, et al. (2009).

" Federal Communications Commission (2010c), pp. 52-58, paras 93-106.

8 AT&T Inc. (2007), pp. 52-53.

" Litan & Singer (2007), pp. 569-570; Becker, Carlton & Sider (2010), pp. 511-512, 518-519; Faulhaber
(2011), p. 13. Allowing Internet service providers to offer Quality of Service may also allow them to
differentiate themselves from their competitors. Yoo (2005), pp. 29-33 (discussing the benefits of allowing
network providers to differentiate their Internet service offerings in general); AT&T Inc. (2007), pp. 71-73;
Verizon & Verizon Wireless (2007), pp. 57-58; TELUS Communications Company (2009), p. 20, para 58.
8 AT&T Inc. (2007), pp. 83-85.

" Yoo (2005), p. 67; TELUS Communications Company (2009), p. 4, para 17; Becker, Carlton & Sider
(2010), p. 509.

% The following paragraph draws on van Schewick (2010d), pp. 260-261.

8 A user who notices that his application is being blocked will not necessarily switch providers, even if

she would have preferred to use the blocked application over alternative applications that are not blocked.
See the discussion in Section “Ban Discrimination That Is Not Disclosed” below.

8 Requiring network providers to disclose whether they interfere with applications and content will not
fully solve this problem. See the discussion in Section “Ban Discrimination That Is Not Disclosed” below.

% pParsons (2009).

% Cellan-Jones (2009).

8 Comcast Corporation (2008a).
% RCN Corporation (2010).

% Sandvine (2004), p. 14.

% Mennecke (2005); Hellweg (2003); Sandvine (2004), pp. 5-6. See also The National Cable &
Telecommunications Association (2007), p. 31 (“cable operators will not go down the path of blocking
access to video or P2P services. Blocking such services would be recipe for [...] massive dissatisfaction
among consumers, which would lead to loss of customers to our competitors.”)

" Internet Non-Discrimination Act of 2006 (2006); Crawford (2007), pp. 403-404. See also Frischmann
(2010 ); Frischmann (2010 ); Frischmann (2012), pp. 348-355. While Frischmann’s proposed non-
discrimination rule would not require network providers to treat all packets the same (it would ban
discrimination based on the identity of the user or use, whether or not there is congestion), Frischmann
would ban all forms of Quality of Service or prioritization, even during times of congestion. See also
Frischmann (2005), p. 1011-1012.

% Federal Communications Commission (2009b), paras 103-109, pp. 41-43 (“Subject to reasonable
network management, a provider of broadband Internet access service must treat lawful content,
applications, and services in a nondiscriminatory manner.” ibid., p. 41, para 104, and noting that the
proposed non-discrimination rule “bears more resemblance to unqualified prohibitions on discrimination
added to Title Il in the 1996 Telecommunications Act than it does to the general prohibition on “unjust or
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unreasonable discrimination” by common carriers in section 202(a) of the Act.” ibid., p. 43, para 109). This
rule would have been subject to an exception for reasonable network management. Federal
Communications Commission (2009b), pp. 50-52, paras 135-141. This non-discrimination rule was
supported by, e.g., Free Press (2010), pp. 74-75; Open Internet Coalition (2010), pp.15-17; Center for
Media Justice, et al. (2010). These commenters would have coupled the non-discrimination rule with a
relatively narrow reasonable network management exception. While the details of the proposed standards
for defining “reasonable network management” differ, these commenters generally agreed that a
particular practice would have to (a) serve a legitimate purpose related to the technical management of
the network and (b) be narrowly tailored to address that purpose. See, e.g., Free Press (2010), pp. 78-79,
82-104; Open Internet Coalition (2010), pp. 41-50: Center for Media Justice, et al. (2010), p. 35-44.

% Non-discrimination rules usually have an exception for reasonable network management. Thus, even
under the strict non-discrimination rule described in the text, network providers may still be able to provide
some or all forms of Quality of Service, if the form of Quality of Service under consideration meets the
definition of reasonable network management. This, in turn, depends on the definition and interpretation
of reasonable network management.

% Free Press (2010), pp- 21-23; Center for Media Justice, et al. (2010), p. 48, 51.
% See, e.g., Economides (2010), p. 8.

% Center for Democracy & Technology (2010), pp. 28-29; Economides (2010), pp. 6, 13; Free Press
(2010), p- 22; Open Internet Coalition (2010), p. 46; Center for Media Justice, et al. (2010), p. 45.

% See the discussion of the rule banning application-specific discrimination, but allowing application-
agnostic discrimination below.

% See footnotes 392, 397 and accompanying text and van Schewick (2010h); van Schewick (2010i); van
Schewick (2010a), pp. 10-12.

% Center for Media Justice, et al. (2010), p. 49-50; Open Internet Coalition (2010), pp. 33-35.

1% Genter for Media Justice, et al. (2010), p. 49-50; Open Internet Coalition (2010), pp. 33-35.

1% peterson & Davie (2012), p. 531.

1% For example, Skype video requires a high-speed broad connection of at least 512kbps down / 128kbps
up. For best quality, Skype recommends “a high-speed broadband connection of 4Mbps down / 512kbps
up”. Skype (2012).

'% Davie (2003), p. 133.

1% Kurose & Ross (2010), pp. 616-629.

1% 1t is not possible to construct a transport layer service that guarantees delay (or bandwidth), if, as in
the current best-efforts Internet, the Internet layer does not guarantee delay (or bandwidth). van Schewick
(2010d), p. 142, Box 4.3; Kurose & Ross (2010), pp. 97, 201.

1% |jtan & Singer (2007), pp. 569-570.

197 See, e.g., Floyd & Allman (2008), Section 2.2.1.

% See the discussion of application-agostic network management coupled with user-controlled

prioritization in Section “Ban application-specific discrimination, allow application-agnostic discrimination”
below.

1% Kurose & Ross (2010), pp. 602-604; Bell (2003), pp. 116-119 (discussing the trade-off in the context of
enterprise networks); Davie (2003), pp. 134-135.

"% Kurose & Ross (2010), pp. 629-630.

""" Bachula (2006), pp. 2-3; Kuhns (2006); Corbaté & Teitelbaum (2006), 2006; Teitelbaum & Shalunov
(2006). In favor of overprovisioning, see also Bricklin (2003). See also Open Internet Coalition (2010), pp.
43-45 (citing the experience of Internet2 as support for the proposition that “[tlhe most technologically and
economically efficient means of managing Internet traffic is by increasing capacity.” Ibid., p. 43)
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12 See footnotes 40 to 45 above and accompanying text.

"3 See, e.g., Weiser (2003), pp. 75-76; Yoo (2007), pp. 515-517; Hahn, Litan & Singer (2010), p. 368.
"% Weiser (2003), pp. 75-76; Yoo (2007), pp. 515-516.

s Proposals also differ on which institutional actor should perform the adjudication (in the US, the FTC
(see, e.g., Nuechterlein (2009), pp. 57-65) or the FCC (see, e.g., Weiser (2003), pp. 75, 77-78; Hahn,
Litan & Singer (2010), p. 374 (listing reasons for enforcement by the FCC without taking a side in the
debate)). This question is outside the scope of this paper. The FTC is only a plausible option for those
who base network neutrality regulation on an antitrust framework. If network neutrality regulation is based
on a broader framework, as assumed in this paper, the FCC is the right agency to enforce the rules, since
it is used to and tasked with applying a broader public interest standard.

"% Currently, there is no approach that clearly defines the standard in a way that would capture all
relevant instances of discrimination. The final Open Internet rules adopted by the Federal
Communications Commission in December 2010 provide more detail on how to distinguish socially
beneficial from socially harmful behavior, but they still leave a considerable amount of uncertainty.

"7 See, e.g., Weiser (2003), pp. 74-84; Nuechterlein (2009), pp. 20-65; Yoo (2007), pp. 508-517; Yoo
(2008), pp- 245-247, 257-261; Yoo (2009), pp. 81-83; Becker, Carlton & Sider (2010), p. 508; Hahn, Litan
& Singer (2010), pp. 374-379; Sidak & Teece (2010), pp. 562-563; Hazlett & Wright (2011), Section V.,
pp. 31-32.

18 See, e.g., Weiser (2003), pp. 71-74; Nuechterlein (2009), p. 35; Becker, Carlton & Sider (2010), pp.
501-502, p. 508; Hazlett & Wright (2011), Section V., pp. 31-40.

"o Proposals differ both in the level of detail with which they describe the framework and in the exact
criteria they use to distinguish socially harmful from socially beneficial discrimination. The text focuses on
what seem to be the unifying threads in the various proposals.

120 Hovenkamp (2011b), §7.9, p. 348.
2! Areeda & Hovenkamp (2010), p. 130 para 652 a.
122 Hovenkamp (2011b), §10.6b2, pp. 462-463.

'2% Hovenkamp (2011b), §7.9, pp. 348-349. Areeda & Hovenkamp (2010), para 652b, pp. 134-140. Tying
and exclusive dealing are evaluated according to different criteria, but most of the behavior that network
neutrality proponents are concerned about does not qualify as tying or exclusive dealing.

124 Areeda & Hovenkamp (2010), para 652, p. 139 (discussing the question in the context of monopoly
leveraging claims under Section 2 of the Sherman Act). Behavior by a monopolist that negatively affects
competition in a complementary market in which the monopolist does not operate does not violate Section
5 FTC Act, either. The Federal Trade Commission (FTC) originally adopted a different view in its Order
against Official Airline Guides, but this decision was reversed by Official Airline Guides v. Federal Trade
Commission 630 F.2d 920 (2d Cir. 1980) (United States Court of Appeals (1980)). Since then, FTC has
signaled that it does not deem this type of behavior actionable under Section 5 FTC Act any more. See
Federal Trade Commission (2003).

2% |n the network neutrality context, vertical integration by network providers into applications is viewed as
a prerequisite for regulatory intervention by, e.g., Sidak & Teece (2010), p. 563 (criticizing the non-
discrimination rule proposed in the FCC’s Open Internet NPRM as overbroad, because it applies to
network providers regardless of whether they are “vertically integrated into providing competing content.”);
Hahn, Litan & Singer (2010) , pp. 373, 375-276 (“[lIn the absence of vertical integration into the content
space, a BSP [Broadband Service Provider] will lack any incentive to discriminate between content
providers who demand the same service.”, p. 373); Cave & Crocioni (2011), p. 65 (explaining that
consumer harm from exclusion depends on ISPs being vertically integrated into applications).

'2% See van Schewick (2010d), pp. 264-266.
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"2 This paragraph is adopted from van Schewick (2009), p. 32. For a more detailed description of these

examples, see van Schewick (2010d), pp. 266-269. On Apple/iSinglePayer, see Lambdadive (2009);
Singel (2009).
128 Areeda & Hovenkamp (2008), pp. 130-132, para 652a, pp. 140-142, para 652b.

2% Sometimes, the discriminatory behavior may be designed to protect a network provider’s existing
monopoly in a third market, for example in the market for multi-channel video distribution or for telephony
services. In this case, it is sufficient if the discriminatory behavior sufficiently threatens to perpetuate the
network provider's monopoly in that market. It is unclear, however, whether the proponents of using an
antitrust framework to evaluate complaints about non-discrimination would share this view. See, e.g., the
discussion of the BitTorrent and Vonage cases by Hahn, Litan & Singer (2010).

130 See Hovenkamp (2011a), p. 74, para 1802b (“The concern of the antitrust laws is with injury to
‘competition,” which generally means injury resulting in lower output and higher prices in a properly
defined market.”). In the network neutrality context, a number of scholars explicitly evaluate discriminatory
behavior based on whether it creates “harm to competition” in the antitrust sense. See, e.g., Farber, et al.
(2007); Becker, Carlton & Sider (2010), pp. 501-502; Hahn, Litan & Singer (2010), p. 377.

'3 Areeda & Hovenkamp (2008), pp. 140-142, para 652c.

1% See, e.g., Yoo (2005), pp. 71-73; Sidak (2006), p. 470, 472-473; Verizon & Verizon Wireless (2007),
pp. 49-52; Sidak & Teece (2010), p. 566; Hahn, Litan & Singer (2010), pp. 371-372, 376; Litan & Singer
(2007), pp. 556-557. This question is often discussed in the context of network providers’ ability to
foreclose applications. See, e.g., Hahn, Litan & Singer (2010), pp. 371-372.

'3 This data is current as of the end of the third quarter 2011. Market share calculations based on
Leichtman Research Group (2011).

3% van Schewick (2010d), pp. 231-232.

'3 Yoo (2005), pp. 71-73; Sidak (2006), p. 470, 472-473; Singer & Sidak (2007), pp. 391-392 (“[A] local
cable modem provider with a miniscule share of national broadband customers lacks the ability to induce
an Internet content provider from exiting the industry or even operating at an inefficient scale.” Ibd., p.
391). Hemphill (2008), pp- 156-157; Hahn, Litan & Singer (2010), p. 376; Litan & Singer (2007), p. 556.

1% van Schewick (2010d), pp. 251-255, 264-270; Frischmann & van Schewick (2007), pp. 412-416.

'%7 See footnotes 29 to 38 and accompanying text.

'3 See Box 4: The Importance of User Choice and footnotes 51 to 52 above and accompanying text.

1% See footnotes 174 to 175 below and accompanying text.

%% van Schewick (2010d), pp. 356-361.

! See, e.g., Balkin (2009);van Schewick (2010d), pp. 364-365.

2 For sources stressing the importance of market power in the market for Internet services as a
prerequisite for regulatory intervention, see, e.g., Litan & Singer (2007), pp. 552-554; Yoo (2007), pp. 504,
506, 511-515; Becker, Carlton & Sider (2010). p. 505; Hahn, Litan & Singer (2010), p. 371; Sidak & Teece
(2010), pp. 564-565; Hazlett & Wright (2011), Section V1., pp. 43, 44 (“[M]arket power [in the market for
Internet services] is a necessary condition for such [anticompetitive] foreclosure.”, ibd., p. 44); Cave, et al.
(2009), pp. 1-2; AT&T Inc. (2007), pp. 66-67; Cave & Crocioni (2011), p.65. A few proponents of an
antitrust framework for network neutrality do not require proof of monopoly power or of a dominant
position in primary market. See, e.g., Hahn, Litan & Singer (2010), p. 367.

%3 See, e.g., van Schewick (2010d), pp. 255-264; Wu (2006c), pp. 25, 27-28; Frischmann (2012), pp.
330-332; Hogendorn (2012). See also the discussion in Section “Ban Discrimination That Is Not
Disclosed” below. In the Open Internet proceeding, this position was supported by, for example, Center
for Democracy & Technology (2010), pp. 9-10; Free Press (2010), pp. 45-49; Open Internet Coalition
(2010), pp- 70-76; Center for Media Justice, et al. (2010), p. 23-24.
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' See Areeda & Hovenkamp (2008), pp.183-192, para 658f (discussing the question in the context of
Section 2 of the Sherman Act challenges).

'%® See, e.g., Weiser (2003), pp. 75-76; Yoo (2006); Hahn, Litan & Singer (2010), pp. 375, 376, 378.

146 Proponents of using an antitrust framework do not provide a lot of detail about how this part of the
framework would work in practice. For example, they usually do not discuss the burden of proof, or which
standard should be used to decide whether the offered business justification is indeed “legitimate.” The
approach proposed by Yoo would assume that discriminatory behavior has a pro-competitive explanation,
unless harm to consumers is proven (Yoo (2005), pp. 66-67; Yoo (2008), pp. 257-261). By contrast,
Weiser assumes that discriminatory conduct is anticompetitive, unless legitimate business justification is
“explained” or "offered,” although it is not clear what exactly would have to be proven (see, e.g., Weiser
(2003), pp. 75-76; Atkinson & Weiser (2006), pp. 57-58 (discussing discriminatory provision of Quality of
Service to content providers for a fee); Weiser (2008), pp. 313-318 (same)). In cases under Section 2 of
the Sherman Act, courts differ in how they assign the burden of proof that the business justification is not
invalid or pretextual. See Areeda & Hovenkamp (2008), para 658f1, pp. 183-185.

7 Yoo (2006); Brito, et al. (2010), pp. 22-23.
%8 Shelanski (2007), pp. 23-24; Weiser (2008), pp. 313, 317-318.

149 See, e.g., Hahn, Litan & Singer (2010), pp. 375, 376, 378 in the network neutrality context. See also
Areeda & Hovenkamp (2008), para 658f, pp. 189-192 (arguing against balancing of social benefits and
competitive harms and against searching for a less restrictive alternative in Section 2 cases). But see
United States v. Microsoft Corp., Microsoft 253 F.3d 34 (D.C. Cir. 2001), at 59 (requiring the plaintiff to
“demonstrate that the anticompetitive harm of the conduct outweighs the competitive benefit” under
Section 2).

%0 See, e.g., Wu (2003), pp. 168-169 (discussing price discrimination); Frischmann & van Schewick
(2007) (discussing discriminatory network management); van Schewick (2010d), pp. 273-278 (discussing
discriminatory pricing strategies); Frischmann (2012), pp. 348-353 (discussing discriminatory price
discrimination). See also Farrell (2006) (discussing collateral damage from price discrimination that
requires the exclusion of applications).

'*1 van Schewick (2010d), chapter 9.

192 By contrast, in the context of Section 2 Sherman Act, a legitimate business justification only needs to

be privately efficient. See Areeda & Hovenkamp (2008), para 285f1, pp. 185-186 (“[W]hen courts speak of
the business justification defense as requiring some showing of “efficiency”, that term should be
understood to refer to the costs or output of the monopolist itself (productive efficiency), not the market as
a whole (allocative efficiency)” ibid, p. 186).

'%% On this trade-off, see footnotes 40 to 45 above and accompanying text.

™ To prevent that such an exception does not create a loophole, any exception for reasonable network

management needs to be carefully defined. See Ammori (2010b) (discussing the different options for
introducing loopholes into network neutrality rules) and Balkin, et al. (2009) (voicing concerns regarding
ambiguities in the definition of the reasonable-network-management exception in the Open Internet
NPRM). For the reasonable network management exception proposed by this paper, see Box 17: The
Exception for Reasonable Network Management above and footnotes 401 to 406 below and
accompanying text.

'*® For example, network management practices that single out specific applications or classes of
applications, even though the network management problem could have been solved in application-
agnostic ways, would probably be legal under an antitrust framework, but banned under the non-
discrimination rule and exception for reasonable network management proposed by this paper. See
Section “Ban Application-Specific Discrimination, Allow Application-Agnostic Discrimination” below.
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%% Hazlett & Wright (2011), p. 39 (“The FCC and net neutrality proponents often argue that that the fact
that antitrust analysis might not prohibit all use of vertical contracts is a bug rather than a feature of that
regime. However, that antitrust is not a ‘slam dunk’ can be a feature as well as a bug.”)

'*7 van Schewick (2012).

198 Google & Verizon (2010), p.1: “Non-Discrimination Requirement: In providing broadband Internet
access service, a provider would be prohibited from engaging in undue discrimination against any lawful
Internet content, application, or service in a manner that causes meaningful harm to competition or to
users. Prioritization of Internet traffic would be presumed inconsistent with the non-discrimination
standard, but the presumption could be rebutted.”

%% Google & Verizon (2010), p. 1.

% This is based on conversations with various participants in the negotiations. On the FCC-led
negotiations, see, e.g., Shields (2010b); Kang (2010a); Kang (2010b).

'®! For one example, see Farber, et al. (2007).

'%2 See, e.g., van Schewick (2008b), pp. 4-8; van Schewick (2010j), p. 2; Open Internet Coalition (2010),
pp. 49-50 (proposing test that require the network management practice to result in “as little discrimination
or preference as reasonable possible”); Center for Media Justice, et al. (2010), p. 35, 40 (same). The
Canadian Radio-Television and Telecommunications Commission adopted a similar test to evaluate the
Internet traffic management practices of Canadian Internet Service Providers (Canadian Radio-Television
and Telecommunications Commission (2009f), asking, among other questions, whether a discriminatory
network management practice results “in discrimination or preference as little as reasonably possible”
ibid., para 43).

1% See, e.g., Bell Aliant Regional Communications (2009), p.41-42, paras 85-88 (arguing that throttling
peer-to-peer file-sharing applications between 4:30pm and 2am “is aimed at delivering a more positive
and better experience on the network for all users” ibid., para 87); Cohen (2008), p.15 (arguing that
interfering with peer-to-peer file-sharing applications “make[s] the aggregate online service better for all
users and all services.”)

1% See, e.g.,

1% Canadian Film and Television Production Association (2009), p.12, paras 53-56 (citing concrete
examples); Documentary Organization of Canada (2009), pp. 1-3 (citing concrete examples); Independent
Film & Television Alliance (2009), para 8.

1% Balkin, et al. (2009), pp. 31-38.

"%’ The draft rules were not released publicly, but described by the Chairman in public remarks when he

circulated the draft rules: “And so the proposed framework includes a bar on unreasonable discrimination
in transmitting lawful network traffic.” Genachowski (2010).

'%8 While this language mirrors the language of the non-discrimination rule for common carriers in Section
202 of the Communications Act (47 U.S.C. 202 (a), full text below), it is not clear whether and, if yes, how
this would affect the interpretation of the rule. Motivated at least in part by heavy resistance from network
providers, the FCC made a deliberate decision not to reclassify Internet Access services as
telecommunications services, which would have made Section 202 immediately applicable. The decision
not to reclassify could be interpreted as a deliberate decision against the substantive framework provided
by Title Il. Even if interpreters were willing to look to Title II’'s common-carrier non-discrimination rule for
guidance in how to interpret terms in a network-neutrality non-discrimination rule enacted under Title | of
the Communications Act, it is unclear whether precedents developed for telephony services would be
applicable to Internet access services. Beyond this general objection, lawyers would find ample
opportunity to fight over the relevance of specific precedents. See, for example, the exchange between
Harold Feld, legal director of the public interest group Public Knowledge, and lawyers for AT&T regarding
the consequences of reclassifying Internet access services as a telecommunications service for the
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treatment of paid prioritization under the resulting Title Il regime. (Feld (2010c); Feld (2010a); Quinn
(2010); Hultquist (2010)).

47 U.S.C. 202: (a) “It shall be unlawful for any common carrier to make any unjust or unreasonable
discrimination in charges, practices, classifications, regulations, facilities, or services for or in connection
with like communication service, directly or indirectly, by any means or device, or to make or give any
undue or unreasonable preference or advantage to any particular person, class of persons, or locality, or
to subject any particular person, class of persons, or locality to any undue or unreasonable prejudice or
disadvantage.”

1% Jerome (2010b); Waxman (2010). Not all participants in the negotiations supported the final proposal
(Jerome (2010a); Eggerton (2010)). It was dropped when the Republican members of the Energy and
Commerce Committee refused to support the bill (Hart (2010a); Waxman (2010)). Chairman Waxman
later filed the draft bill in the Open Internet docket (Draft Bill To Amend Title | of the Communications Act
of 1934 to Provide for Internet Openness, and for Other Purposes (2010)). On the Waxman proposal’s
influence on the Chairman’s proposal, see footnote 414 below and footnotes 426 to 427 below and
accompanying text.

7% Draft Bill To Amend Title | of the Communications Act of 1934 to Provide for Internet Openness, and
for Other Purposes (2010), Section 12(a)(1)(B).

"' The relative costs and benefits of laws that specify legal commands before individuals act (i.e., when
the law is promulgated) (“rules”) and laws where legal commands are specified after individuals have
acted (i.e., in the context of adjudication) (“standards”) as well as the costs and benefits of proceeding by
adjudication rather than rulemaking are discussed by three bodies of literature: the literature on rules vs.
standards, the literature on rulemaking vs. adjudication in administrative law, and the literature on per se
rules vs. rule of reason in antitrust law.

'72 National Cable & Telecommunications Association (2007), p. 15; Verizon & Verizon Wireless (2007),
pp. 44-45.

' See, e.g., Wernick (2007), pp. 129-130, 158-185; Verizon & Verizon Wireless (2007), pp. 44-45.
7 See, e.g., Lessig (2008b), pp. 7-8; van Schewick (2010d), pp. 270-273.

> As | know from many conversations with entrepreneurs and investors, the threat of discrimination
reduces entrepreneurs’ ability to get funding today. For two publicly documented examples, see van
Schewick (2008a), p. 2 and the letter from the founders of the online video company Zediva to the FCC
(Srinivasan & Gupta (2010), pp. 1-2). See also Lessig (2008b), pp. 7-8.

'7® Of course, even a rule-based approach that specifies in advance which differential treatment is and is
not acceptable cannot provide absolute certainty that discriminatory behavior that violates the rule will
never occur. In the presence of clear rules, however, network providers will know what behavior is not
allowed and may prefer complying over risking detection, enforcement and fines (the network provider’s
exact calculus depends on the likelihood of detection, the agency’s willingness to enforce the rule and on
the sanctions associated with a rule violation). In addition, since enforcing a clear rule is easier, faster and
less costly than engaging in the type of case-by-case adjudication described above, the overall harm to
an application developer and to users if discrimination occurs is smaller than under a case-by-case
regime.

7 See, e.g., Yoo (2009), p. 82.

78 See, e.g., Kaplow (1992), pp. 612-613 (discussing courts’ tendency to issue narrow decisions that
minimize or postpone the creation of precedents); Sunstein (1995a) (discussing the dynamics that give
rise to this phenomenon).

7 See, e.g.,, Yoo (2009), p. 82 (noting the uncertainty surrounding the FCC’s interpretation of
“reasonable network management” until enough precedents exist). See generally Kaplow (1992), pp. 612-
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614 and Kaplow (1999), p. 512 (noting the costs associated with waiting for precedents to resolve an
open legal question instead of resolving the question through an earlier announcement of a rule).

180 Seg, e.g., Kaplow (1999), p. 510; Pierce (2010), pp. 497-508.

'8! Magill (2004), p. 1394, 1396; Pierce (2010), pp. 498-499.

182 Magill (2004), p. 1396; Pierce (2010), p.499, 500.

'8 Federal Communications Commission (2008), pp. 32-33, paras 54-55 and p. 34, para 59.
'8 Federal Communications Commission (2008), pp. 27-28, paras 45-46.

'8 Federal Communications Commission (2008), pp. 28-31, paras, 47-51.

'8 Federal Communications Commission (2008), pp. 31-32, paras 52-53.

'®” The Comcast Order was vacated by the United States Court of Appeals for the District of Columbia
Circuit in April 2010. At the time of this writing, the assessment of network management practices is
governed by the FCC’s Open Internet rules that were adopted in December 2010 and went into effect in
November 2011. See Comcast Corp. v. FCC, 600 F.3d 642 (D.C. Cir. 2010); Federal Communications
Commission (2010c); Federal Communications Commission (2011a), p. 59223.

%8 See generally, e.g., Croley (1998), pp. 120-124, 128; Sunstein (1995b), p. 977(“[Clase-by-case
judgments systematically favor the well-to-do.”). In the network neutrality context, see van Schewick
(2010e), p- 5; Burnham (2010b).

'8 On the importance of low cost innovators, see van Schewick (2010d), pp. 204-213, 300-308, 334-345.
On new entrants and start-ups, see van Schewick (2010d), pp. 319-334. For a short version of the
argument, see van Schewick (2010h), pp. 3-5.

190 Magill (2004), p. 1396; Pierce (2010), pp. 496-497. See also Kaplow (1992), p. 609 (discussing this
phenomenon with respect to the decisions of courts compared to legislative decisions).

'¥! Free Press & Public Knowledge (2007), pp. 17-18.
"% Linux Tracker (2012); OpenOffice (2012); Free Press & Public Knowledge (2007), pp. 18-19.

9% Canadian Film and Television Production Association (2009), p.12, paras 53-56, 58; Documentary
Organization of Canada (2009), pp. 1-3, 5.

194 Balkin, et al. (2009), pp. 31-38.
198 Cellan-Jones (2009).
1% Sandvine (2012).

97 See, e.g., Canadian Film and Television Production Association (2009), pp. 13-14, paras 60-67; U.S.
Department of Justice (2011), pp. 11, 14-20 (discussing the gap and citing “[m]any internal Comcast
documents” showing that Comcast views online video distributors as a competitive threat to its traditional
cable video distribution offerings, ibid., p.19).

1% See generally Magill (2004), p.1396, 1446; Pierce (2010), pp. 496-497, 501.

% See generally, Croley (1998), pp. 116-177, 120-124, 128, 148; Magill (2004), p. 1391, 1396; Pierce
(2010), pp- 496-497, 501.

2 Olson (1980), pp. 2, 9-16, 35; Croley (1998), pp. 126-142; Bagley & Revesz (2006), pp. 1287-1290;
Barkow (2010), pp. 21-24..

201 Croley (1998), pp. 120-124, 128 (discussing the costs of participating in rulemaking and adjudication
and the impact on relative levels of participation of public interest groups in these types of agency
decision-making and citing empirical studies supporting his analysis).

202 yan Schewick (2010l), Section “This is one example of many.”
293 5ee footnotes (and accompanying text) 190 to 197, 207 to 217, 237 to 238 below.
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%% For a detailed discussion of this trade-off, see van Schewick (2010d), pp. 355-371. For a short

overview, see the discussion in Section “A Framework for Evaluating Network Neutrality Rules” above.

?%% yan Schewick (2010d), p. 78 (making the same argument in the context of deviations from the broad
version of the end-to-end arguments). See also Solum & Chung (2004), pp. 854-865 (making a similar
argument in a slightly different context).

%% For a more detailed description of the problem with pointers to the literature, see van Schewick
(2010d), pp. 77-78, 374-375.

27 yan Schewick (2010d), p. 78; Solum & Chung (2004), pp. 859-860.
%% The resulting arms-race is described in detail by Lehr, et al. (2007).
299 Bode (2006); Blumenthal & Clark (2001), pp. 77-78, 95; Lehr, et al. (2007), pp. 627-628.

210 For example, in 2007, Canadian cable provider Rogers reportedly throttled all encrypted traffic.
Observers suggested that this negatively affected students and professors at the University of Ottawa
who were Rogers’ customers and were checking their e-mail from off-campus; off-campus access to e-
mail is encrypted for security reasons. Geist (2007). In response to the allegations, Rogers declared that it
was not degrading encrypted traffic and that its own tests had not shown any performance problems for
the most common encrypted applications. Engelhart (2007).

2" Blumenthal & Clark (2001), pp. 77-78, 86; Lehr, et al. (2007), p. 635.

2 See, e.g., Eckersley, von Lohmann & Schoen (2007). Applications subject to discriminatory network

management may also masquerade as other applications that are not subject to the discriminatory
practice, which makes it more likely that these other applications will be inadvertently caught by the
discriminatory network management measures.

218 yan Schewick (2010d), p. 78, 374; Solum & Chung (2004), pp. 855-856, 859-860.
214 | essig (2008a), p. 2;
215 Solum & Chung (2004), pp. 855-856, 859-860.

'® This bias is known as hyperbolic discounting. See generally, e.g., Loewenstein & Prelec (1992);
Frederick, Loewenstein & O'Donoghue (2002); Read (2004). See also van Schewick (2010d), p. 78, 374
(discussing how hyperbolic discounting affects decisions to deviate from the broad version of the end-to-
end arguments).

217 van Schewick (2010d), p. 78, 374. See generally, e.g., Read (2004), p.431.

18 See generally, e.g., Eskridge (1988), pp. 288-289; Kaplow (1992), p. 609 and footnotes 141 and 143;
Sunstein (1995b), p. 973, 1004-1005.

?19 See generally, e.g., Eskridge (1988), p.288-289; Sunstein (1995b), p. 1014 ([S]tandards are more
likely to be the basis for decision when opposing interests have roughly equivalent power in the
lawmaking body, and when they are equally willing to take their chances with a bureaucracy or judge.”)

220 For example, by adopting network neutrality rules, the FCC fulfilled a campaign promise by President
Obama, who had promised to adopt network neutrality rules if he got elected (Obama for America (2007))
and satisfied the democratic leadership in Congress, which also had supported network neutrality
regulation (Feld (2010b); Ammori (2010a)). The adoption of network neutrality rules in the US was also
supported by large Internet companies (e.g., Amazon, eBay, Facebook or Google), entrepreneurs and
investors (Kopf, et al. (2010); Akhund, et al. (2010)), public interest groups (Soule, et al. (2009)) and a
large grass roots movement (Karr (2010)).

21 See generally, e.g., Kaplow (1992), p. 609 and footnotes 141 and 143; Sunstein (1995b), p.973, 1004,
1013 (,When lawmaking is separate from law-interpretation and law-enforcement, many of the costs of
producing clarity ex ante will be faced by lawmakers themselves, whereas many of the costs of producing
clarity ex post will be faced by others.” Ibid, p. 1004) (all discussing the cost-benefit calculus discussed in
the text in the context of a legislature’s choice between rules and standards).
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?22 3ee generally, e.g., Sunstein (1995b), p.973, 1004, 1013 (,When lawmaking is separate from law-

interpretation and law-enforcement, many of the costs of producing clarity ex ante will be faced by
lawmakers themselves, whereas many of the costs of producing clarity ex post will be faced by others.”
Ibid, p. 1004)

23 See generally, e.g., Sunstein (1995b), p.973.

?2% The FCC-led industry negotiations included Google, Skype, the Open Internet Coalition (which, at the
time, represented, among others, Google, Skype, Free Press, Public Knowledge, Amazon and Sony
Electronics), AT&T, Verizon and the National Cable and Telecommunications Association (NCTA), which
represents larger cable operators. Kang (2010a).

?25 The FCC Chairman’s draft Open Internet rules were based on a proposal for a network neutrality bill
that had been negotiated by Rep. Henry A. Waxman, the Chairman of the House Committee on Energy
and Commerce, and Rep. Rick Boucher, the Chairman of the House Subcommittee on Communications,
Technology and the Internet with the large phone and cable network providers, Internet companies,
consumer groups and open Internet groups in the Fall of 2010. Not all participants in the negotiations
backed the final proposal. See footnote 169 above and, on the influence of the draft bill on the Chairman’s
draft rules, footnote 414 below and footnotes 426 to 427 below and accompanying text.

226 At the end of the third quarter in 2011, Verizon was the fourth largest broadband Internet access
service provider, the second largest telephone broadband Internet access provider and the largest
wireless carrier in the United States. Leichtman Research Group (2011).

27 see Areeda, Hovenkamp & Solow (2007), pp. 44-48, para 408b (arguing that precise measurement of
economies of scale is very difficult, if not impossible) and pp. 54-58, para 408d (arguing that “[a]ntitrust
rules requiring judicial measurement of scale economies should be avoided” since “[c]ourts are simply not
up to the task of deciding ex jure such questions as [...] that a practice should be condemned because it
denies a firm scale economies except in the clearest of cases” ibid., p. 54).

28 Sometimes, the requirement is simply framed as a disclosure requirement. See, e.g., Cave, et al.
(2009), pp. 2-3; AT&T, et al. (2008), pp. 1, 3; Mayo, et al. (2010); Faulhaber (2009), pp. 762-766;
Faulhaber & Farber (2010b), pp. 315-316.

29 See Articles 20 and 21 Directive 2002/22/EC of the European Parliament and of the Council of 7
March 2002, as amended by Directive 2009/136/EC of the European Parliament and of the Council of 25
November 2009 (Universal Service Directive).

230 5ee Preamble 29 Universal Service Directive:

“Directive 2002/22/EC (Universal Service Directive) neither mandates nor prohibits conditions
imposed by providers, in accordance with national law, limiting end-users’ access to and/or use of
services and applications, but lays down an obligation to provide information regarding such
conditions.”

Instead, the Directive leaves it to the member states to implement further rules in this respect:

“Member States wishing to implement measures regarding end-users’ access to and/or use of
services and applications must respect the fundamental rights of citizens, including in relation to
privacy and due process, and any such measures should take full account of policy goals defined
at Community level, such as furthering the development of the Community information society.”
(Preamble 29 Universal Service Directive).

At the same time, the Universal Service Directive as well as the Framework Directive stress that users
should be able to choose how they want to use the Internet:

“End-users should be able to decide what content they want to send and receive, and which
services, applications, hardware and software they want to use for such purposes, without
prejudice to the need to preserve the integrity and security of networks and services. A
competitive market will provide users with a wide choice of content, applications and services.
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National regulatory authorities should promote users’ ability to access and distribute information
and to run applications and services of their choice, as provided for in Article 8 of Directive
2002/21/EC (Framework Directive).” (Preamble 28 Universal Service Directive).

Art. 8 Framework Directive (Directive 2002/21/EC of the European Parliament and of the Council of 7
March 2002, as amended by Directive 2009/140/EC of the European Parliament and of the Council of 25
November 2009) explicitly requires national regulatory authorities to promote this goal:

“2. The national regulatory authorities shall promote competition in the provision of electronic
communications networks, electronic communications services and associated facilities and
services by inter alia: [...] (b) ensuring that there is no distortion or restriction of competition in the
electronic communications sector, including the transmission of content. [...] 4. The national
regulatory authorities shall promote the interests of the citizens of the European Union by inter
alia: [...] promoting the ability of end-users to access and distribute information or run
applications and services of their choice.”

1 See, e.g., European Commission (2007), p. 91; European Commission (2011), p. 4.

%2 The following discussion focuses on the merits of a non-discrimination rule that does not impose any

substantive limits on network providers’ ability to engage in discriminatory conduct and relies solely on
disclosure to discipline providers. It does not focus on the merits of mandating disclosure as a
complement to substantive regulation.

2% It is well established in the economics literature that customers’ having imperfect information can
provide market power to an economic actor who faces competition in the primary market by enabling the
actor to impose restrictions in a complementary market that it would not be able to sustain if the primary
market was perfectly competitive. See, e.g., Craswell (1982); Bar-Gill (2006).

234 yan Schewick (2010d), pp. 260-261; van Schewick (2007), pp. 376-377.

2% For example, while user complaints about problems with BitTorrent on Comcast’s network had been
circulating for months, the exact method of interference was investigated and documented by Robb
Topolski, a Comcast subscriber and network engineer, and later confirmed by the Associated Press and
the Electronic Frontier Foundation, who had independently run their own tests upon learning of Topolski’s
research. See, e.g., Eckersley, von Lohmann & Schoen (2007), pp. 1-2. Since the Comcast incident,
developers have created a number of tools that allow users to test their Internet connection for various
signs of network provider interference. Different tools require different levels of expertise. For a list of
measurement tools, see Electronic Frontier Foundation (2008). To help foster the creation of tools that
consumers can use to monitor their network connections, the Federal Communications Commission in
January 2011 announced a challenge to software developers and researchers “to produce research and
create apps that empower consumers to monitor and protect Internet openness.” The winners were
announced in August 2011. Challenge.gov (2011).

26 gee, e.g., Latin (1994) (product warnings); Edwards (2005) (truth-in-lending); Cate (2006) (privacy);
Ripken (2006) (securities regulation); Ben-Shahar & Schneider (2011), pp. 665-679, 704-729 (reviewing
the experience with disclosure in a variety of contexts).

%7 See, e.g., Cate (2006), pp. 360-363 (citing studies on privacy notices); Edwards (2005), pp. 229-233
(citing studies on disclosures mandated by the truth-in-lending act); Ben-Shahar & Schneider (2011), pp.
666, 668-669, 671-679, 709-718 (citing studies on disclosures in a variety of contexts); Calo (2012), pp.
1050-1055 (summarizing literature on disclosure from a variety of contexts).

2% On this and the following, see the discussion in the text surrounding footnotes 190 to 217 above.

289 Opponents of network neutrality regulation usually have a more optimistic view of the actual amount of
competition in the US than the one taken by this paper. For an example, see, e.g., Becker, Carlton &
Sider (2010), pp. 502-506. In particular, they use older FCC data based on Internet service availability by
zip codes (Becker, Carlton & Sider (2010), p. 503), which overstates the amount of competition (United
States Government Accountability Office (2006), p. 18), treat mobile broadband Internet service as a
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substitute (Becker, Carlton & Sider (2010), p. 504-505) instead of treating it as a complement for wireline
Internet services (Free Press (2009b), pp. 42-43, 104-105; Free Press (2009b), pp. 40-44; Free Press
(2009a), p. 46 Fn. 109; Free Press (2010), pp. 45-47; Federal Communications Commission (2010b), pp.
40-41), ignore or downplay the impact of switching costs (Becker, Carlton & Sider (2010), p. 503),
bundling and differentiation in the market for Internet services on the effectiveness of competition, and do
not reflect the more recent decisions by AT&T and Verizon to stop expanding their fiber offerings (Becker,
Carlton & Sider (2010), p. 504).

%9 The market for wireline broadband services in Europe is more competitive. See the text surrounding
footnote 245 below.

241 4% of housing units are in areas that are served by three wireline, facilities-based broadband Internet
access providers (usually a DSL or fiber provider, a cable company and a cable over-builder). 5% are in
areas with no wireline provider. Federal Communications Commission (2010b), p. 37. The data is based
on the FCC’s Form 477 data. This form counts the number of providers who offer service to at least one
subscriber in a certain geographic area, without checking whether different providers offer service in
overlapping geographical areas. While the National Broadband Plan tries to correct for this deficiency
(Federal Communications Commission (2010b), p. 62, footnote 6), the data is likely to overstate the
amount of competition to individual households. See United States Government Accountability Office
(2006), p. 18.

%2 See, e.g., Farrell (2006), p. 202.

3 See, e.g., Farrell (2006), pp. 202-205.

2% Federal Communications Commission (2010b), pp. 39-40 (noting that these numbers “likely overstate
the coverage experienced by consumers, since American Roamer [the source of the data] reports
advertised coverage as reported by many carriers who all use different definitions of coverage”). On the
market structure for mobile broadband in Europe, see, e.gMarcus (2008), p. 35.

2% See, e.g., European Commission (2007), pp. 18-47 (discussing market data and the existing regulatory
framework); Marcus, et al. (2011), pp. 49-50; Cave & Crocioni (2011), p. 58.

2% For an example, see, e.g., Becker, Carlton & Sider (2010), pp. 502-506.
7 See, e.g., Becker, Carlton & Sider (2010), p. 503.
% United States Government Accountability Office (2006), p. 18.

49 See, e.g., Becker, Carlton & Sider (2010), p. 504-505 (treating mobile broadband Internet service as a
substitute for wireline Internet service) vs. Free Press (2009b), pp. 42-43, 104-105; Free Press (2009b),
pp. 40-44; Free Press (2009a), p. 46 Fn. 109; Free Press (2010), pp. 45-47; Federal Communications
Commission (2010b), pp. 40-41 (all arguing that mobile broadband Internet service is currently a
complement to wireline Internet service).

0 See, e.g., Becker, Carlton & Sider (2010), p. 503.

%1 See, e.g., Becker, Carlton & Sider (2010), p. 504.

%2 The following discussion draws in part on van Schewick (2010d), pp. 262.

#%8 Federal Communications Commission (2010b), pp. 39-40.

Federal Communications Commission (2010b), p. 42; Crawford (2011), pp. 247-248.
2% Crawford (2011), pp. 246-249

#%% Federal Communications Commission (2010b), p. 42.

#7 Susan Crawford has called this the “looming cable monopoly.” Crawford (2010).
8 The following discussion draws in part on van Schewick (2010d), pp. 263.

9 |In a survey of broadband users in the US, the FCC found that 39% of broadband service customers
with a choice of more than one broadband provider “said that having to change their current bundle of
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Internet, TV, and phone service was a major reason for keeping service. Federal Communications
Commission (2010a), p. 3.

#% For example, an empirical study of competition between cable television and direct broadcast satellite
(DBS) multi-channel services showed that while customers generally tend to switch from cable to DBS
when the quality-adjusted price of cable increases substantially, the availability of regional sports
channels reduced DBS penetration, either because it raised consumers’ switching costs or because it
increased product differentiation between the two types of services (Wise & Duwadi (2005), pp. 695, 699—
700).

% n September 2011, Sprint’'s CEO Dan Hesse noted that the fact that Sprint wasn’t offering the iPhone

was “the No. 1 reason customers leave or switch” (Lublin & Ante (2011)).

#%2 That product differentiation may provide sellers with some degree of market power is well established

in the literature (Carlton & Perloff (2005), pp. 203-205).
%83 yan Schewick (2010d), pp. 259-260.
% For a summary of Internet service providers’ responses in that proceeding, see Parsons (2009).

%5 The following six paragraphs draw in part on van Schewick (2010d), pp. 261-264. For an attempt to
calculate the costs of switching broadband providers in France, see Krafft & Salies (2008); Krafft & Salies
(2009). See also Cullen & Shcherbakov (2010) (estimating the explicit and implicit switching costs in the
US wireless industry at approximately $230).

%% For an in-depth overview of the economic literature on switching costs, see Farrell & Klemperer (2007).
For a treatment of switching costs in the context of information goods, see Shapiro & Varian (1998),
chapters 5 and 6.

%7 E g., Varian (1999), pp. 604-605; Hausman, Sidak & Singer (2001), p. 164.

%88 For example, HearUsNow.org, a project of the Consumers Union, found that a number of the top
broadband providers in the United States charge early-termination fees. For example, at the time of the
survey in March 2007, Qwest charged a $200 early-termination fee on a two-year contract for high-speed
Internet service, EarthLink charged a $149 early-termination fee on a one-year contract for DSL service,
and AT&T (including SBC and BellSouth) charged a $99 early-termination fee (Consumer's Union (2007);
Dunbar (2007)). In a survey of broadband users in the US, the FCC found that 32% of broadband service
customers with a choice of more than one broadband provider “said paying termination fees to their
current ISP was a major reason for keeping service.” Federal Communications Commission (2010a), p. 3.

?% |In a survey of broadband users in the US, the FCC found that 50% of broadband service customers
with a choice of more than one broadband provider “said paying set-up or installation fees were major
factors in keeping service.” Federal Communications Commission (2010a), p. 3.

% The customer may switch his whole bundle to the new provider, but that creates other problems, for
example by making the decision to switch more complex, or by resulting in the loss of the preferred
service offering, for example in television or telephony. In a survey of broadband users in the US, the FCC
found that 39% of broadband service customers with a choice of more than one broadband provider “said
that having to change their current bundle of Internet, TV, and phone service was a major reason for
keeping service. Federal Communications Commission (2010a), p. 3.

" Providers have considerable influence over this cost. For example, in 2005, AOL paid $1.25 million in
fines as part of a settlement with the state of New York, because AOL’s customer service representatives
were incentivized to dissuade customers from switching away from America Online, “by either making the
cancellation process so painful for the customers that they could not bear to continue, or by simply

ignoring their requests” (Stross (2005)).

#2 |In a survey of broadband users in the US, the FCC found that 43% of broadband service customers

with a choice of more than one broadband provider “ said dealing with the hassle of getting new service
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installed was a major reason they have kept service.” Federal Communications Commission (2010a), p.
3

8 On the use of provider-specific e-mail addresses as a way to increase switching costs in Internet
services, see Shapiro & Varian (1998), pp. 109—110. In other telecommunications markets such as
wireline telephony and mobile telephony, regulation often requires providers to provide number portability,
i.e., to enable a customer to keep its phone number when he switches providers. In 2007, the FCC asked
for comments on a petition (Mortenson (2007)) to require e-mail providers to forward e-mail to a new e-
mail address for a limited time (Federal Communications Commission (2007)), but did not take any further
steps in this proceeding.

7% Stross (2005). In a survey of broadband users in the US, the FCC found that 34% of broadband
service customers with a choice of more than one broadband provider “said having to give up their current
email address from their ISP was a major reason for not changing service.” Federal Communications
Commission (2010a), p. 3.

275 Article 20, Section 2. Universal Service Directive.
#’® Ranaweera & Prabhu (2003).
"7 Burnham, Frels & Mahajan (2003).

#78 Status quo bias seems to result from a number of factors. For example, contrary to rational-choice
theory, consumers often take past sunk costs into account when making consumption decisions
(Samuelson & Zeckhauser (1988), pp. 37-38). Choosing one option and rejecting the other also creates
cognitive dissonance, which is reduced by subsequent rationalization that the chosen option is more
desirable than it was ex ante (Brehm (1956), p. 389). Finally, people tend to regret bad outcomes that are
a result of their own action more than bad outcomes that are the result of their inaction, which again leads
to a bias for doing nothing (Kahneman & Tversky (1984), pp. 343-344).

%7 Trial subscriptions with a low introductory price that automatically convert to a higher price, or other
contracts with automatic renewal also exploit the cognitive bias that people tend to overestimate their
future willingness to incur the then immediate costs of switching (or terminating the contract) in order to
reap the future benefits (i.e., the savings) resulting from switching (or terminating the contract)
(DellaVigna & Malmendier (2004), pp. 381-393).

?80 European Commission (2007), pp. 91-92; Baumol, et al. (2007); Marcus, Wernick & Carter (2008), pp.
V-VI, 56-57. See also Faulhaber (2009), pp. 762-766; Faulhaber & Farber (2010b), pp. 315-316 (arguing
in favor of mandatory disclosure as a substitute for substantive network neutrality rules based on a more
favorable view of the amount of competition in the US).

%1 Faulhaber & Farber (2010a).
82 yan Schewick (2010d), p. 264; van Schewick (2007), pp. 374-377;.

8 The following paragraph partly draws on van Schewick (2008b), pp. 1-2. Network neutrality proponents
generally support adopting disclosure rules as a complement to substantive regulations. See, e.g., van
Schewick (2008b), pp. 1-2; Center for Media Justice, et al. (2010), pp. 63-67; Free Press (2010), pp. 112-
121; Open Internet Coalition (2010), pp. 86-92. In the US, network providers have generally argued
against any mandatory disclosure rules, whether as a substitute or complement to substantive network
neutrality regulation. See, e.g., AT&T Inc. (2010), pp. 188-196; Verizon & Verizon Wireless (2010), p. 132.

84 See, e.g., Campaign for Democratic Media (2009), paras 26-28, 40-42, 49-51 (arguing in favor of
requiring network providers to disclose oversubscription ratios); Lennett (2009), pp. 140-142 (same);
IEEE-USA Committee on Communications Policy (2010) (arguing in favor of standardization and
disclosure of more detailed performance measures, including metrics for bandwidth, packet loss, latency,
jitter and availability), pp. 12-18, 24; IEEE-USA (2010), pp. 1-3 (same).

% Reardon (2007); Schoen (2007). This sentence and the next sentence are adapted from van Schewick
(2010d), p. 261.
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?8 Comcast’'s method of interfering with BitTorrent was first investigated by Comcast subscriber and
network engineer Robb Topolski, who detected the spoofed RST packets that Comcast was using to reset
BitTorrent connections. Upon learning of Topolski’s research, the Associated Press and the Electronic
Frontier Foundation independently ran their own tests and documented the practice. Svensson (2007);

Eckersley, von Lohmann & Schoen (2007). .

%7 See footnote 2 above.

8 van Schewick (2010d), pp. 215-281, 286-295, 349-353, 355-365. For a short summary of the
importance of application-blindness, see van Schewick (2010i), pp. 3-4.

?89 yan Schewick (2010d), pp. 359-361, 364-365.

% On Deep Packet Inspection (DPI) in general, see Anderson (2007). For a specific example, see Cisco
Systems (2005). On the state of DPI deployment, see Free Press (2010), pp. 141-151.

#1 As the discussion will show, only the second approach preserves the application-blindness of the

network.

22 Discussions of like treatment usually do not discuss how a network provider or a regulator applying the
rule should decide which applications are alike (see, e.g., Wu (2006a); Wu (2006c), pp. 42-43). As the
literature on like treatment in the context of international trade law shows, deciding whether two
applications are alike is a complex problem. (See, e.g., Quin (2005); Van den Bossche (2008), Chapter
4.) The example in the text assumes that two applications with similar technical needs are alike. As will be
set out in more detail below, this is not the only possible interpretation. This ambiguity of the term “like” is
one of the key problems of this rule. See footnotes (and accompanying text) 332 to 351, 362 to 363.

?% For a more detailed discussion of the terms “application-specific”, “discrimination based on application”
and “discrimination based on class of application,” see footnotes 311, 363 to 365, 369 to 370 and
accompanying text and the discussion in footnote 365 below. See also Box 18: A Technical Perspective
on Application-Specific vs. Application-Agnostic Discrimination below.

29 Application-agnostic discrimination is discrimination that is based on criteria whose application does

not depend on an application’s characteristics. The rationale for allowing application-agnostic
discrimination is set out in Section “Ban Application-Specific Discrimination, But Allow Application-
Agnostic Discrimination” below. See also Box 18: A Technical Perspective on Application-Specific vs.
Application-Agnostic Discrimination below.

2% On like treatment, see Wu (2006c), pp. 42-43. Critical of allowing like treatment: Riley & Topolski
(2009); Center for Democracy & Technology (2010), pp. 29-30, 40 (arguing against allowing like treatment
in the non-discrimination rule and as reasonable network management); Free Press (2010), pp. 101-104
(discussing like treatment in the context of the reasonable network management exception). In favor of
allowing like treatment, see, e.g., AT&T Inc. (2010), pp. 187-188; Covad Communications Company
(2010), p. 7-8; Cox Communications (2010), pp. 23-30. See also Jordan & Ghosh (2010), pp. 12:10-
12:11, 12:15, 12:19-12:20 (classifying like treatment as a “borderline traffic management practice that
could be used for a limited period of time if properly disclosed in the user contract.” ibid., p. 12:15).

2% AT&T (2006), p.8: “AT&T/BellSouth also commits that it will maintain a neutral network and neutral
routing in its wireline broadband Internet access service. This commitment shall be satisfied by
AT&T/BellSouth's agreement not to provide or to sell to Internet content, application, or service providers,
including those affiliated with AT&T/BellSouth, any service that privileges, degrades or prioritizes any
packet transmitted over AT&T/BellSouth's wireline broadband Internet access service based on its
source, ownership or destination.”

?%7 Wu (2006a).

% National Cable & Telecommunications Association (2007), pp. 17-19 (disagreeing with Wu’s
interpretation of the merger conditions as allowing like treatment.

?% Thus, it does not matter whether the favored application is affiliated with the network provider or not.
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%% As explained above, the non-discrimination rules discussed in this paper apply to all forms of
differential treatment that make some application or classes of applications relatively more attractive, not
just to differential handling of packets in the network. See footnotes 66 to 75 above and accompanying

text.

% Comcast’s Internet service offerings have a monthly usage cap of 250 GB. Data traffic from

XfinityTV.com and from other streaming video providers all count towards that cap. However, data traffic
generated by Comcast’s XfinityTV app for the Xbox, an app that allows users to view video on demand
content from Comcast on an Xbox connected to the Internet through Comcast’s Internet service, does not
count towards the monthly bandwidth cap, while video traffic generated by other apps (e.g., the HBO GO
app) for the Xbox does count towards the cap. That behavior would violate the rule described in the text.
For sources and additional discussion, see Box 6: Differential Counting of Traffic Towards the Monthly
Bandwidth Cap: Comcast’s Xfinity TV App for the Xbox above and Box 14: Examples of Differential
Impact: Comcast’s Digital Voice service and Comcast’s Xfinity TV App for the Xbox below.

%2 1t is not clear whether the example in the text (providing low-delay service only to online gaming, but
not to Internet telephony) would really violate like treatment. This depends on whether the non-
discrimination rule in this section allows a definition of like that classifies like applications based on
similarity of use. See footnote 292 above and footnote 311 below.

%3 There is considerable debate over whether a network provider should be allowed to charge application
providers who are not its Internet access customers for prioritized or otherwise enhanced access to the
network provider’s Internet access customers. As | explain elsewhere, network providers should be
prohibited from imposing such charges (van Schewick (2010h)). See also footnotes 15 to 20 and
accompanying text above.

%94 This concern is discussed by, e.g., van Schewick (2010h), p. 3; van Schewick (2010i), p. 6; Jordan &
Ghosh (2010), pp. 12:14, 12:20 and the sources cited in footnote 94 above.

%5 See the discussion in the text surrounding footnotes 82 to 90 above.

%6 On incentives to block, see, e.g., van Schewick (2008b) , pp. 5-6; van Schewick (2010d), pp. 264-266
(manage congestion); van Schewick (2010d), 266-270 (block unwanted content); van Schewick (2010d),
pp. 222-264 (increase profits).

%7 This paper assumes that the case for a rule against blocking has been made. See footnote 4 and
accompanying text. Banning blocking, but allowing discrimination would make the rule against blocking
meaningless, so the arguments in favor of a rule against blocking justify this part of the non-discrimination
rule as well.

%8 For a more detailed explanation, see footnotes 174 to 176 above.

%9 For a more detailed explanation, see footnotes 51 to 52 above. See also Box 4: The Importance of
User Choice.

%19 Internet Freedom and Nondiscrimination Act of 2006 (2006), §28(b): “If a broadband network provider
prioritizes or offers enhanced quality of service to data of a particular type, it must prioritize or offer
enhanced quality of service to all data of that type (regardless of the origin or ownership of such data)
without imposing a surcharge or other consideration for such prioritization or enhanced quality of service.”
See also Internet Freedom Preservation Act (2007), §12(a)(5): A broadband service provider shall “only
prioritize content, applications, or services accessed by a user that is made available via the Internet
within the network of such broadband service provider based on the type of content, applications, or
services and the level of service purchased by the user, without charge for such prioritization.”

¥ The rule described in the text does not specify how to determine whether different applications or
classes of applications are alike. In this case, the question whether a definition of like that treats similar
uses alike is consistent with the non-discrimination rule described in text would have to be decided in
future adjudications. This question is beyond the scope of this paper. See also footnotes 292, 302above.
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%12 See the references cited in footnote 8 above.

8 How exactly providing the provision of an enhanced type of service to some traffic will affect the
remaining best effort traffic depends on the specific mechanism used to provide the differential treatment.
For example, priority queuing allows a router’s high-priority queue to starve lower-priority queues for
bandwidth. By contrast, fair queuing provides a guaranteed minimum share of bandwidth to the different
queues. Peterson & Davie (2012), pp. 494-499.

%1% See, e.g., van Schewick (2010d), pp. 240-243. See also AT&T (2009), pp. 6-7 (noting a contractual
agreement between AT&T and Apple “that Apple would not take affirmative steps to enable an iPhone to
use AT&T’s wireless service to make VolP calls” because “both parties required assurances that the
revenues from the AT&T voice plans available to iPhone customers would not be reduced by enabling
VolP calling functionality on the iPhone.” Ibid., p. 7)

15 See, e.g., U.S. Department of Justice (2011), pp. 11, 14-20, 37-39 (citing “[m]any internal Comcast
documents” showing that Comcast views online video distributors as a competitive threat to its traditional
cable video distribution offerings, ibid., p.19, and describing Comcast’s incentives to discriminate against
unaffiliated online video providers).

1 BBC News (2012); Chen (2012); Thomas (2012) (all discussing the reduction in mobile carriers’ text
messaging revenues resulting from instant messaging applications).

%17 Whether this incentive exists depends on how specialized services are regulated. See, e.g., Speta
(2011).

%8 See Federal Communications Commission (2009a), pp.1-2; Zachem (2009), pp. 2-3. For a brief
description of Comcast’s network management system, see Lennett (2009), pp. 119-120.

%19 Comcast Corporation (2012).

%0 Comcast (2012).

%1 gee footnotes (and accompanying text) 66 to 67, 300 to 301 and Box 6: Differential Counting of Traffic
Towards the Monthly Bandwidth Cap: Comcast’s Xfinity TV App for the Xbox above.

%2 \Werner (2012).
%28 Whether the Open Internet rules apply to the Xfinity TV App is outside the scope of this paper.
%4 yan Schewick (2008b), pp. 5-6; van Schewick (2010d), pp. 264-266.

%5 See Parsons (2009). Since then, most of the larger Canadian Internet service providers, most recently
Bell Canada and Bell Aliant, have changed their practices in response to the regulations regarding
network management that the CRTC adopted following its investigation. In January 2012, Rogers
remained the only larger Canadian provider that was still engaging in discriminatory network
management. Schmidt (2012); Geist (2011).

%% Comcast Corporation (2008a); RCN Corporation (2010). Cox seems to have actively managed peer-to-
peer file-sharing in 2008 as well. Schatz (2008) (citing a Cox statement that “Cox allows the use of file-
sharing and peer-to-peer services for uploads and downloads, and we allow access to all legal content,
but we must manage the traffic impact of peer-to-peer services, as most ISPs do for the benefit of the
customer.”); Dischinger, et al. (2008) (study finding evidence of BitTorrent blocking by Comcast and Cox).
%7 Cellan-Jones (2009).

8 The text draws heavily on Kroes’ description of these finding in her blog (Kroes (2012)). For the
detailed findings, see Body of European Regulators for Electronic Communications (2012).

%9 gGrinivasan & Gupta (2010). As the Zediva letter and conversations with entrepreneurs and investors
show, this is not a theoretical concern. For another publicly documented example, see van Schewick
(2008a), p- 2

%% yan Schewick (2010b).
%1 van Schewick (2010f), pp. 11-13.
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%2 Center for Democracy & Technology (2010), p. 29.

%3 yan Schewick (2010f), pp. 11-12.

%4 Google & Verizon (2010), p. 1.

%5 Cox Communications Inc. (2009).

%6 Cox Communications Inc. (2009); Cox Communications (2010), pp. 24-30 & Appendix A. See also
footnote 345 below and Riley & Scott (2009), pp. 6-8 (criticizing Cox’ approach).

%7 See footnotes 340 to 345 and accompanying text.

%% Shaw (2006).

%9 See the discussion in footnotes 292 and 311 above.

%9 For an overview of the practices, see Parsons (2009).

%1 See, e.g., Bell Aliant Regional Communications (2009), pp. 41-42, paras 85-87.

It seems that at least one deep packet inspection offering uses this approach. Cisco’s protocol
classification mechanism classifies peer-to-peer file-sharing applications such as BitTorrent based on the

protocols used. It does not distinguish among time-sensitive and non-time-sensitive applications using the
protocols. Cisco Systems (2012), pp. 10-12.

348 Technically, YouTube (Ozer (2011)) and Vuze (P2PNet (2009)), like many other online video
applications, use a technique called progressive download to create a near real-time streaming

experience. See generally Odlyzko (2008); Ozer (2011).
344

342

In the CRTC hearings that were part of that proceeding, network provider representatives, when asked
whether their traffic management system distinguished between time-sensitive and non-time-sensitive
peer-to-peer applications, some network provider representatives testified that they excluded Skype,
which has a peer-to-peer architecture, from their traffic management measures, because Skype, like all
Internet telephony applications, is sensitive to delay (see, e.g., Canadian Radio-Television and
Telecommunications Commission (2009c), para 4482-4483 (Telus); Canadian Radio-Television and
Telecommunications Commission (2009d), paras 5640, 5953-5960 (Shaw) ; Canadian Radio-Television
and Telecommunications Commission (2009e), paras 6253-6256 (Bell Canada). Contrary to Vuze,
however, Skype does not use a peer-to-peer file-sharing protocol, so the treatment of Skype does not
allow any conclusions regarding the treatment of Vuze. The responses cited above seemed to imply that
traffic management practices apply to all peer-to-peer file-sharing applications, without distinguishing
peer-to-peer file-sharing applications that are time-sensitive and those that are not. See also Canadian
Radio-Television and Telecommunications Commission (2009b), paras 3938-3959 (Primus, peer-to-peer
file-sharing is not time-sensitive).

% For example, in 2009, Vuze’s General Counsel Jay Monahan asked the FCC to investigate the impact
of Cox’ trial network management system on peer-to-peer traffic, expressing concern that it would hurt the
performance of Vuze. Cox’ trial system de-prioritized applications such as peer-to-peer protocols (which,
Monahan assumed, would include Vuze) that Cox had classified as non-time-sensitive during times of
congestion to improve the performance of applications such as streaming video that Cox had classified as
time-sensitive. P2PNet (2009);Cox Communications Inc. (2009). See also Public Interest Advocacy
Centre (PIAC), et al. (2009), pp. 45-46, paras 126-130, pp. 51-52, paras 156-159, pp. 53-54, para
166;Vaxination Informatique (2009), p. 14, para 95, p. 21, paras 141-142; Distributel Communications
Limited (2009), paras 10-16, 40-46 (all asking the CRTC to review its decision regarding Bell Canada’s
throttling of its wholesale ADSL access service on the grounds that CRTC based important parts of that
decision on the assumption that all peer-to-peer file-sharing applications are not time-sensitive) and
Canadian Radio-Television and Telecommunications Commission (2009a), paras 8-10 (rejecting the
applications for review and reiterating the claim that peer-to-peer file-sharing applications are not time-
sensitive).
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%8 “Would this proposal allow us to offer Quality of Service to online games?” is usually one of the first

questions | am asked when | discuss proposals for nondiscrimination rules with employees of network
providers.

%7 See, e.g., Sandvine (2005), p. 1 (“Once aware of the amounts and types of gaming traffic on their
network, a properly equipped service provider can prioritize it to create a gamer-friendly network. [...]
[Slervice providers could perhaps offer their subscribers an optimized gaming tier with guaranteed QoS,
while the escalating popularity of gaming drives demand for exactly that type of service. In this way, a
MSO [Multi-system operator] can profit from an otherwise peripheral market trend.” ibid.)

%8 Prices for Internet access service are currently independent of the application for which the service is
used. For example, they do not change depending on whether a user is sending e-mail, placing a call,
watching video or playing an online game. As | explained in my book, if network providers charge a
uniform transport price and consumers value different applications differently, network providers will not
be able to extract the full consumer surplus associated with each application through the transport price
alone (van Schewick (2010d), pp. 273-275). Under these circumstances, offering and charging for low-
delay service for online gaming would allow network providers to extract some of the consumer surplus
associated with online gaming that cannot be captured through the uniform transport price alone. Of
course, network providers could also use this strategy to extract some of the consumer surplus
associated with Internet telephony, but the trade-off would be more complicated: They would gain
revenue from offering low-delay service to Internet telephony, but would lose revenue from their own
telephony offering, because low-delay service increases the quality of Internet telephony relative to the
network providers’ offering, which makes Internet telephony relatively more attractive.

%9 This observation is based on conversations with network provider employees.

%0 See the responses of network provider representatives discussed in footnote 344 above.

%7 van Schewick (2010f), p. 12.

%2 yan Schewick (2010d), pp. 350-351.

%8 See footnotes 314 to 317 above and accompanying text.

%4 See also van Schewick (2010d), pp. 351.

%5 yan Schewick (2008b), p. 7. See also Briscoe, Moncaster & Burness (2007), section 3.3; Riley & Scott
(2009), p. 8; Lennett (2009), pp. 143-145; Free Press (2010), pp. 102-103.

%6 See, e.g., Riley & Scott (2009), p. 8; Lennett (2009), pp. 143-144.

%7 yan Schewick (2010f), pp. 12-13.

%8 Center for Democracy & Technology (2010), p. 29.

%9 Throughout the history of the Internet, many successful applications were developed by innovators of
this type. See footnotes 55 to 57 and accompanying text.

%0 See footnote 50 above and accompanying text.

%1 On the importance of certainty for network providers and application developers, see footnotes 172 to

176 above and accompanying text.

%2 For a number of reasons, adjudicators may not necessarily have an incentive to clarify the meaning of

key terminology beyond what is required to resolve the specific case under consideration. See the
discussion in Box 9: Will Individual Adjudications Reduce Uncertainty Over Time?

%3 See van Schewick (2010e), pp. 6-8; van Schewick (2010f), pp. 13-16; van Schewick (2010b). In the
Open Internet Proceeding, this proposal was supported by, e.g., networking experts (e.g., Reed (2010);
NYSERNet (2010)); venture capitalists (e.g., Burnham (2010a); Wilson (2010)), entrepreneurs (e.g.,
Borthwick (2010); Srinivasan & Gupta (2010)) and non-profit organizations (e.g., The Council of Scientific
Society Presidents (2010); North American Benthological Society (2010); Botanical Society of America
(2010)).
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364 Many network neutrality proponents would couple a strict nondiscrimination rule that bans all

discrimination with a reasonable network management exception that requires network management to
be as application-agnostic as possible (e.g., Open Internet Coalition (2010), pp. 15-17, 49-50 (to qualify
as reasonable network management, the practice must be narrowly tailored to address a legitimate
network management purpose, i.e. in addition to other criteria, the practice must “result in as little
discrimination or preference as reasonably possible” ibid., p. 49); Center for Media Justice, et al. (2010),
p. 31-32, 35-41 (same). Thus, these proposals would allow application-agnostic differential treatment only
as long as it was narrowly tailored to serve a legitimate network management purpose. The proposal
described in the text goes beyond these proposals by allowing differential treatment based on application-
agnostic criteria in general, not just when it is narrowly tailored to address a legitimate network
management purpose.

%5 The two definitions of application-specific discrimination used in the text — “discrimination based on
application or class of application” and “discrimination based on criteria that depend on an application’s
characteristics” — describe the same concept. In this paper, “application” refers to a specific instance of a
specific type of application (see Box 12: Terminology: “Application” and “Class of Application” above).
Thus, “discrimination based on application” is differential treatment of different instances of the same
application type depending on which instance the user is using (e.g., Skype vs. Vonage). The specific
instance of an application a user is using is also a characteristic of the application (i.e. it is a characteristic
of the application whether it is Vonage or Skype).

A “class of applications” is a group of individual applications that share some common characteristic (see
Box 12: Terminology: “Application” and “Class of Application” above). Thus, there are many different
potential classes of applications based on which a network provider could discriminate, each defined by
the criteria that are used to allocate the applications to the classes. For example, a class of applications
may be the group of all applications of the same application type (e.g., Internet telephony, e-mail), all
applications that use the same application-layer protocol (e.g., all applications that use SIP, all
applications that use HTTP) or transport-layer protocol (e.g., all applications that use TCP, all applications
that use UDP), or all applications that have similar technical requirements (e.g., all latency-sensitive
applications, all latency-insensitive applications). A network provider discriminates “based on class of
application” if it treats the application differently depending on whether it belongs to the class or not. Since
classes are defined by a common characteristic that the applications in the class share, discrimination
based on class of application is the same as discrimination based on a characteristic of an application.
For example, assume that a network provider discriminates against all applications that use the BitTorrent
protocol. In this case, the criteria that is used to discriminate is “uses the BitTorrent protocol,” which is a
characteristic of an application. At the same time, the class is “all applications that use the BitTorrent
protocol,” and the network provider discriminates among applications based on whether they belong to
this class or not.

%6 Center for Media Justice, et al. (2010), pp. 38-39.

%7 On the definition of network management, see also Center for Democracy & Technology (2010), pp.
41-43; (Center for Media Justice, et al. (2010), pp. 38-39).

%8 This formulation mirrors proposals by many network neutrality proponents. See, e.g., Open Internet
Coalition (2010), pp. 48-50; Center for Media Justice, et al. (2010), pp. 35-41.

%9 On the meaning of “discrimination based on application,” see footnote 365 above.
%79 On the meaning of “discrimination based on class of application,” see footnote 365 above.
%1 See also Center for Democracy & Technology (2010), pp. 25-26.

See also Center for Democracy & Technology (2010), pp. 25-26; Center for Democracy & Technology
(2010), p. 19-20, 22 (arguing in favor of a strict non-discrimination rule, but asking the FCC to clarify that
“the non-discrimination rule should not be interpreted to bar or restrict broadband providers from
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differentiating or prioritizing among Internet traffic based on the usage volumes, usage patterns, or
subscription plans of the individual subscribers sending or receiving such traffic,” ibid., p. 22).

%78 For a detailed explanation and sources to the literature, see van Schewick (2010d), pp. 52, 56-57.
374 See Reed (2010).

%75 See also Reed (2010) (arguing that the rule proposed in the text effectively requires by law what the
original design of the Internet required by code, and proposing to replace the proposed rule by one that
“requirfes] those who offer Internet service to implement the Internet design as it was intended:” “In
particular: We don’'t need a complex rule defining ‘applications’ in order to implement an application
agnostic Internet. We have the basis of that rule — it’s in the ‘code’ of the Internet. What we need from the
‘law’ is merely a rule that says a network operator is not supposed to make routing decisions, packet
delivery decisions, etc. based on contents of the packet. Only the source and destination addresses and
the labels on the packet put there to tell the network about special handling, priority, etc. need to be
understood by the network transport, and that is how things should stay, if we believe that Barbara is
correct that only application-agnostic discrimination makes sense.” Ibid.)

3% See Reed (2010).

%7 See also Reed (2010) (arguing that the rule proposed in the text effectively requires by law what the

original design of the Internet required by code) and Box 18: A Technical Perspective on Application-
Specific vs. Application-Agnostic Discrimination above.

%78 See the discussion of the disclosure rule above. For a full analysis, see van Schewick (2010d), pp.
255-264. See also footnotes 142 to 143 and accompanying text.

%79 See footnotes 128 to 141 and accompanying text.

%09 yan Schewick (2010d). See also footnotes (and accompanying text) 136 to 141, 299 to 309, 312 to
362.

%1 See footnotes 144 to 155 above and accompanying text.
See footnotes 295 to 360 above and accompanying text.
%3 See Box 17: The Exception for Reasonable Network Management above.
%% See footnotes 352 to 356 above and accompanying text.

%5 For a detailed discussion, see van Schewick (2010d), pp. 355-371 (describing the public interest), 371-
375 (describing network providers’ private interests and why they diverge from the public interest).

%6 yan Schewick (2010d), pp. 373-374. See also Frischmann (2005); Frischmann & van Schewick (2007),
pp. 400-403, 424-425; Hogendorn (2012).

%7 yan Schewick (2010d), pp. 374-375.

%8 On these factors and their economic, social, cultural and political impact, see footnotes 49 to 54 and
Box 4: The Importance of User Choice above and accompanying text.

%9 For early versions of the arguments in this subsection, see van Schewick (2010e); van Schewick
(2010f).

%0 Although the exact details vary (some would allow user-controlled Quality of Service only during times
of congestion), many network neutrality proponents would allow the type of user-controlled Quality of
Service described in the text. See van Schewick (2008b), pp. 7-8 (discussing the question in the context
of the reasonable network management exception); Lennett (2009), pp. 143-145; Free Press (2010), pp.
103-104 (if there was a demonstrated need for priority, users should make the choice); Jordan & Ghosh
(2010), pp. 12:14, 12:21-12:22; Center for Democracy & Technology (2010), pp. 26-27; Center for
Democracy & Technology (2010), pp. 20-21, 23 (FCC should clarify that “the nondiscrimination rule shall
not be interpreted to bar or restrict broadband providers from enabling individual subscribers to designate
certain traffic streams for prioritized or differentiated treatment.” Ibid., p. 23); Open Internet Coalition
(2010), pp- 50-51; Skype Communications S.A.R.L. (2010), pp. 16-20; Google Inc. (2010), p. 36. See also
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IEEE-USA Committee on Communications Policy (2010), pp. 16-18, 23 (supporting the model of user-
controlled QoS described in the text); IEEE-USA (2010), pp. 2-3.

%1 This condition would not constrain interconnection agreements in any way. Thus, payments among

interconnecting networks would remain possible.

%92 explain the rationale for this criterion in van Schewick (2010h); van Schewick (2010a), pp. 10-12. The
question of whether and, if yes, whom network providers should be allowed to charge for Quality of
Service or other forms of preferential treatment is outside the scope of this paper. For a short overview of
the options, see footnotes 15 to 20 and accompanying text.

%3 This statement is based on many conversations with networking experts. See also Center for
Democracy & Technology (2010), p. 27; Center for Democracy & Technology (2010), pp. 20-21; Jordan &
Ghosh (2010), p. 12:21. Network providers sell business customers the option to choose the level of
Quality of Service for their packets today. For example, customers of Verizon’s Private IP Enhanced
Traffic Management offering can mark their data packets for the desired class of service, which is then
delivered by Verizon’s network (Verizon (2006), pp. 25, 29). For a prototype targeting end users, see
Silbey (2012); Spangler (2012).

%% The form of user-controlled Quality of Service described in text does not violate the broad version of
the end-to-end arguments. van Schewick (2010d), pp. 106-107. On the broad version of the end-to-end
arguments, see footnote 2 above.

%5 Deviating from the first condition by making a specific type of service available only to some
applications or classes of applications (e.g., only to the provider’s own online video application, or only to
online gaming, but not Internet telephony) would make distinctions among applications and classes of
applications based on application-specific criteria (here: application or application type) and would thus
violate the requirement that differential treatment must be application-agnostic. The second condition
ensures that the differential treatment associated with the actual provision of the different types of
services in the network happens based on an application-agnostic criterion (here: the type of service
chosen by the user for that particular packet).

3% See footnote 392 above.

%7 For a discussion of this requirement, see van Schewick (2010a), pp.10-11. The European Union has
adopted a similar rule following its review of the regulatory framework for telecommunications services.
See Article 22(3) of the Universal Service Directive; European Commission (2007), pp. 92, 95-97, 101.

%% See also Center for Democracy & Technology (2010), p. 27.

%9 van Schewick (2008b), p. 7 (discussing the question in the context of the reasonable network
management exception); Lennett (2009), pp. 143-145; Riley & Scott (2009), p. 8.

% See also Center for Democracy & Technology (2010), pp. 26-27.

91 Network management practices that treat traffic differently based on application-agnostic criteria would

be allowed under the proposed non-discrimination rule as such, since that rule allows any differential
treatment that is application-agnostic. Thus, under the proposed rule, application-agnostic network
management practices would not need to meet the requirements of the reasonable network management
exception. See footnote 364 above. On the definition of network management, see Box 17: The Exception
for Reasonable Network Management above. For a longer discussion of the policy arguments driving the
treatment of network management measures proposed in the text, see van Schewick (2008b), pp. 4-8;
van Schewick (2008a); van Schewick (2010b). See also footnotes (and accompanying text) 152 to 155,
190 to 197 and 207 to 214.

%92 yan Schewick (2008b), pp. 7-8; Jordan & Ghosh (2010), pp. 12:17-12:20.

% For a more detailed description of the reasonable network management exception proposed by this
paper, see Box 17: The Exception for Reasonable Network Management above.
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%% Bastian, et al. (2010) (“Comcast's trials and subsequent national deployment indicate that this new

congestion management system ensures a quality online experience for all of Comcast's HIS [High Speed
Internet] customers.” Ibid., Section 8.) For descriptions of Comcast’s application-agnostic network
management system, see Comcast Corporation (2008b); Zachem (2009); Bastian, et al. (2010).

%% See Internet Engineering Task Force (2010).

% For an overview, see Briscoe, Woundy & Cooper (2012); Jacquet, Briscoe & Moncaster (2008).
7 See generally Pierce (2010), pp. 497, 499-500.

%8 See generally Pierce (2010), pp. 497-500.

99 See generally Pierce (2010), pp. 500-501.

1 On the importance of certainty for network providers and application developers, see footnotes 171 to
176 above and accompanying text.

1 See footnote 92 above.
Federal Communications Commission (2010c), p.2, para 2.
18 See the sources cited in support of the different proposals above.

14 Hart (2010b). In a number of meetings and conversations with FCC officials in November 2010, AT&T
representatives argued the Waxman bill should be a model for the FCC’s Open Internet rules (Shields
(2010a); AT&T (2010)). The Open Internet rules regarding blocking, non-discrimination and disclosure as
well as the definitions of broadband Internet access service and of reasonable network management
adopted by the FCC in December 2010 closely follow the corresponding provisions of the Waxman bill
(compare Federal Communications Commission (2010c), pp. 88-89 and Draft Bill To Amend Title | of the
Communications Act of 1934 to Provide for Internet Openness, and for Other Purposes (2010)). For more
on the Waxman proposal, see footnote 169 above.

*% In particular, Free Press and the Open Internet Coalition did not support the compromise proposal.
Jerome (2010a). Eggerton (2010). Even consumer groups, organizations and firms that had supported
the Waxman proposal as a legislative measure during the negotiations in Congress in September 2010
later opposed adopting it as agency rules. See the discussion in Public Knowledge & Project (2010)
(disclosing a meeting in which representatives of Consumers Union, Free Press, Media Access Project,
New America Foundation, Public Knowledge, Writers Guild West, Amazon.com, Dish Network, Netflix and
Skype expressed their opposition to adopting the Waxman proposal as agency rules).

*1® Hart (2010a); Waxman (2010).

7 The draft rules were not released publicly, but described by the Chairman in public remarks when he
circulated the draft rules: “And so the proposed framework includes a bar on unreasonable discrimination
in transmitting lawful network traffic.” Genachowski (2010). For the non-discrimination rule in Waxman’s
proposal, see Draft Bill To Amend Title | of the Communications Act of 1934 to Provide for Internet
Openness, and for Other Purposes (2010), Section 12(a)(1)(B). The non-discrimination rule in the
Waxman proposal applied to wireline broadband Internet access service and would have left the decision
whether to treat fixed wireless and satellite Internet access service like wireline or wireless Internet
access to the FCC. See Draft Bill To Amend Title | of the Communications Act of 1934 to Provide for
Internet Openness, and for Other Purposes (2010), Section 12(c).

8 See footnotes 218 to 226 above and accompanying text.

412

*9 See Sections “Ban Discrimination That Is Unreasonable” and “Problems with Case-by-Case
Adjudication” above.

20 Network neutrality proponents also opposed other aspects of the proposal. For an overview, see van
Schewick (2010l); van Schewick (2010b).

*?! For a summary of their criticisms, see Hatch (2010); Copps (2010); Clyburn (2010).
*22 Hatch (2010).
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23 Obama for America (2007).

“* The last such attempt had failed in September 2010, when the Republican leadership in Congress
refused to support the compromise proposal negotiated by Rep. Waxman and Rep. Boucher. Hart
(2010a); Waxman (2010).

%5 Hart (2010b); The Hill Administrator (2010).

26 At the time, AT&T was the second-largest provider of wireline Internet access in the US, the largest
DSL provider in the US and the second largest wireless provider in the US. Leichtman Research Group
(2010). AT&T, which has consistently outspent every other corporation in donations to congressional
campaigns in the past, has considerable influence in Washington. See, e.g., Mayer (2009); Lasar (2009);
Lasar (2010); New York Times (2010); Kang (2009) (discussing data showing that 70 of the 72
democratic members of congress who sent a letter to Chairman Genachowski in October 2009 cautioning
against adopting network neutrality rules had received contributions from Internet service providers, with
AT&T donating the most, and donating to 58 out of the 72).

**” The Hill Administrator (2010) (“Public advocates are concerned about how much Genachowski
appears to be listening to AT&T, with one saying he has practically given them ‘veto powers.”); Shields
(2010a) (discussing a large number of conversations between Jim Cicconi, Senior Executive Vice
President External & Legislative Affairs at AT&T and head of AT&T’s public policy organization, and
Edward Lazarus, the Chairman’s Chief of Staff, in November 2011 and citing a number of network
neutrality proponents interpreting the Chairman’s efforts to get AT&T’s approval as an attempt to minimize
opposition against the rules and protect the Commission against Republican criticism); AT&T (2010)
(disclosing two conversations between Cicconi and Lazarus, in which “Mr. Cicconi discussed the merits of
the proposed Waxman legislation and why it should be a model for a substantive resolution of the issues
raised in these proceedings.”).

2 Gross (2010); Hesseldahl (2010).

*29 This paper focuses on non-discrimination rules. For an overview of the other parts of the compromise,
see van Schewick (2010c). The Open Internet Rules were adopted at the FCC’s Open Meeting in
December 2010 and went into effect in November 2011 (Federal Communications Commission (2011a),
pp. 59192, 59223). The rules were appealed by Verizon, Free Press and others (Federal
Communications Commission (2011b)). The petitions for review will be heard by the DC Circuit Court of
Appeals (Melvin (2011)).

*% Federal Communications Commission (2010c), p. 88, Section 8.7.

*1 Federal Communications Commission (2010c), pp. 42-42, paras 69-74. The following paragraphs are
based in part on van Schewick (2010c).

%2 Federal Communications Commission (2010c), p. 42, para 74.

3 Federal Communications Commission (2010c), p. 41-42, para 73.

% See footnote 377 and accompanying text and Box 18: A Technical Perspective on Application-Specific

vs. Application-Agnostic Discrimination above.

“® On these factors (the other two are innovation without permission and low cost of application-
innovation), see footnotes 47 to 57and accompanying text and Box 4: The Importance of User Choice
above.

*% Copps (2010), p. 3. See also Federal Communications Commission (2010c), pp. 40-41, para 71:
“Maximizing end-user control is a policy goal Congress recognized in Section 230(b) of the
Communications Act, and end-user choice and control are touchstones in evaluating the reasonableness
of discrimination. As one commenter observes, ‘letting users choose how they want to use the network
enables them to use the Internet in a way that creates more value for them (and for society) than if
network providers made this choice,’” and ‘is an important part of the mechanism that produces innovation
under uncertainty.” (ibid., references omitted); Federal Communications Commission (2010c), p. 42,
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para 73: “Use-agnostic discrimination (sometimes referred to as application-agnostic discrimination) is
consistent with Internet openness because it does not interfere with end users’ choices about which
content, applications, services, or devices to use. Nor does it distort competition among edge providers.”
(ibid., references omitted).

“7 47 C.F.R. §8.1: “The purpose of this Part is to preserve the Internet as an open platform enabling
consumer choice, freedom of expression, end-user control, competition, and the freedom to innovate
without permission.” For a discussion of the importance of innovation without permission in the order, see
Federal Communications Commission (2010c), p. 3, para 3,pp. 5-6, para 13.

8 Since preserving the freedom to innovate without permission is an explicit purpose of the Open
Internet rules, this factor can be used to interpret any provision of the rules, including the non-
discrimination rule.

*39 While the Open Internet rules are silent on whether network providers should be allowed to charge
application or content providers who are not their Internet access service customer for prioritized or
otherwise enhanced access to their Internet access customers, the text of the order discusses the
question in detail. The order explicitly endorses the concerns against these arrangements, unequivocally
rejects the main arguments in favor of them, and concludes that “as a general matter,” arrangements of
this kind are “unlikely” to be considered reasonable under the non-discrimination rule. For a more detailed
analysis, see van Schewick (2010c), Section 2.

“0 See Table 4: Evaluating Different Forms of Quality of Service Under the FCC’s Non-Discrimination
Rule and footnotes 390 to 400 and accompanying text.

#1 User-controlled Quality of Service is the only type of Quality of Service that the order discusses
explicitly: “Thus, enabling end users to choose among different broadband offerings based on such
factors as assured data rates and reliability, or to select quality-of-service enhancements on their own
connections for traffic of their choosing, would be unlikely to violate the no unreasonable discrimination
rule, provided the broadband provider’s offerings were fully disclosed and were not harmful to competition

or end users.” Federal Communications Commission (2010c), p. 41, para 71.

“2 See Table 4: Evaluating Different Forms of Quality of Service Under the FCC’s Non-Discrimination

Rule and footnotes 299 to 309 and accompanying text.

“® See Table 4: Evaluating Different Forms of Quality of Service Under the FCC’s Non-Discrimination

Rule and footnotes 310 to 362 and accompanying text.

** See the sources cited throughout Section “Ban Discrimination That Violates an Antitrust Framework”

above.

*5 Federal Communications Commission (2010c), pp. 45-46, para 78: “We also reject the argument that
only “anticompetitive” discrimination yielding “substantial consumer harm” should be prohibited by our
rules. We are persuaded those proposed limiting terms are unduly narrow and could allow discriminatory
conduct that is contrary to the public interest. The broad purposes of this rule—to encourage competition
and remove impediments to infrastructure investment while protecting consumer choice, free expression,
end-user control, and the ability to innovate without permission—cannot be achieved by preventing only
those practices that are demonstrably anticompetitive or harmful to consumers. Rather, the rule rests on
the general proposition that broadband providers should not pick winners and losers on the Internet—
even for reasons that may be independent of providers’ competitive interests or that may not immediately
or demonstrably cause substantial consumer harm.” (references omitted)

% See the discussion in Section “Ban Discrimination That Violates an Antitrust Framework” above.
*7 Federal Communications Commission (2010c), p. 50, para 87.
8 AT&T Inc. (2010), pp. 183-187; Brito, et al. (2010), pp. 22-23; Cox Communications (2010), pp. 30-33.

*9 See, e.g., van Schewick (2008b), pp. 4-8. See also footnotes (and accompanying text) 152 to 155, 190
to 197 and 207 to 214.
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% See the discussion in Section “Criteria for Evaluating Non-Discrimination Rules” above.

%51 See Sections “Ban Discrimination that Violates an Antitrust Framework” and “Ban Discrimination that is

Anticompetitive or Harms Users” above.
2 For a discussion of these costs, see Section “Problems with Case-by-Case Adjudication.”

*% Federal Communications Commission (2010c), p. 40-42, paras 71-73.
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