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INTRODUCTIONAND OVERVIEW

THE CoNFERENCE REPORT PROJECT

Thisisthethirdinaseriesof conferencereports prepared for groupsin themediareform and
justicemovement. Thisreport was prepared for the Grantmakersin Film and Electronic Media
(GFEM). Previousreportswere prepared for the MediaResource Center of ConsumersUnion
(Www.hearusnow.org).*

Theoveral purposeof the project isto summarizethetechnical and policy implications of
material from academic conferencesthat may not otherwise be accessibleto groups pursuing media
reformandjustice. Therapid growth of the mediareform and justice movement, in responseto policy
initiativesat thefedera leve, visible problemsin themainstream media, and dramatic technological
changesin society asawhol e, has created intense demand for data, academic analyses, coherent
theories, and ingtitutional model sto advancethe movement and ensureitseffectiveness. Thegod of the
conferencereportsisto add to the resource base of the movement, not by summarizing large quantities
of unrelated information, but by offering observationson how thematerial relatesto the movement's
principles, objectivesand methods of organization.

Thispaper dealswith spectrum policy. Fromthe point of view of GFEM, spectrum policy is
arguably themost important policy for establishing the generd environment inwhich creativeartists
work and average citizensgain accessto the mediain the age of el ectronic broadcasting. By deciding
who getsto broadcast over the public airwaves, spectrum policy goesalong way toward deciding
whose voice can reach the public and how the public expressesitself.

Fundamental decisonsmadeearly inthelast century about the use of spectrum (RadioActs
passed in 1912 and 1927 and the Communi cationsAct of 1934) defined the entire eraof electronic
media. The consequence, intended or otherwise, wasto establish ahandful of broadcastersas
gatekeepersof apowerful, one-way medium. Thereform of spectrum management that iscurrently
being discussed would change the structure of, and conditionsfor, creative and public expressoninthe
21% century asthoroughly asthe decisions made almost acentury ago.

BAack GROUND ON THE CURRENT SPECTRUM PoLicy DEBATE

Simply put, acoupleof decadesafter radio broadcasting first becametechnically feasible,
commercia and non-commercial broadcastershad filled the airwavesto such an extent that they began
tointerferewith oneanother. Two broadcasters, using the samefrequency at the same

*/ Earlier reportsinclude: Reflections Of A Media Activist On New Strategies For Justice: Linking Corporate Law Wth
Progressive Social Movements (May 2005) reporting on The 2005 National Conference presented by The Equal Justice
Society and the Center On Corporations, Law & Society At Seattle School Of Law in collaboration with the Critical Race
Studies Concentration at the UCLA School Of Law, April 7-9, 2005; and Online Deliberation: Mapping The Field; Tapping The
Potential From The Per spective Of A Media/lnternet Activist (August 2005), reporting on The Second Annual Conference on
Online: Design, Research, and Practice/ DIAC 2005 the Symbolic Systems Program, the Center for Deliberative Democracy,
the Center for the Study of Language and Information, and the Center for Internet and Society at Stanford University, May19-
22, 2005.



time, could drown each other out because, given thetechnology of the day, whentwo signals
overlapped thereceiver produced noise.

To solvethe problem and ensure that at | east some broadcasts could be heard, Congress
enacted |egidation creating licensesfor theexclusive use of the spectrum by individuals. Somelook
back and question the need for this public management of spectrum, whileotherslament that it was
executed to the benefit of only asmall number of corporations, but it has nonethelesslasted for
generations.

Themonopoly on usewasgranted for aspecific frequency, inaspecific area, for every minute
of every day, for theentirelength of thelicense. Neighboring frequencieswere a so kept vacant as
guard bandsto prevent interference. Theholdersof theselicenses, first for radio, thenfor television,
became gatekeeperswho chosewhat to air. Although thelicenseswerefor alimited term and subject
to publicinterest obligations, they werea most never revoked, amost dwaysrenewed, and, although
thetype of use could not change when thelicense changed hands, al most perfectly transferabl e between
individuas

Thisapproach resulted inasmall number of licensed broadcast speakersand alot of unused
gpectrum. Reflecting thetechnology of thetimes, broadcastersblasted their signal sstrongly so they
could reachthemost distant listenersin their licensed areawhosereceiverswerevery crude.

Current regul ations provide strong interference protection to broadcastersto protect the
ability of theworst-case“dumb” receiversto receivethe broadcast signal, while
constraining the broadcast licensees ability to benefit from using the spectrum more
efficiently. Thearchitecture usestoo much power for receiversthat areclose, andis
vulnerableto evenlow levelsof interferencefor receiversthat are near the edge of the
serving area. With smarter receivers, spectral efficiency could be enhanced significantly.
Thus, broadcast networks, in contrast to communications networks, might benefit
sgnificantly if resource management responsibility were decentrdized.

Infact, technology hasimproved to make efficient use of the spectrum possible. Thedigita
revolution hasfacilitated transmission and reception with the devel opment of superior devicescalled
cognitiveradios. The adjectivesused to describethese deviceshaveflowed freely: agile, smart,
software-defined, intelligent. Cognitiveradiosadjust their transmission tolook in specific placesinthe
spectrum for signalstoreceive. They sense how the spectrum isbeing used and chooseto transmit
according to aset of rules (non-interference) that ensureaspecific quality of service. Technica jargon
aside, thetechnol ogy createsan opportunity for change.

Regulation of spectrum may undergo revol utionary changesinthenear futurealowing
lessrestricted and moreflexible accessto radio spectrum. Intelligent radios, or so-
called cognitiveradios, will realizethe dynamic usage of frequency bandsonan
opportunistic basis, by identifying and using under-utilized spectrum. Suchaflexible
spectrum usage requires changesin regul ation toward amore open spectrum. Policies
that determine when spectrum isconsidered as opportunity and which definethe

possi bilities of using these spectrum opportunitiesare needed.?



Thispaper describesthe rules necessary to implement “amore open spectrum.” Itisbased
upon the proceedings of arecent, maor conference— 2005 1% | EEE International Symposiumon
New Frontiersin Dynamic Spectrum Access Networks. The above quote isthe opening sentence of
the Conference Record and establi shesthe precise context in which the current discussionisbeing
conducted. Thereisno doubt that dynamic accessto the spectrum —which meansmany more users
and uses can be supported —istechnologically feasible. The public policy questioniswhat isthe best
approachto get it done.

Whilethecriticism of thefixed licenseregime goesback amost half acentury,® morerecently a
fierce public policy debate has broken out between proponents of two very different approachesto
solving the problem of underutilized spectrum.

Ononesidearethosewho would turn the spectruminto quasi-private property. They would
alow theholdersof licensesto maximizeitsvaueby flexibly usng (or selling) theexclusiverightsto use
the spectrum that they have been given, or purchased at auction. They would demand payment from
those who wanted to sharethe spectrum and protect their own signalsfrom interferenceif they choose
to continue broadcasting (they can be absenteelandlords). Asprofit maximizers, theargument goes,
they would do the best economic job of utilizing the spectrum in secondary markets.

Ontheother side arethose who argue that the spectrum should betreated asacommons,
which would be opento all who obey abasic set of rulesabout how the spectrum can be used.
Becausethey advocate doing away with licensesatogether in some parts of the spectrum, or allowing
userswho havenolicenseto sharethelicensed areas of the spectrum, thisisfrequently called an
unlicensed gpproach. From thispoint of view, creating exclusive userightsin the spectrumis
unnecessary and counterproductivefor anumber of reasons. Evenwhenrightsareflexible, exclusive
rightscreatelargetransaction costsor market failures (externalitiesand/or abuse of market power) that
plague apropertized spectrum. Aboveall, speechismorethan just an economic commodity. Granting
licenses encumbersthe speed rights of those who are excluded from broadcasting.

APPROACH TO THEANALYSIS

Some have argued that the advocates of acommons approach havefailed to devote enough
attentionto thechallenge of actualy implementingacommons. Thecriticismisimportant and thispaper
viewsthe conference asthelaunch pad for aresponse. For two reasons, however, thecriticismisa so
somewhat ill-targeted.

Firgt, given the nature of theincumbent licenseesand theforce of inertia, it isnecessary tofocus
on making the casethat there are benefitsto be regped from change.

Second, implementation isnot aproblem that only confrontsthe commonsapproach. The
advocates of thelicensed approach havefailed to addressimpl ementation problemsof their own.
Spectrumisdramatically different than physica property. If spectrumisto beflexibly used to capture
thevalueof dynamically reallocating it to varioususesand userson anearly instantaneousbasis, it isjust
asdifficult to define property rights, asit isto design open accessrulesthat avoid interference.



Unlikereal property, radio spectrum doesnot alow for clear boundaries, asradio
waves propagateinvaryingways... Second, if property rightsare granted in amanner
that would alow injunctionsfor trespass, it isquite possiblethat partiescould take
actionssolely to threaten aninjunction and obtain alicense aong thelines of themuch-
criticized” patent trolls.” Finaly, and most significantly, any workable system of
property rightswill needtorely on (at least to some degree) the predictivemodels—i.e.
statistical predictionsasto how ofteninterferenceislikely to occur —that generally
govern how spectrumisused today. Notably, any such reliance begsthe question of
how such mode swill beintegrated into an enforcement system and with thereality of
whether interferenceisactualy present.*

Thus, the advocates of both the property and the commons approaches should be challenged to
describein detail how their model swould work.

Inthispaper | proposeaframework for aproposal to improve use of the spectrum. | approach
the solution from acommons point of view, but the challenges and the framework for assessing
responsesaregeneral in principleand can be applied to aflexible, quasi-property licensed approach as
wall.

Ironically, whileadvocates of open spectrum frequently talk about the spectrum asacommons,
therehasbeenlittle effort to draw on thelarge body of sociologica and economic knowledge about the
successful organization of commons. Inthispaper, | adopt theframework for theanaysisof common
pool resources (CPR) articul ated by one of theleadersin commonsthought — Elinor Ostrom, as
presented in Rules, Games and Common Pool Resources.®

Theanalytic scheme servesthree purposes.
First, it focuses attention onthekey issues.

Second, it providesaframework for fairly eva uating specific proposa sto implement flexible
use of the spectrum. Every proposal doesnot addressevery challenge. Becausetheissueiscomplex,
itiseasy to unfairly accuse proposal sof failing to solve problemsthat they arenot addressing.

Third, it helpsto organizealargefied. Becausetheissueishboth highly technical and politically
hot, theamount of material availableisstaggering. Therecord of thissingle conferenceincludesamost
100 papersrunning over 700 pages.

SUMMARY OF THE M ATERIAL

Thetechnologica and economic basisfor anew approach to spectrum management, by
expanding theroleof the unlicensed, commonsapproachisclear.

Technology has created the possibility of amajor changein spectrum governance.

=  Thespectrumisavast wasteland, with morethan haf of itlying fallow, evenin urban aress.



= Thetechnica feashility of building cognitiveradioshasbeen proven.

= Theprotocols, dgorithmsand rulesthat are necessary to organize cognitiveradiosinto
mesh networksthat share spectrum effectively and efficiently have been demonstratedin
theory, prototype and some practice.

The economic superiority of amixed, licensed/unlicensed regimeisclear inthreeareas.

= Acommonswill expand car rying capacity and valuemorerapidly.

= Diverdty of institutional approacheswill allow for acloser fit between needsand capacity.

= A substantial unlicensed spacewill beacheck on market failurein thelicensed space, should
secondary marketsbe allowed.

Thebasic principlesfor operationa rulesseem clear.

= A smpleset of behaviora rulescan achieveasubstantia improvement in utilization of the
spectrum.

= A smal number of rulesreducesthe complexity of implementing aspectrum sharing regime.
= Kegpingtherulesminima adlowsinnovationtoflourishinarapidly emergingfield.

= Allocating asubstantial amount of spectrum acrossarange of frequenciesto unlicensed useswill
ggnificantly improvetheability to exploit the spectrum.

Cooper ation and communicationswill greetly facilitate the functioning of unlicensed spectrum.

Notwithstanding the efforts of theincumbentsto convince policymakersthat any sharing will
lead to disastrousinterference, it ispossibleto protect primary usersfrom harmful, reasonably defined
interferencewhile sharing the spectrum. A balanced, licensed/unlicensed regime of spectrum
governance can be built on anumber of principles.

= [tincludesbothflexiblelicensesand unlicensed users.
= |tenvisionsdedicated licensed spaces, shared spaces, and dedi cated unlicensed spaces.

= |tenvisonssignificant quantitiesof spectrum at arange of frequenciesavailableto both
licensed and unlicensed users.

= |t protectslicensed usersrights, but demandstheir cooperation with the sharing regime.
Primary spectrum users can berequired to behavein asocially responsible manner,
including cooperation inthe sharing regime by using reasonablelevel sof power and
providing information ontheir location and usage.



= |talowsunlicensed users, but disciplinesthemwith rulesfor non-interferenceand
mechanismfor enforcement.

Investment in common coreinfrastructureto operatethe sharing regimeissmall, relaivetothe
valueof the spectrum. Itissplit between shared and private costs.

= Shared costsincludethe costs of beacons and the maintenance of databases, which can be
deployed withinexigtinginfrastructure.

= Privateinvestmentsto support cooperative use arefor the hardware and software that must be
embedded in theradios—e.g. sensors, protocols.

GoVvERNANCE RuULES

Because sharing use of the spectrumisacomplex process, viewing it asacommon pool
resource, whichit clearly is, and drawing on therich understanding of the management of smilar
resourcesmakesit easier to understand how it could be governed as such.

We can readily identify the mgjor positionsin the spectrum commons, aslicensed broadcasters,
unlicensed usersand theregulator. Wethen answer the key questions about each position (see Exhibit
1). What arethe boundary conditionsfor entering and exiting the positions? What aretheactions
authorized in each position and how do they add-up, aggregateto acollectively superior outcome?
What arethe payoffs (incentivesand pendties) that motivateindividua sto stay within therules? What
typesof information flows are necessary between individua sto alow them to interact inamanner that
sustainsthe commonsand the production processwithinit?

Exhibit 1: The Flow Of Rules

PAYOFFS
Therewards, taxes
and penaltiesthat drive action.

BOUNDARY—»POSITION -» AUTHORITY % AGGREGATION—» SCOPE

Peopl e get into positions so they can tgke action in the production processto create
acceptable
outcomes.

INFORMATION

Theinformation about actions of

others and the state of the resource pool
that istaken into account when acting.

Thedetailed rulesto govern the spectrum commonsthat can be gleaned from the conference
papersare summarizedin Exhibit 2. Theremainder of thispaper describeshow theserulesand the
abovepolicy conclusionsarederived.



Exhibit 2: Governance Rules For A Mixed Licensed/Unlicensed Spectrum

POSITIONSINA MIXED LICENSED/UNLICENSED REGIME

LICENSED UNLICENSED REGULATOR
RULE TYPE SUBSTANCE
BOUNDARY Who Licensee Any certified Issue licenses, Conduct auctions
New entry criteria Renewal/Auction Certification Hardw are certification
SCOPE M apping outcomes Dedicated primary Secondary Set Boundaries

W hite spaces
Some dedicated

Avoid harmful interference  Share nicely Define harmful interference
AUTHORITY User Primary Secondary Software evaluation
Strength (power) Minimum Power Minimum power Fairness Rules
Time Dynamic
Speed (frequency) Dynamic
AGGREGATION
M etering Beacon Sensor M onitor, Central server v. Negotiated
Usage Firstin Primary, cooperative Obey rules Minimum operating Condition
Announce Look before talk Determine behavioral rules
Rotation Collaborative Group-centric collaborative
Independent strategic
Device centric rule-based
Transferability Secondary M arkets Dynamic
PAYOFF Taxation Y es Y es
Fines Y es
Incentives Incent cooperation Rew ard repeating
INFORMATION
Reporting use L ocation/pow er Capabilities M aintain data base
System status Congestion Dynamic monitoring Dynamic monitoring

M onitor reports Distributed



ANALYZING COMMON POOL RESOURCES

CommoN PooL RESOURCES

Theidentification and study of common pool resourcesisfounded on the proposition that the
efficiency of governancerulesfor the exploitation of resources dependson the characteristics of those
resources. Thereisagenera presumption in contemporary economic thought that private property is
the preferred way to organizeresources, since ownershavetheincentiveto invest in and husband those
resources. Wheremarketswork well, aproperty regimewill maximizethevalue of theresources. Itis
alsowidely recognized, however, that there are circumstances under which non-property regimeswork
better because market failures such asexternditiesand public goods (aswell asabuse of market

power) exist.

Two attributes have been used to distingui sh the Situati onsin which different governanceregimes
arelikely tosucceed or fail. Theresultistoidentify four typesof goods (see Exhibit 3). “Thetwo
attributesare (1) thedifficulty of excludingindividua sfrom benefiting from agood and (2) the
subtractability of the benefits consumed by oneindividua from thoseavailableto another.”® Where
exclusion isdifficult, but theresourceissubtractable (or subject to congestion problems), adilemma
canarise. “Individuasjointly providing and/or appropriating from CPRsarethought by many analysts
tofaceauniversdly tragic Stuationinwhichtheir individua rationality leadsto an outcomethat isnot
rational from the perspective of the group. When thisactualy occurs, wecall thebehaviora resulta
CPR dilemma.” ’

Exhibit 3: Types Of Goods

EXCLUSION/ EXCLUDABILITY

A
Difficult
Public Goods Common Pool Resource
Toll Goods Private goods
Easy RIVALRY/
» SUBTRACTABILITY
Low High

TheCPR dilemmaiswidely believed to result in thetragedy of the commons—over useand
depletion of theresource. However, many CPR situationsare not true CPR dilemmasbecause “the
quantity demanded isnot sufficiently large.”® Much moreimportantly, “in many instancesindividuas
jointly using aCPR communi cate with one another and establish agreed upon rulesand strategiesthat
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improvetheir joint outcomes. By devisingtheir own rules-in-use, individuasusing such CPRshave
overcomethe*tragedy of the commons.”®

Thepurpose of studying the experience of successful common pool resource management isto
learn how groupsorganizeto solve CPR dilemmas.

Whilethetragedy of thecommonsisred, therearemany instanceswhereingtitutions
developto protect against overexploitation. .. Forests, irrigation systems, fisheries,
ground water basins, grazing lands, and the air we breath are all examples of common-
pool resources (CPRs). Because no one has property rightsor control over sucha
resource, usersof CPRsarefrequently assumed to be caught in an inescapabledilemma
—overexploitation of theresource, or what iscommonly known asthe“tragedy of the
commons.” Many well-documented examplesof overexploitation exist. Theusersof
commonly held resourceshave, however, in many instances overcomeincentivesto
destroy theresources and have devel oped |ong-enduring institutions—rules-in-usethat
enablethemto utilizetheseresources moreeffectively. Understanding theconditions
under which usersof CPRssuccessfully develop and maintain effectiveingtitutionsis
critica tofacilitatingimproved resourcepolicies.®

Moreover, although the new spectrum regimewill not be* self-organizing,” asmany common-
pool resources solutionsare, any set of rulesapplied to the spectrumwill ultimately havetorely onmore
thanjust theforceof law. Theruleof law relieson socid ingtitutionsthat dicit thevoluntary compliance
of thevast mgority of inhabitantsin the spacethat is subject to that law. Cooperationisnecessary.
Common pool resource management regimesare, by their nature, institutionsthat elicit cooperation.
Thegovernanceregimefor the commons should endeavor to maximizethelikelihood of such
cooperation. Theprinciplesof successful self-organization to exploit common pool resourcescan
provideuseful guidancefor designing the governmental ly imposed rules of accessto and use of the
spectrum commons by pointing to waysin which cooperation and voluntary compliance can be
promoted.

THE CHALLENGESOF ORGANIZING TO ExpLoIT A CommoN PooL REsOURCE

The challenge of organizing to successfully exploit acommon pool resource can beframed asa
seriesof seven practica questions.

Who getstousetheresour ceand who over seesit (Positions)? Position rules specify the
set of positionsand how many participantsareto hold each position. Positionsare placeholdersto
associate participantswith an authorized set of actions (linked to outcomes) in aprocess.

How aretheusersawar ded rightsto usethepool (Boundary)? Boundary rulesspecify
how participantsenter or leavetheir positionsin the commons.

How areusersallowed todraw from thepool (Authority)? Authority rulesspecify which
sets of actions are assigned to which position at each node of adecisiontree.



How dotheactionsimpact the pool and other users(Scope)? Scoperulesspecify the set
of outcomesthat may be affected, including whether outcomesareintermediateor findl.

How dowemeasureand control theresour ce (Aggregation)? Aggregation rules specify
the transfor mation function to be used at a particul ar node, to map actionsinto intermediate or final
outcomes.

What aretheincentives, taxesand finesthat elicit proper behavior s (Payoffs)? Payoff
rules specify how benefitsand costsarerequired, permitted, or forbidden inrelation to players, based
onthefull set of actionstaken and outcomesreached.*

What flow of infor mation best encour ages, manages, and distributestheresour ces
(Information)? Information rules specify the I nformation availableto each position at each decision
node.

Before we examine how these questionsare answered, it isimportant to note that the
institutional processof decision makingitsaf isimportant. Inthisregard, wecan distinguishthree
different typesof decisions— Constitutiona Choice, Collective Choiceand Operational Rules(see
Exhibit 4).

Exhibit 4: Types Of Decisions In The Gover nance Process

Constitutional Choice
Who participates?
What are the goals?

Collective Choice

Who participatesin writing
@ rules to change rules?

Operational rules
Day-to-day decisions by users

Constitutional choicesabout who participates and what the goal s of the governanceregime
are should be distinguished from the collective choi ces about the day-to-day oper ational rules.
These condgtitutiona choices, inturn, aredifferent from the operational rulesthemsalves. Thus, thereisa
distinction between setting therulesand living under them.

| dentifying and distingui shing these choi ce activitiesisimportant not only becausethey determine
the nature of the governanceregime, but al so because adaptation and change areimportant attributes of
common pool resource governance. Common pool resource management isachallenging processand
theregime must be adaptive. Changeisaconstant topic of discussion. The nature and quality of that
discussion affectsthel egitimacy and sustainability of theentireregime.
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The capacity to changethe structure of asituationisavariableinfield setting, not a
constant. Inmost enduring rel ationships, participantshavethe capability tocall “time
out—it'stimeweta ked about thissituation and tried to changeit for the better.” In
many CPR situations, it isnecessary to examinethe process of rulechange. While
playing short-term gameswithintheexisting ingtitutiona and parametric structure, we
oftenfind participants engaged in along-term processthat givesusrenewed hopeinthe
sustainability of CPRs.2

GoaL SeTs

Thefirst task isto definethe goal set for reform of spectrumuse. Three stepsin that process
arenecessary.

e Document theinefficiency inthe current approach.

o |dentify benefitsof dternative approachesand defineaset of criteriaby which dternative
regimes should be evaluated.

e Demongratethetechnicd feashility of thedternative.

Aspart of defining thegoal set onemust confront the challenge of defining aworkableregime
that solvescrucia resource problems. Intheprocessof defining how any spectrum regimewould work,
beit licensed, unlicensed, or mixed, the architectsmust design asystemthat isnot vulnerableto the
classic problemsof acommons. The governance regime must ensure provision of the resource pool
and orderly appropriationtherein.

Provision problemsfocuson the behaviora incentivesfor appropriatorson the demand or
supply sidesof theresource.

e Onthedemand-side provision problemsoccur wheredecisionsto alter appropriation activities
within an existing CPR dtersthe productive capacity of theresources.

¢ Onthesupply-side, provision problemsarethe classic public goods problem wherefreeriding
can occur in decisions about whether to contribute resourcesfor the provision or maintenance
of aCPR.

Ostrom distinguishes between the stock and flow of the common pool resource, adistinction
that isuseful intheanaysisof spectrum.

A CPR‘facility’ createsthe conditionsfor the existence of astock of resource units.
Thisstock makesavailableaflow of resource unitsover timethat isappropriableand
subtractableinuse.... Thisdistinction between theresource stock and theflow of
resource unitsisespecialy useful in connection with renewable resources, where one
candefinearegenerationrage. Aslong asthe number of resource unitsappropriated
from a CPR does not exceed the regeneration rate, the resources stock will not be
exhausted.™®

11



Spectrumisan interesting resourceinthe context of these characteristics. Itisinstantaneoudy
renewableand non-depletable* Onceatransmission ceases, the frequency becomesimmediately
availablefor another transmission. Itissubtractable, however, sincemultipleuserscan crowdit and
destroy itsvalue by creating interference. Moreimportantly, spectrumiscomplex and expandable.
Although thefrequenciesarefixedin nature, time, and space, thetechnol ogy used to create the stock of
opportunitiesisnot. Different architecturesof the“facility” (i.e. thenetwork of transmittersand
receivers) can support greater flowsof communications.

Advocates of the unlicensed, commons approach arguethat it exhibitsasubstantial, positive
networ k exter nality, on both the demand side and the supply side.> On the demand-side, the
classical network externality (also known asademand side economy of scale) appliesto
communicationsin the spectrum. The more peoplewho can bereached, the greater thevaluetothe
user. Italsoexhibitsasupply sideexternality, at least if configured asamesh network. When each
transmitter/receiver hel psto support all communications, acting as” repeaters,” the carrying capacity of
the spectrum expands.

Appropriation involvesthemanner inwhichindividua usersdraw fromtheresource. Inthe
case of spectrum, drawing from theresourceistransmitting (occupying afrequency at aspecifictime
and place using aspecific amount of power).

e Appropriation externditiesoccur when* one user’sincreased appropriation reducestheyield
obtained by other users, for any givenleve of activity.”

¢ Assgnment problemsoccur where aheterogeneousdistribution of resourceunitsare
characterized by apatchy environment inwhich patchesmay differ dramaticaly inyield.

e Technologica externalitiesoccur when the use of onetechnology increasesthe cost (or
productivity) for the usersof other technologies.

Transmitting radio wavesthrough the spectrum exhibitsall three of these characteristics. One
person’ssignal can definitely impact the ability of receiversto usefully receivethesigna of others. The
spectrumispatchy. Thereare certainly dramatic differencesin the propagation characteristics of
different frequencies. Terrain and physical objectsa so affect the propagation characteristicsof sgnals.
Different technol ogiesaffect both the cost and productivity of users.

Thuswe can conceptualize the formation of acommon-pool resource management regimeasa
dynamic action situationinwhichindividual s make choicesand devel op rulesto governtheir joint use of
theresources The operational rulesare responsesto the goal set and the challenge that the common
pool resource poses (see Exhibit 5).

Provision problemsinfluenceappropriation, but are distinguishablefrom appropriation
problems. To solvethese problemsand achievethe goa set, governancerulesmust be defined to
specify how the common pool resourceswill bemanaged. Common pool resources must be managed
well and requirerules. Theserulescover the seven practical questionsasked above. Ostrom notesthat
thereisoverlap betweentherules.

12



Exhibit 5: Operational Rules Are A Solution Set To Achieve Goals And Overcome
Provisioning And Appropriation Problems

Goal Set

Current inefficiency
Alternative Advantage
Technical Feasibility

Provision Problem

Demand
Supply
Appropriation Problem
Appropriation externality
Assignment Problem

Technical externdlity

Operational Rules as Solution Set
Position Boundary Authority Aggregation Scope Information Payoff

Sinceadll of thesefactorsoperate configuraly, thefinal constellation of elementsinan
action situation dependson morethan just onerule per element. Theinformation
avallabletoanindividua at anode, for example, isdirectly affected by information rules
but a so affected by the sequence of activitiesthat are part of an authority rule.'®

Theroleof communicationsand information iscentra to the common pool resources
management regime.

In CPR dilemmaswhereindividua sdo not know one another, cannot communicate
effectively, and thus cannot devel op agreements, norms, and sanctions, aggregate
predictionsderived frommode sof rationa individual sin anoncooperativegame
recelve substantia support. Theseare spareenvironments. .. Inricher environments
that vary fromtheingtitutionaly sparse homeland of noncooperativegametheory....
[slimply dlowingindividua stotalk to oneanother isasufficient changeinthedecison
environment to makeasubstantia differencein behavior.t’

Therecognition of shared interest —the collective payoff —a so playsarole.

When substantia benefitscan begained by arriving at ajoint plan of actionfor aseries
of futureinteractions, individuasmay haveinther repertoire of heuristicssmplesharing
rulesto propose, backed up by the presumption that otherswill use somethinglikea
measured response. If inaddition, individualshavelearned how amonitoring and
sanctioning system enhancesthelikelihood that agreementswill besustained, they are
capableof setting up and operating their own enforcement mechanism.®
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Approriatorsof acommon resource might takeinto account morethan theindividual
benefitsand cost they receivefrom following or breaking rulesthat coordinate resource
use. If they includethe opportunity costsof foregonejoint benefitsand the expected
costsof developing new rulesif detecting behavior leadsto the breakdown of existing
arrangements, appropriatorsmay recognizeincentivesto maintain thosearrangements
by adopting acooperative strategy over numerousiterations. *°

THE GOAL SET OF THE SPECTRUM MANAGEMENT

CHoice Decisions

Thebasic decisionsabout thegoal set for spectrum —the constitution and collective choice
decisions—weretaken over by Congressearly inthelast century. Thearwavesweredeemed public
and afedera agency wasmadethetrustee. Thisisnot likely to change, with two exceptions.

A regimethat turned the spectrum into quasi-property would change thelocus of the collective
choicedecisions. Intheflexible, quasi-property, licensed approach, the holders of thelicenses(quasi-
ownersof the spectrum) would decidewhoisalowed to usetherights, presumably in amarket.

I nterestingly, theleading advocates of the quasi-property approach envisonaclassicaly
American approach to the enclosure of acommons—aland rush—for thelaunch of thisnew
governanceregimein the spectrum.? They advocate ahuge auction of spectrum at aparticular
moment intime (abigbang). Intheir view, theland rush would lower the cost of acquiring spectrum
and undercut the possibility that market power (hording) could beexercised. Thewinnersof theland
grabwould then negotiate usagerights. Theland grab doesnot solvethedefinitional problem of what
the property right isor thetechnologica challengesto dynamic use of the spectrum; it just assumesthat
economically motivated actorswould defend their property and/or that the government would hel p sort
itout.

The second areawhere collective choice might shift out of Congressional/FCC control iswhere
industry standar d setting bodieswould be used to set the operational rules. The possibility of self-
organizing standard setting bodiesto provide an arenafor choice has been furthered by the success of
WiFi, whichrestson aseriesof 802.xx standards. It seemslikely that whatever the mix of the quasi-
property and commons approachesisused for spectrum going forward, standard setting will play an
important role.

Itisuseful to seethe choicebetween aflexible, licensed regimeand an unlicensed, commons
regime, aswell asthe choice between aregul atory body and anindustry standard setting body, as
decisonsat the collective choicelevel because neither solvesany operational problems. Theseare
decisions about who decides operational rulesand how they are chosen, not what the content of those
ruleswill be.

Neither the congtitutional nor collective choiceissueswerevery prominent at the conferenceand
the property v. commons debate takes place el seawhere. However, asmall number of paperswere
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devoted to devel oping the pricing regime that woul d all ocate the rightsto use spectrumin secondary
mar ketsafter it had been transformed within aflexible, quasi-property, licensed context. Incontrast, a
great dedl of attention wasfocused onthegoa set issue, asl havedefinedit.

UNDERUTILIZATION OF THE SPECTRUM

Theweaknesses of theregime of service specific, exclusivelicenses have been recognized for
decades.? Theassignment of licensesdedicated for specific uses of frequenciesin the spectrumwas
alwaysanintense political process, but the advent of multiple usesof the spectrum —one-way broadcast
versustwo-way communications, for example—compounded the problem. The progress of technology
makesthe problem more pressing by adding new useslike high-speed dataand new capabilitiesto
pursue new governanceregimes. Not only isthe spectrum being used for thewrong things, but aso
vast quantitiesof it arenot being used at al becausethelicensing regimewill not allow themtobe. The
governanceregimethat wasthe solution to the problemin theearlier age of anal og technology has
becomethe cause of the problemintheageof digital technology.

That the spectrumisunder utilized, given the current state of technology, isquite evident. All of
thestudiesincluded in Exhibit 6 rely on actual measurementsof the occupancy of spectrum. Eveninthe
most densealy popul ated urban areas of the nation most analyses show that well over half the spectrumis
not being used. These“whitespaces’ represent an opportunity to communicate over spectrumthat is
being wasted.

| MPROVING THE UTILIZATION OF THE SPECTRUM

Two avenues of reformimmediately present themselves, asnoted above. Aswe moveforward
inthisdebate, itiscritically important to understand that the comparisonisnot between anidealized, but
fictional, set of perfectly defined property rightsand ahistorical, command and control regulator,
demonizedfor itsrigidity and disregard for economic efficiency. Itisinherentinthenatureof spectrum
that rightsof usewill bemuddled and complex becauseinterferenceisdifficult to defineand measure.
Property rightswill beill-defined. Opportunitiesto shareare dynamic, complex, and vauable. The
debateisbetweenimperfect exclusion rulesand imperfect inclusonrules,

Aboveall, itisasocritical to recognizethat both thelicensed and unlicensed approachesto
spectrumwill requirerules. Rightsof access, whether they are property or commons-based, are
socidly defined. A rulethat excludesmay besimple, butitisinsomesensefar more heavy handed than
amore complex rulethat includes, subject to constraints. Moreimportantly, radio and computer
technology have devel oped to the point that intelligent, cognitive, smart, agileradios, makeit highly likely
that amplistic and broad exclusionary ruleswill belessefficient than well-crafted inclusionary rules.

Needlessto say, smplistic, broad exclusonary rulesarevastly inferior towell-crafted
inclusionary rulesfrom aFir st Amendment, free speech perspective. Theaspirationfor speech, laid
out by the Supreme Court, is*the widest possi ble dissemination of information from diverseand
antagonistic sources.” Thetraditiona standardin First Amendment jurisprudence, that government use
theleast intrusiverules poss blewhen regul ating speech for legitimate public purposes, cutsstrongly in
favor of sharing.

15



Exhibit 6: Issue Addressed In The Dynamic Spectrum Proceedings

ISSUE AREA

Constitutional
Collective Choice

Goal Set
Current inefficiency

Alternative Advantage
Technical Feasibility

Operational Rules
Positions/Boundary
Scope

Authority
Aggregation

Payoff

Information

PAPERSBY TRACK AND NUMBER

Property, PT2-5; Commons: PT1-1, PT1-3,
Standards, PT1-3, TT3-2

Empirical measurements: GS4-4, SP1-1, SP1-8, TT2-1, TT2-7,
TT2-7,TT3-1, TT3-5, TT4-7, TT5-8

GS1-2, PT1-1, PT1-3, TT1-4, SP1-6

GS1-2, GS1-4, PT1-1, PT1-5, SP1-3, SP1-4, SP1-9, SP1-11,
SP1-12, SP1-18, 1P1-19, SP1-20, SP1-27, SP1-30, TT1-5, TT22,
TT2-3, TT1-4, TT2-4, TT2-5, TT2-6, TT2-7, T3-1, TT3-2, TT3-4,
TT3-6, TTT3-7, TT4-1, TT4-2, TT4-3, TT5-1, TT5-2, TT5-4,
TT5-6, TT5-8, Cellular/Central server: SP1-22, SP1-24, SP1-28,
TT4-6, TT4-7, PT1-2

GS2-1, PT1-3, PT3-3, TT1-6

GS1-3, GS2-1, PT1-3, PT3-1, TT1-5, Property: PT2-4, PT2-5,
PT3-3, SP1-13,

PT1-3, SP1-1, SP1-3, TT4-6, TTS5-3,

GS1-5, GS1-5, GS2-2, PT1-3, SP1-1, SP1-18, TT2-3,

TT2-4, TT2-7, TT2-8, TT3-2, TT13-3, TT4-3, TT4-4, TT4-5, TT5-4
PT1-3, Pricing: PT2-3, PT2-4, PT2-5, PT3-1, PT3-2, SP1-26
TT1-1,TT1-2, TT1-3, TT1-5 TT3-3

PT1-3,SP1-13,TT1-2, TT1-3, TT1-6, TT2-4, TT2-5

References are keyed to citations in the bibliography

Efficiency argumentsfor sharing asignificant part of the spectrumfal into three categories,
beyond thes mplefact that spectrumisunderutilized today.

Many have argued,?? as| didin my paper at the conference, that collabor ative production of
communi cationsin the spectrum commons creates uni que economic val ue and opportunitiesthat cannot
beachieved in alicensed approach.

The benefits scale much morerapidly inacommunity. Moreover, the capacity of the
systemscaleswell. Production expandsdramatically becausethereisgreater valueand
more capacity. Theimpact of thesetwo characteristicshasadramatic effect onthe
economics. Benefitsthat can only be captured in the collaborative approach are

substantid .=

| have carried the argument astep further, suggesting that the spectrum isauniqueresourcethat
extendsthe characteristics of subtractibility and excludability to create anew type of good (see Exhibit

7).
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Exhibit 7. Extending the Dimension for Defining Types Of Goods

EXCLUDABILITY

INCLUSIVE 4
COLLABORATIVE Networ k Good
GOOD
Difficult
Public Goods Common Pool
Private/Collective Resour ce
Good
< Easy | Toll Goods Private goods
ANTIRIVAL Low High RIVALRY

A collabor ative good exhibitsantirivalry and inclusiveness. Theseincreasevaueto
thegroup through positive network externalitiesand motivateindividuas, who capture
non-rivarousbenefits, to voluntarily participate. Intheworld of collaborativegoods,
the challengeisto understand the willingness of producersto support or freely revedl
innovationsthat enhance shared benefits, even though they do not appear to captureas
much privateva ueasthey could by withholding.

Thekey istorecognizethelarge positive externaities associated with collaborative
production. Freerevedersrecognizethat the potential gainsof opportunistic behavior
will evaporateif the cooperative behavior breaks down. Cooperation becomestherule,
rather than the exception.?

Inthedigital age, asdepictedin Exhibit 7, we observe new characteristics of goodsthat
generatevery highrewardsfor cooperation and sharing. Networksthrivewhenthey areinclusive.
Technology advancesrapidly when accesstoideasisfacilitated. Over asignificant range, participating
inacommon-pool resource management regimefor thistype of good isnot azero sum game.

Theother claimsof economic benefit from asubstantia reliance on unlicensed spectrumare
moretraditiond.

Having different institutional approachesallowsabetter fit between supply and demand.
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Spectrum used by cognitiveradio networkswill most likely be acombination of
exclusively accessed spectrum and unlicensed/open spectrum. Theexclusively used
gpectrum allows guaranteeing the customer aminimum level of QoS. Theshared
spectrum enables an extension of network capacity to provide more servicesandto
increasethe number of served customers.®

A substantial unlicensed space al so providesanimportant check on the potentia for alicensed
gpacetofal victimto market power abuseif it istransformed into aflexible, quasi-property regime.

If secondary marketsare not efficient either because of market power or because of
high transaction costs (thin markets, information asymmetries, regul atory costs), thenthe
pricefor licensed spectrum may be substantially above the economic value of the
spectrum. Theexistence of unlicensed spectrum providesasafety valveand check to
hel p keep the pricesfor licensed spectrumin linewith the scarcity val ue of spectrum.®

TecHNIcAL FEaSBILITY

Inorder to exploit the opportunity of unutilized spectrum and to maximize use of the spectrumin
adynamic manner, one must build anetwork of smart transmittersand recelversthat are agileand
awareof their environment. Thenodesinthe network (transmittersand/or receivers) must beableto
performaset of functions. Therearefour basic functionsthat the radio will haveto perform (see Exhibit
8).

Exhibit 8: The Demands On Cognitive Radios

DETECT ASSESS
USE QUALITY OF
SERVICE NEEDS

SPECTRUM
NAVIGATOR

/ %,
CONFORM \

TO RULES TRANSMIT

Theradiowill haveto detect use of the spectrum, assessthe quality of serviceit needsfor its
own transmission, and ascertain whether transmitting in the spacein that manner can be accomplishedin
conformancewith the established rules of non-interference. Simply put, theradio asksitself one
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guestion: “ isthereaway (time, frequency, power) that | can transmit asignal that meetsthe
needsof theuser without interferingwith other users?” If yes, then| transmit.

Thedifferent adjectives applied to emerging radio technology can be defined in termsof those
functions. “ Thee ementsthat makearadio cognitive (from aspectrum utilization perspective) arethe
onesthat identify, remember, update, share opportunity information, and exploit the opportunity
information with adapted transmission to avoid causing harmful interference.?” Exhibit 9 elaborateson
Exhibit 8. Starting from the bottom |eft and working to thetop right, each of the concepts subsumesthe
one below asacomplex network isconstructed.

Exhibit 9: Network Elements

ELEMENTS FUNCTIONS

Ad Hoc Mesh Network
\ EXPAND
Distribut aring CAPACITY &

/ COVERAGE AREA
Cognitive Radio System

DEFINE
KNOWLEDGE PLANE: HARMFUL
POLICY, ALGORITHMS INTERFERENCE

Reasoner <+— REMEMBER,

Cognitive Radlo UPDATE, SHARE
INFORMATION
Softwar e Defined

Sensor IDENTIFY
Aglle Radio OPPORTUNITY
v
Frequency, Power Modulation < TRANSMIT
ADAPTIVELY
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Anagileradioisasoftware-defined radio, onethat can changeitsuse of frequencies, power,
and modulation without changing itshardware. Inthissense, itisagile—asit can movearound the
spectrum. Frequency agileradiosare asubset of the broader category, which can beagilein other
dimensions (power and perhapswaveform). An agile, softwaredefined radioisthe basic building
block of the new communications network.

Adding sensorsand areasoning systemto an agileradio givesusacognitive, intelligent, or smart
radio.?® Cognitiveradiosareaware. They sensethe network and storetherules of theroad.
Embedded logica systemsallow themto decide when to transmit without breaking the law.

Cognitiveradios can be combined into systems. The cognitive system addsalayer of
intelligenceto the communications network by looking at the overall topography of the network.

A meshed wireless network integrates cognitive radios as access pointsand relay nodes
(repeaters) inaunique architecturefor spectrumuse. It treats cognitive radiosasan asset that can be
used to support any communication, not just the onesin which theradioistheorigin or thefina
destination of themessage.

Anad hoc network alowsradiostojoin and leavethe network asthey desire. Thenetwork is
designed to adapt to the nodesthat are available. The ad hoc, mesh network architecture brings new
capabilitiesbecauseitisnot only “aform of self-configuring wirelessnetworking in which connections
aretransient and formed in an ad hoc as-needed basis,” but it al so enables “ self-healing networking in
which routing continuesin theface of broken nodesor connections.”*® Whenwerisetothelevel of
cognitiveradio systemsin ad hoc mesh networks, thefundamental nature of the undertaking changes.
Thisdynamic space bearslittleresemblanceto the spectrum facility asit existed throughout most of the
twentieth century. Severd authorsliken thisarchitectureto the Internet based on an end-to-end
architecture.® |t should berecognized that thisvery different vision createsnew challenges.
Complexity increases, certification of equipment and software becomesmoredifficult, and monitoring
behavior to enforcerulesbecomes harder.

Itisinteresting to notethat one of theinstitutionsmost activein developing theintellectud basis
for building these networksisnone other than the Defense Advanced Research ProjectsAgency
(DARPA), the same agency that took thelead rolein devel oping the Internet protocols. This
involvement followsasimilar purposeasDARPA'searlier motivation. Thegoal isamorerobust,
survivable communicationsnetwork. Thisshould serveto remind usthat thevalueof such anetwork
can bemeasured in different termsthan maximizing the utilization of spectrum or therevenueof service
providers. Military and public safety userscan value mesh networksfor adifferent reason.

Sinceboth military and emergency situationsaredifficult to anticipateand dynamicin
nature, aradio network that hasthe ability to designitsown optimal and adaptable
configuration on demand possesses clear advantagesover traditiona systems. In
addition, cognitiveradiosare ableto operatein and adapt to jamming and interference,
ensuring quality of serviceismaintained. ..

Theimportance of quality of serviceguaranteesto consumer marketsisundeniable, but
the purposeisdifferent. Instead of providing reliableand robust communicationsas
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required by military and public safety users, cognitiveradiosallow consumersto trade
resourcesfor desired needsof their applications.

OPERATIONAL RULES

Itisalsoimportant to recognizethat each of the elementsin thiscomplex network —agileradios,
smart radios, cognitive radios, sensorsand reasoners— can be combined in different architectures.
Wirelessprovidersusing smart radioscanimprovethe utilization of their licensed dice of the spectrum
just asunlicensed networks can. Thetechnica papersthat dominated at the conference describea
variety of approachesto building hardware and writing the software that will congtitutethe new
spectrumregime. Thissuggeststhat itisfar too early to pick awinner. Indeed, it would probably bea
gravemistaketo do so at any pointintime.

Thegod of public policy should beto definethe minimum set of rulesnecessary to accomplish
the goa —non-inter fer ence—and encourage multiple approaches.
= Thiswill havetheeffect of preserving the environment for innovation.

= Itwill dsoallow theheter ogeneity of needsto map onto the capabilitiesof diverse
technologies.

= |tpreservesthegreatest freedom for individua actioninthecommons,

Exhibit 2 above summarizes my reading of therecord onthe* best” set of operational rulesfor
the new spectrum governanceregime. The proposa can be described asa*balanced licensed-open
spectrum” approach. Itis*baanced” in severa respects.

= |tincludesbothflexiblelicensesand unlicensed users.
= |tenvisionsdedicated licensed spaces, shared spaces, and dedi cated unlicensed spaces.

= |tenvisonssignificant quantitiesof spectrum at arange of frequenciesavailableto both
licensed and unlicensed users.

= |t protectslicensed usersrights, but demandstheir cooperation with the sharing regime.

= |talowsunlicensed users, but disciplinesthemwith rulesfor non-interferenceand
enforcement.

PosiTioNs/BOUNDARIES

Thediscussion of thegoal setidentifiesthree positionsin the new spectrum management regime
—licensed broadcaster s, unlicensed user sand theregulator. Licenseswill berenewed
adminigratively or auctioned. Unlicensed hardwarewill becertified. Whilethese have beentraditional
functionsof theregulator, eva uating softwarefunctionality isanew activity and will bemoredifficult.
The softwarewill haveto beableto demonstratethat it can comply with operational rules. Modification
of software, after itiscertified, isaconcern, but monitoring and enforcement should catch ruleviolators.
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A flexiblelicense gpproach would alow thelicenseesto haveflexibility in how the spectrumis
used. They could do other thingsin thewhite spaces, or rent therightsto do soto others. Inthe
commonsapproach, at aminimum, userswould beableto fill thewhite spaceswithout permissionfrom
thelicensee. Inamoreaggressive change, unused partsof the spectrum might beremoved from the
licensing regime atogether and dedi cated to unlicensed users.

ScopPe

Giventhe current state of technology and policy, thelicensed userswill betreated asprima
donnas, but that does not mean they are allowed to act like prima donnas, nor doesit mean that their
elevated position will be permanent. Most discussionsrefer tolicensed usersasthe primary users(the
Latinroot primusfor first) that define the space for unlicensed uses (which arereferredto as
secondary) by identifying thegoal of avoiding harmful interference.

Thenature of theinterferencethat iscons dered harmful should bereasonably defined. The
primary usersshould still berequired to cooperate and collaborateinimplementing the system that uses
spectrum asefficiently aspossible. Thelicensed prima donnas should certainly not be allowed to make
lifeunnecessarily difficult for unlicensed, secondary users.

Totheextent wemust livein amixed, licensed/unlicensed network, we must solvethe problem
of defining exclusive userightsand the problem of sharing the unlicensed spectrum, whereitisfeasible.
Theformer isnecessary totell uswhat partsof the spectrum can be used by multipletransmitters, the
|atter isnecessary to ensurewe do agood job of exploiting the unlicensed space. Moreover, tothe
extent wemust liveinamixed space, good rulesmatter agreat deal becausethe agileradio systems
perform better when more spectrumisavailable.®

It may bethat certain useswill requirelicensesindefinitely because of quality of service needs.
Suchaclamwill besustainableonly if the quality of service demanded exceedswhat ashared,
unlicensed regime can deliver and if thevalue of the unlicensed service exceedstheval ue of thelicensed
servicesthat could occupy the same spectrum. Over time, we might expect the space set asidefor
licensesto shrink astechnological progressand regulatory experienceallow primary usersto better
accommodate sharing.

Optimizing output ismore complex than just maximizing the use of spectrum. Thereisatrade-
off between theadministr ative cost —measured in both communi cations and computational
complexity —and theamount of spectrum available.® Perfect utilizationisnot possible, inredlity, since
complexity overwhelmscomputationa rulesvery quickly. Itturnsout that asmall number of smplerules
canredizeagresat ded of efficiency improvementsat what appearsto bereatively low administrative
cost.

Thecritical challengein defining scopeisto define harmful interference. Thecornerstoneof
rightsrestsonthe observationthat “itisimpossibleto stop al of theseunwanted signals. Anabsolute
interferencebaninabandisimpossible. Therefore, wirelessreceiversare designed to accommodatea
certainleve of interference.”* Interference must be analyzed with referenceto both thelicensed
recelver and the unlicensed devicewith predictivemodels. If themodelsshow interference, thenthe
parameters can be adjusted by changing the unlicensed devicerules(so they nolonger interfere),
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redefining interference (i.e. becausetherewill not actualy bean outage), or therulesfor licensed use (so
they cantolerate moreinterference).

Therearecertainly chalenges, and pitfallsto be avoided.

= Theexistenceof worst —case scenarios should not be allowed to prevent the new governance
regimefrom beingimplemented. “Licensed devicesawayshavethe potentia of degraded
performancefrom unlicensed devices. Yet, in practicemost licensed deviceswork well. This
suggeststhat the harmful interference of unlicensed devices should be measured according to
theirimpact in practice. ..areceiver deviceinterference mode isinappropriate.”

=  Theexistenceof bad actors should not be allowed to underminethe new governanceregime; “it
should be emphasized, that harmful interference caused by devicesthat arenot following the
ruleshasaclear remedy whichisfor thedeviceto cease operation.”*

AUTHORITY

Thebasic definitionsof authoritieswere specified inthe positions of primary and secondary
users. Theauthority to usethe spectrumisspecificto theavailability of channels. Toavoidinterference
onemust only use channelsthat are unoccupied, or, if they are occupied, they must be used by
secondary transmittersat levelsof power that do not interferewith other users. Channelsexist at
specificfrequencies, and areavailablein specific placesat specifictimes. Depending onthe primary
usersand thedefinition of harmful interference, power differentiation may also be used to definean
available space.

[P]rotocolsfor the selection, adjustment, and adaptation of transmission parametersfor
sessionsin dynamic spectrum access networks. .. respond to time and frequency
assignmentsthat are provided for asession by aspectrum access system, select the
modulation format and theinitial coderatefor thesession, adjust theinitial transmitter
power to compensatefor any errorsin propagation-loss estimates, and adapt the code
rate through-out the session to variationsin the propagation | 0ss.*”

Insummary, distance hasasignificant impact onthe spatia correlation on channel
availability between secondary users.

Temporal propertiesof secondariesdepend onthe activity pattern of primaries.®

Thereisalso aset of discussionsabout rulesthat determine how quickly transmitters must
respond to changesin the environment and whether certain primary users(e.g. public safety) can
activate“kill codes’ should the need ariseto reallocate the spectrumtothem. Theseare parameters
that can be set by policy and then embedded in therules of theroad.

When considering the scope of acceptable outcomesit isimportant to recogni zethat the amount
of spectrum madeavailablefor sharingisextremely important. “With more spectrumavailableto
opportunistic sharing, wirelessand ad hoc networkswill perform better and becomeamoreviable
technology.”* “Heterogeneity in channd availability and footprintsare shownto be beneficid.” ©
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AGGREGATION

Different viewsof the protocol sto implement sharing of spectrum can betaken. Thekey
differenceinimplementation methods hasto do with the nature of interaction. At oneend wehave
group-centric cooperation, which requiresagresat deal of information exchange and communication.
| ndependent strategic gamesinvolveindividua radiossensing the behavior of othersand acting to
maximizethelr utility, without exchanging information or negotiating use. Device-centric behavior
embedsaseriesof rulesin thedevicesand dictates utilization according to those rules (radios do not
choosestrategies).

Theseandyses, which areinther early phase, have successfully smulated various strategy
gamesand policy responses (see Exhibit 10).

Exhibit 10: Coping With Strategic Actors By Imposing Behavioral Rules

Game Strategies Analyzed from Most to Least Cooperative
Cooperate
Forgive Occasionally
Segregate
Defect
Tit-for-tat
Exploit passives
No regrets
Go Nuclear

Rules from Least to Most Efficient
Uniform use
Uniform Idle Preference
Minimum rate
Proportional fairness
Poverty line
Poverty Guided Idle Preference
Min-Max
Selfish Spectrum Contention.
Poverty Guided Selfish Spectrum Contention.

Although afew papers present solutionsthat assumelittle cooperation and information sharing,*
the predominant opinionisthat information sharing and cooperation will grestly improvethe
management of the spectrum commons (see Exhibit 11).

Measured dataclearly indicate the need for cooperation among cognitive radiosfor
opportuni stic spectrum usagein order to minimize both the probability of missed
detection and theinterference experience by non-cooperative users.*?
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Exhibit 11: Cooperation Reduces Complexity and | mproves Performance

Interference
(probability of missed detection)

A

»  Cooperation

Complexity

Collaboration among nodes|eadsto moreefficient spectrum utilization from asystem-
level point of view, and decreasesthe computational complexity of detection agorithms
at theindividual node-level. ®

Thekey to sharing of spectrum iscoordination between devices. Thiscoordinationrestson
communications

Requiring every potential transmitter aso to haveareceiver capability createsthe
potential for afeedback control loop that would alow thetransmitter’ sbehavior to be
modified. Sincethetransmittersarethe sourceof thesignal that created the possibility
for interference, regulating their operationisan essentia ement in effectiveinterference
management.*

Group-based coordination alows collaborationsand fast information dissemination
among users. In particular, it providesasmpleand energy efficient procedureto
broadcast route discovery message.®
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Thiscooperation aso generdly entailssomecollectiveinvestment. Thisinvestmentisboth
centr alized —databases and beacons— and decentr alized — sensors and softwarein devices—to
generate, access and respond to information about the state of use of the spectrum.

Theareabeacons appear to bethe most reliable approach. Theinstallation of the
database and beacon transmitterswould requireanational investment. If these
transmittersutilize existing radio towersand facilities, they will not beexpensivetoingall
and operaterelative to the bandwidth resourcesthey open up.*

Efficient spectrum sharing among secondary usersisintegral to the successof open
spectrum systems. Traditional approachesrelying on acentral server to observeand
perform network-wide spectrum assgnment isclearly inefficient for dynamic multi-hop
networks. Instead, these network require adecentralized accessmodel, where users
access spectrum based onlocally observed availability. Inthismodel, users must
coordinate amongst themsel vesto optimize system performance and expl oit the benefit
of open spectrum systems.

Effectiveand efficient coordination depends on fast dissemination of control traffic
between neighboring users. Traditional coordination usesacommon control channel
knowntoall users. However, secondary usersin open spectrum systemsobserve
spectrumheterogeneity, spectrum availability that fluctuatesover timeand location.
No common channelsexist ... anaternativedistributed coordination scheme
addresses spectrum heterogeneity. Usersin our approach self-organizeinto groupsand
coordinateusing locally available common channels.#

Inthiscontext, there are specific lessonsto belearned from the study of past common pool
resource management regimes. Thesautary effectsof communications-rich environmentsinwhich
informationisfreely exchanged areclear. Theexchangeof information facilitatesthe perceptionand
understanding of shared benefits. By creating transparency of behaviors, especidly inrepeated
interactions, the basisfor reciprocity and trust canbelaid. Whenthisisreinforced with authoritative
monitoring and sanctioning, apowerful forcefor disciplining behavior iscreated.

Payorr

Littleattention was devoted to pay-off r ules, except for anumber of papersthat considered
how the secondary marketsin the licensed space might work. Sincemost of theinvestmentinan
unlicensed spaceismade by theindividua swho own the devices, asopposed to companiesthat
operatethe networks, most of the costs of meeting the requirements of acommonsregimeare
internaized by theindividua users.

Therefore, the pay-off rulesmust focusonthe socia actionsthat are necessary to maintainthe
governanceregime. Incentivesto cooperate and reward repeating might take amonetary form or they
could taketheform of preferentid treatment intherules. To theextent that thereare collective
investments necessary — beacons or database management —all users should contribute.
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Inthinking about penalty structur esfor rulesviolations, itisworth noting that “ self-organizing”
common-pool resource regimestend to esca ate sanctionsdowly and rely on norms, whileavoiding
going nuclear.

| NFORMATION

Much of theinformation requirement has been described in the previousdiscussion. Cognitive
radiosmust keep up with therulesand ensure that they are making decisions based on the most current
set of requirements. They must constantly monitor spectrum use, if they intend to transmit. They must
check databasesto identify the primary users. Theregulator will haveto maintain the database and
monitor the state of the spectrum.

The schedulefor updating and monitoring the status of the spectra environment will be set by
thedecisionsabout therulesof theroad. The monitoringinterval will haveto be set toreflect the
temporal needsof the most senditive primary users, or set to respond to asituational signal that requires

updating.

CONCLUSION

Thisanalysishasendeavored to describe the nature of the potentia transformation of spectrum
policy made possible by the dramati c changesin technology that havetaken placein the past severd
decades. It hasused aframework for the anaysis of common-pool resourcesto arguethat an
unlicensed approach will provide greater economic and political benefits. Two extremely important
keysto the emergence of common-pool resource governance regimesthat prevent thetragedy of the
commonsare communicationsand theflow of information. Theability of cognitiveradiosinad hoc
mesh networksto generate and processinformation and communicateit to the actorsinthe network is
huge. Theability to embed the cognition necessary has been created by digital technology.
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